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[Y/N] :y
Please wait....

<HUAWEI> reset factory-configuration
Warning: Running this command will reset factory configuration and restart the device. Continue?

Info: Reset factory configuration successfully!
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EHNMBFERNRE
1.1 SE88 912

1.1.1 XF ARG
ALIOBIECEE RS, THEFHRLEA YunShan OS BIEARIZ(E,

TRERIEX, LUSEN. BRGSITHRERNSG X

o EiEFRAGSITHELREAIGE
o  EiFITRHGS
o EiRIMUERaGSITIRER

1.1.3 SCLGLARI 4R
Dj Console Port
PC Router
E1-1 MBS T EAIRIESCIRGH

114 LWHE=

WNZEMEFR, Router B—EEHThLERIISHES, PCEITHROZ%EEESI Router BY
Console Port, FZEXY Router 1T —LE¥NIRILIRIE
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1.2 SCYMTFSEECE

1.2.1 BeERg
1. SERIREGR. KEsSEO P bt EEMECE
2. RFRBEE
3. ERRH

HCIA-Datacom V2.0 SCI8FAR %100

1.2.2 o B E

£ 1 & Console HXZERF! Router B9 CLI, FHRBEZRT

Please configure the login password (8-16)

Enter Password: Huawei@123

Confirm Password: Huawei@123

Info: Save the password now. Please wait for a moment.

Info: The max number of VTY users is 21, the number of current VTY users online is 0, and total number
of terminal users online is 1.

The current login time is XXXX-XX-XX XX:XX:XX.

TR 2 ZEREEANER
# BERBRMEE

<HUAWEI> display version

Huawei YunShan OS

Version 1.24.0.1 (AR5700 V600R024C00SPC100)

Copyright (C) 2021-2024 Huawei Technologies Co., Ltd.
HUAWEI AR5710-S8T2XE uptime is 0 day, 0 hour, 31 minutes

MPU(Master) 0 : uptime is 0 day, 0 hour, 30 minutes
StartupTime XXXX/XX/XX  03:44:27

Memory Size : 4096 M bytes

Flash Size : 1024 M bytes

MPU version information:

1.PCB Version : AR5710-S8T2XE VER A
2.MAB Version : 0

3.Board Type : AR5710-S8T2XE
4.BIOS Version : 1390

5.CPLD Version : 258

MU LA ERN, IREAYER{4RR A9 V600R024C00SPC100, &SS9 AR5710-
S8T2XE, &FB BN 31 o8,
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LTE 3 ZRiREEANRE

# (&2 Router B9Z =79 Datacom-Router

<HUAWEI> system-view
Enter system view, return user view with return command.
[HUAWEI]

Rt iR EL NP MEFRNET RFRE

[HUAWEI] sysname Datacom-Router
[Datacom-Router]

HAHE R ZFRELK(EM I Datacom-Router,

higEREFENTIEE, BNAHRET SHENESEMNERGS . NMETRPERXEEs
<, ERRBERNED XGBLOREMERRIGSITRE T . BEXE T8RS, FEstiH
A NAIEFSITIRE, AERITHENAGRSHITRE

# HENZOUE, BcERZORY P bk

[Datacom-Router] inter JA<Tab># 2
[Datacom-Router] interface J/interface ZEIE— AT FHEF
[Datacom-Router] interface g JA<Tab>#r 2555
[Datacom-Router] interface GE //GE Z2—aJHIE5EF
[Datacom-Router] interface GE 0/0/1 S/ FR 2SS

WA SHENEEFZHRNANFE, B F<Tab>ig, TS RHEBX RS, FiERIX/1
N FEOLIE—RMRAEZEET, BN, EEET<Tab>E, afHIAENXET, BPRALL
MHRIERPTEZAIXET . 1:

inter+<Tab>, BEJo4#THIETLL inter FFSLA9#< R interface, NIGSEREHEH
interface, ELEEZIX<Tab> AL,

| [Datacom-Router-GE0/0/1]

IR ELH AR T#20 GE0/0/1 RIRE]

| [Datacom-Router-GEO/0/1] undo portswitch

portswitch &5 RSRFLAAMIZE O M = EECDIREI — =R
undo portswitch @S FRGLAKMEON _EERRE=EE .
HEERT, AR5710-S8T2XE f GEO/0/0~GE0/0/7 0% LAN U0 ( LAN MiEO2E5s

FOHERL WAN 300 ) , LAN 3O aLFRAZEEO, AEehcE P e, LteabFI1E
GEO0/0/1 #2048 WAN liz0,
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[Datacom-Router-GEO/0/1] i?
icmp identity
ifg ifit
igmp ip
ipsec ipv6

isis

HEPBAGSRN, NRRICELHGSEEFIFFL—DIANER, AILUMERERS #EIFRE
PAUZF R R SLRIFR B RV~ . U0:

£ GE0/0/1 #HOAMET, WA i+?, WERRHHRETE | FFLAISm<SAYRNIEIT, LEATe]
L B<Tab>#gthe, BrJLAFEmN4E. H, icmp, igmp FRXEF,

[Datacom-Router-GEO/0/1] ip ?

address Set the IP address of an interface

binding Enable binding of an interface with a VPN instance
forward-broadcast Specify IP directed broadcast information

option IP option

urpf Unicast reverse path forwarding check

verify IP verification

BA—FPREDXET, BRIUTEOREY?, MRZMEBHAXEF, WIILEEEXEF
NEESBEAR, W0
ip +=48+?, WEERAABLL ip AXEFRIG S ST NAYER

[Datacom-Router-GEO/0/1] ip address ?
XXX.X IP address
bootp-alloc IP address allocated by BOOTP
dhcp-alloc  IP address allocated by DHCP
unnumbered  Share an address with another interface

[Datacom-Router-GEO/0/1] ip address 192.168.1.1 ?
INTEGER<0-32> Length of the IP address mask
XXXX IP address mask

[Datacom-Router-GEO/0/1] ip address 192.168.1.1 24 ?
sub Indicate a subordinate address
tag Match tag of the route
<cr>

<c>FRRZMNEIRBREFSH, EEEANOEITHRIT,

[Datacom-Router-GE0/0/1] dis this
#
interface GE0/0/1
ip address 192.168.1.1 255.255.255.0
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#
return

display this S S AREELFINENERE . WTREFEERNVESESSH, NESHESH
HE, WAER, WFRLESH, SRRFERES, BNRXLSHRENGSIREMINE
32, WAFER. display this ssSERTFIEERE.

IREXIFATREIEFMA, ESgRET, JMARNFHEELRE—RIXHEFT, AL
TNTENXRT  ZINeeRE 7T —MREBALR, BITRSBRERE. W:

RO TER dis this, BARBRATEN®S, EBHTHFME T dis this BIHSR
B display this, FTLAGRSRILALEERIT. SURIEE dis cu. d cu ZFEF display current-
configuration,

[Datacom-Router-GEO/0/1] quit

quit AL RN SR EREIZIBRRKAIMNE, MNRZMAFRE, WiRERS,

# AR IMED 1P thACE AR, FEGZMNECEE) GE0/0/2 &1

[Datacom-Router] interface GE 0/0/1
[Datacom-Router-GE0O/0/1] undo ip address
[Datacom-Router-GEO/0/1] quit

FELMIFR GEO/0/1 HY IP HEtHECE , BNSF=4EbhbhseT At E .
<IN undo K=, BN undo 5417, undo A IT—RARKEREER. ZAE
MR EMBGEINEE . L FEREEHRSEEXIMNAY undo 417,

[Datacom-Router] interface GE 0/0/2
[Datacom-Router-GE0/0/2] undo portswitch
[Datacom-Router-GEO/0/2] ip address 192.168.1.1 24
[Datacom-Router-GE0/0/2] quit

GE0/0/2 B93[O 1P it EECE /3 192.168.1.1/24,

# (9 ) BcE M R EETFHEZATERTETE

[Datacom-Router] user-interface console 0
[Datacom-Router-ui-console0] idle-timeout 1440

[Datacom-Router-ui-console0] quit

user-interface console 0 s FHRHN Console PR EME .
idle-timeout #5< FARIZ & A RERFEZAEIATE . INRBAFRE—RITEINRERANG
S, REBTHERE ., MSE@EITRTEIRE S 1440 58,

# BEERTEIERE

| [Datacom-Router] display current-configuration
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ISoftware Version V600R024C00SPC100
ILast configuration was updated at XXXX-XX-XX 04:20:16+00:00
ILast configuration was saved at XXXX-XX-XX 04:20:29+00:00
lase VRPV800R006C00B016D0127-0.0.1
Igrpc VRPVB0OR006C00B016D0127-0.0.1
lkms_feature --
!md_tlm VRPV800R006C00B016D0127-0.0.1
Itelem VRPV800R006C00B016D0127-0.0.1
#
pki realm default
#
sysname Datacom-Router
#
undo ftp server source all-interface
undo ftp ipv6 server source all-interface
#
ssl policy default
pki-domain default
ssl minimum version tls1.2
cipher-suite exclude key-exchange rsa
cipher-suite exclude cipher mode cbc
cipher-suite exclude hmac shat
diffie-hellman modulus 3072
---- More ----

141

SHTE—wLE, IRETRERET—FN, §2EAEE}J§F1§$§H:.'E§, LIS ERFE

E. NEERMEENREISSSEI---- More -—--f9=F4£, LATETLAE
1. BA<Cr+C>gi<Ctrl+Z>, FIEBREGSHIT.

2. BATIERE, BERRT—FER.

3. BARER, BERRT—ITES.

5/:5%4 FREREAREE

[EZIFEFE

[Datacom-Router] quit
<Datacom-Router>

f& 7B quit a4, BRJLUEE
1. return ip%, Zp<SAETOTNE TEEREZRIBFPTE.

2. <Crl+Z>RiEfE, ZREEIEEHUUE TERROZIEFTE.

# IRFECE

<Datacom-Router> save

Warning: The current configuration will be written to the device. Continue? [Y/N] :y /4N y #i/
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Info: Please input the file name(*.cfg, *.zip, *.dat):

/A EIZE, #FREXAS

Now saving the current configuration to the slot 0
Info: Save the configuration successfully.

BPESHSITULEKIRENEAERE, MXLEEREFRT, IREFLIREERR T
REBAIHBAENY, EERRER, TESHIRERFIRENXHEF. AJLUBT save BiE
REZIEOARBRRHEZRENEE XY, tBaILlUE 4% save configuration-file FBRIFRFE
IR EERRIFHEREPINEEXHT . ZmSERER T AR AHRIEhEE 4.
TN EZRS, BEESEIMRER vrpcfg.zip, FHEEIEE RN TRBINE .

# LERERERES T —REFERNEE

<Datacom-Router> compare configuration
Building configuration....
Info: The current configuration is the same as the next startup configuration file.

SRR ES MRAEHMRIEE X HRE .

LR 5 BIEREIUFRS

# ERLRIER FRIXESIE

<Datacom-Router> dir
Directory of flash:/

Idx Attr Size(Byte) Date Time FileName
0 drwx - Aug 21 XXXX 01:08:36  $_autobackup
1 dr-x - Aug 21 XXXX 01:17:42  $_checkpoint
2 dr-x - Jul 17 XXXX 01:00:00 $_install_mod
3 dr-x - Aug 21 XXXX 01:06:51  $_license
4 dr-x - Aug 21 XXXX 01:08:03  $_startup
5 dr-x - Feb 28 XXXX 12:21:13  $_system
6 dr-x - Aug 21 XXXX 01:16:14  $_user
7 -rw- 235,889,380 Mar 12 XXXX 04:50:56 AR5700S-E_V600R024C00SPC100.cc
8 -rw- 4,105,206 Feb 27 XXXX 11:50:04 AR5700S-E_V600R023SPH150.PAT
9 -rw- 218,057 Feb 28 XXXX 12:21:19  application.txt
10 -rw- 218,057 Feb 28 XXXX 12:21:19  application_touch.txt
11 -rw- 223,888 Feb 28 XXXX 11:50:20  ase_url_backup.sdb
12 drwx - Aug 21 XXXX 01:07:23  bootlogfile
13 drwx - Feb 28 XXXX 12:17:09  default-sdb
14 -rw- 3,725 Mar 01 XXXX 03:43:14  device.sys
15 drwx - Aug 21 XXXX 01:16:29  dhcp
16 drwx - Aug 21 XXXX 01:16:03  full_kpi
17 drwx - Feb 27 XXXX 11:49:18  hips
18 drwx - Aug 21 XXXX 01:06:52  hrp
19 dr-x - Mar 01 XXXX 02:20:08 logfile
20 drwx - Aug 21 XXXX 01:07:39  nlog
21 drwx - Aug 21 XXXX 01:07:41  pki
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22
23
24
25
26
27
28
29
30

9,815

2,004

385,332
4,865
110,682
98,999

HCIA-Datacom V2.0 SCIGFERR

Feb 28 XXXX 12:21:19

Aug 21 XXXX 01:16:16
Mar 01 XXXX 03:43:14
Aug 21 XXXX 01:16:14
Aug 21 XXXX 01:16:15
Feb 28 XXXX 12:02:43
Feb 28 XXXX 14:26:19

Mar 01 XXXX 03:30:44
Mar 01 XXXX 01:58:52

732,844 KB total (483,000 KB free)

subcategory.txt

update

vrpcfg.zip

webm

ztp

ztp_XXXX0227115454.log
ztp_XXXX0228122319.log
ztp_XXXX0228142651.log
ztp_XXXX0228142651.log.1.gz

%161

AR5700S-E_V600R024C00SPC100.cc: EZFRE ., BRFEEZLL.cc {ERT EE .
vrpcfg.zip: BeEXH. BB X4 RLA.cfg 3k.zip fEAYT BS.

HERXHARBNE, FE

ML
"E

# BIRECERT, BEITaEEN test.cfg

HigHER AR,

<Datacom-Router> save test.cfg
Warning: Are you sure to save the configuration to flash:/test.cfg? [Y/N] : y
Now saving the current configuration to the slot 0
Info: Save the configuration successfully.

# BXBESRIBR FRIXEIIZE

<Datacom-Router> dir
Directory of flash:/

Idx

0 N o oW N = O

S Y Y
N o o WD 2 O 0O

Attr
drwx
dr-x
dr-x
dr-x
dr-x
dr-x
dr-x
-IW-
-rW-
-IW-
-IW-

drwx
drwx

drwx
drwx
drwx

Size(Byte)

235,889,380
4,105,206
218,057
218,057
223,888

Date

Time
Aug 21 XXXX 01:08:36

Aug 21 XXXX 01:17:42
Jul 17 XXXX 01:00:00

Aug 21 XXXX 01:06:51
Aug 21 XXXX 01:08:03
Feb 28 XXXX 12:21:13
Aug 21 XXXX 01:16:14

Mar 12 XXXX 04:50:56

Feb 27 XXXX 11:50:04

Feb 28 XXXX 12:21:19
Feb 28 XXXX 12:21:19
Feb 28 XXXX 11:50:20
Aug 21 XXXX 01:07:23
Feb 28 XXXX 12:17:09

Mar 01 XXXX 03:54:11

Aug 21 XXXX 01:16:29
Aug 21 XXXX 01:16:03
Feb 27 XXXX 11:49:18

FileName
$_autobackup
$_checkpoint
$_install_mod
$_license
$_startup
$_system
$_user
AR5700S-E_V600R024C00SPC100.cc
AR5700S-E_V600R023SPH150.PAT
application.txt
application_touch.txt
ase_url_backup.sdb
bootlodfile
default-sdb
device.sys
dhcp
full_kpi
hips
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18 drwx -
19 dr-x -

20 drwx -
21 drwx -
22 -rw- 9,815
23 -rw- 5,018
24 drwx -
25 -rw- 2,004
26 drwx -
27 drwx -
28 -rw- 385,332
29 -rw- 4,865
30 -rw- 110,682
31 -rw- 98,999

HCIA-Datacom V2.0 SCIGFERR

Aug 21 XXXX 01:06:52
Mar 01 XXXX 02:20:08
Aug 21 XXXX 01:07:39
Aug 21 XXXX 01:07:41
Feb 28 XXXX 12:21:19
Mar 01 XXXX 03:54:11
Aug 21 XXXX 01:16:16
Mar 01 XXXX 03:43:14
Aug 21 XXXX 01:16:14
Aug 21 XXXX 01:16:15
Feb 28 XXXX 12:02:43
Feb 28 XXXX 14:26:19
Mar 01 XXXX 03:30:44
Mar 01 XXXX 01:58:52

$171

hrp

logfile

nlog

pki
subcategory.txt

test.cfg

update

vrpcfg.zip

webm

ztp
Ztp_XXXX0227115454.log
ztp_XXXX0228122319.log
Ztp_XXXX0228142651.log
Ztp_XXXX0228142651.log.1.9z

732,844 KB total (482,876 KB free)

[i=pvatsiscaaan]

# IR ENIRE T XS {ERECE X4

<Datacom-Router> startup saved-configuration test.cfg

Info: Operating, please wait for a moment

...... done.

Info: Succeeded in setting the configuration for booting system.

startup saved-configuration < FARECER S MRBAIERNEESNH . TRBINXHFR

B!

# BEF M IXEsIFT BRI 4

<Datacom-Router> display startup
MainBoard:
Configured startup system software:
Startup system software:
Next startup system software:
Startup saved-configuration file:

Next startup saved-configuration file:

Startup paf file:

Next startup paf file:

Startup patch package:

Next startup patch package:
Startup feature software:
Next startup feature software:

flash:/AR5700S-E_V600R024C0O0SPC100.cc
flash:/AR5700S-E_V600R024C0O0SPC100.cc
flash:/AR5700S-E_V600R024C00SPC100.cc
NULL
flash:/test.cfg
default
default
NULL
NULL
NULL
NULL

display startup asSFISREFIRB NN NREMEXNERRG. SHERNME. BiEX
. License {4, #NT XHLARIBESNIHE.

# BhRgE MRS INERIECE 4
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<Datacom-Router> reset saved-configuration

Warning: The action will delete the saved configuration on the device.
The configuration will be erased to reconfigure. Continue? [Y/N] :y
Warning: Now the configuration on the device is being deleted.

Info: Succeeded in clearing the configuration on the device.

reset saved-configuration #p ¢ FRIERISSE LHNEMEEXHFHPHNERERER -

I 6 BERIE

<Datacom-Router> reboot

MPU 0:

Next startup system software: flash:/AR5700S-E_V600R023C00SPC100.cc
Next startup saved-configuration file: NULL

Next startup paf file: default

Next startup patch package: flash:/AR5700S-E_V600R023SPH150.PAT
Warning: The current configuration will be saved to the next startup saved-configuration file. Continue?
[Y/N]:y

Now saving the current configuration.....

Save the configuration successfully.

Warning: The system will reboot. Continue? [Y/N] : y

reboot (L AIRERIRE, ERRIRTHAFEGREFEE. RRFRER, FF 10 0194
B

Please Press ENTER.

Password: Huawei@123

Info: The max number of VTY users is 21, the number of current VTY users online is 0, and total number
of terminal users online is 1.

The current login time is XXXX-XX-XX XX:XX:XX.
<Datacom-Router>

IREERTH, BABBEERMI.

TR 7 RERSEREIRENH BRE

<Datacom-Router> reset factory-configuration

Warning: Running this command will reset factory configuration and restart the device. Continue?
[Y/N]:y

Please wait....

Info: Reset factory configuration successfully!

<Datacom-Router>

147 reset factory-configuration ip % /5, RARIR R EERESNIRT. BIAY G, BEE
BE, RS RSB EMEIESL




S

HUAWEI

HCIA-Datacom V2.0 SCIGFERR

ZApSERRIRE L BE, EERTIZHL, RIFERAIFARES MER.

&8 RBERE, WIIRGCREEH &iE

N

%191

Please configure the login password (8-16)

Enter Password: Huawei@123

Confirm Password: Huawei@123

Info: Save the password now. Please wait for a moment.

of terminal users online is 1.
The current login time is XXXX-XX-XX XX:XX:XX.

Info: The max number of VTY users is 21, the number of current VTY users online is 0, and total number

ALIERIREEKRERZLT &,

1.3 BEIM

1. tRIEMRAIINEERSIR, BITAEHERELES YunShan OS Ih8E# .

2. #£B 5 h{FERT reset saved-configuration S EREERNS, NTAEBIEESEHN

BCERARE?
TER: IAEREER, BALeETRFEEN

[Y/N] :y

Warning: The current configuration will be saved to the next startup saved-configuration file. Continue?

1.4 IR

=1-1 REINRER

ThaeR Ihge
<Ctrl+A> e an R SR TRIF Sk
<Ctrl+B> BRI AR S— 1o
<Ctrl+C> = IESREIEERITAIIORE
<Ctrl+D> MIBR =SB SRPTE L BRI AT
<Ctrl+E> BN SRITTRIRE -
<Ctrl+F> BRI a%s— 1=
<Ctrl+H> BRI AR MBI — D4
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<Ctrl+1> IheeEREFTabi

<Ctrl+J> eeEEFEIER

<Ctrl+K> FIEESET R IEIFHRYER .
<Ctrl+M> e ERTRIZFR

<Ctrl+N> ERHEHSEIXPRIE—FDHL,
<Ctrl+P> ERHEHSEPXPRIFI—FD L,
<Ctrl+Q> 2\,

<Ctrl+R> EHERIERTER.

<Ctrl+T> LT HAYER .

<Ctrl+V> MEEINEIRAIARS o
<Ctrl+W> BBRSAREMN—FER (F) .
<Ctrl+X> BB AR M NFR

<Ctrl+Y> MBS EARERTE A B RE AU ENZFR .
<Ctrl+Z> REIZIBFRE.

<Ctrl+]> 2 FIFNRIEZ S EE TR .

<Esc+B> BtraERs— 1 FEE (F) .
<Esc+D> BmpsSeraNUN— 1 FrE (F) .
<Esc+F> Brtraags— 1 FaE (F) .
<Esc+N> Berrm B EI—1T,

<Esc+P> ¥y ehnrm L oh—17,

<Esc+<> KRR B e E N MEARAIFHIARIE -
<Esc+>> KSR B e E NI ERAVEE RIS
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VLAN Bg&sLid

2.1 SLIENA
2.1.1 XFASLLEG

AKX MZ—FETF CSMA/CD ( Carrier Sense Multiple Access/Collision Detection, H/H5etE
MAYEGR IS ZEEEE) ) PIEZEAN RVEIEMGSERRAR . HENHERSIISEH PR
EE. [ Bz, 4EEE T EEEERMNEATBEFO, B3I B xS AR LU#
FRHSSFEERY AR, (B{BATEEIRE BIR A IEAMBEE.

EXMERTEIT VLAN 5K, XHEARETLIE— LAN RIS ZNMEEERY VLAN, 84
VLAN 22— #15, VLAN REYEAEESZAIE— LAN PS—#£, i VLAN [BIAEE
BB, X, | BRSGHHERHIZE— VLAN A,

ALIOBISECEEIRMRIIRE, THEAZE VLAN SARIBEXERE

2.1.2 L8 BRY
o EiE VLAN RIBIES X
e  E4Z Access. Trunk F1 Hybrid ZEEUEORIEEH X
o ZERETENOXS VIAN EES X
o EEET MAC HEhtRIS VLAN REEE /%
o EiE MACHBIIERK VLAN EERNEEAN
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=
2.1.3 SLIGHM A
S1 S2
GE1/0/10 GE1/0/10 =
GE1/0/13

—
————
-

GE1/0/1 GE1/0/2

S3 sS4 R1 (45EEPC)
192.168.1.3/24 192.168.1.4/24 192.168.1.251/24
VLAN 3 VLAN 3 VLAN 10

® Access ® Trunk ® Hybrid <—— XN@EBEEF <« = HEEE

E]2-1 VLAN ECEsCISHR$h

2.14 SLIEE=
HNEIRIEWSER, EENEZEMLZHIT VLAN X5 . R1 EU55% PC, AILUSIEHEER
I ZIEREIRE .
WNSEIERIMEIFR, BJLATE S1 70 S2 EEFEONS VLAN, 1BV S+ERIAYE PEERYZOL
PEIE— VLAN, ERT, ATLAE S2 FEF MAC #EfitR4> VLAN, 48E S4 89 MAC #ehit,

2.2 SEIMFSSECE

2.2.1 Bc BB
1. 8 VLAN
2. EEMEHETFEONS VLAN
3. EEMHET MAC #EhiH15> VLAN

2.2.2 BB

TR 1 EERESVHXASRED

# 18%H3
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B& o

# X S189 GE1/0/1. GE1/0/11. GE1/0/12. GE1/0/14 #0O

[S1] interface GE 1/0/1
[S1-GE1/0/1] shutdown
[S1-GE1/0/1] quit

[S1] interface GE 1/0/11
[S1-GE1/0/11] shutdown
[S1-GE1/0/11] quit

[S1] interface GE 1/0/12
[S1-GE1/0/12] shutdown
[S1-GE1/0/12] quit

[S1] interface GE 1/0/14
[S1-GE1/0/14] shutdown
[S1-GE1/0/14] quit

# X4 S2 89 GE1/0/11. GE1/0/12. GE1/0/13 #&

[S2] interface GE 1/0/11
[S2-GE1/0/11] shutdown
[S2-GE1/0/11] quit
[S2] interface GE 1/0/12
[S2-GE1/0/12] shutdown
[S2-GE1/0/12] quit
[S2] interface GE 1/0/13
[S2-GE1/0/13] shutdown
[S2-GE1/0/13] quit

# XA S3 BY GE1/0/2. GE1/0/3. GE1/0/4 201

[S3] interface GE 1/0/2
[S3-GE1/0/2] shutdown
[S3-GE1/0/2] quit
[S3] interface GE 1/0/3
[S3-GE1/0/3] shutdown
[S3-GE1/0/3] quit
[S3] interface GE 1/0/4
[S3-GE1/0/4] shutdown
[S3-GE1/0/4] quit

# XA S4 BY GE1/0/1. GE1/0/3. GE1/0/4 #0

[S4] interface GE 1/0/1
[S4-GE1/0/1] shutdown
[S4-GE1/0/1] quit

[S4] interface GE 1/0/3
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[S4-GE1/0/3] shutdown
[S4-GE1/0/3] quit
[S4] interface GE 1/0/4
[S4-GE1/0/4] shutdown
[S4-GE1/0/4] quit

# (A% ) KiAEER ZTP F 318

[S1] quit
<S1> set ztp disable

Info: The ZTP process will be terminated. When restarting without a configuration file, the device will
not start the ZTP process.

<S1> system-view

set ztp disable S S FARXAREH ZTP FHEIEE. REBR T, REThELBRBME, &
BaiiT ZTP AERE. NRARFERETEERMIIAHRT ZTP 73, ALANITHES set
ztp disable %7 ZTP FEIHEE.

# B_EEOYEA=EEO

[R1] interface GE 0/0/2
[R1-GEO/0/2] undo portswitch
[R1-GE0/0/2] quit

[S3] interface GE 1/0/1
[S3-GE1/0/1] undo port link-type
[S3-GE1/0/1] undo portswitch
[S3-GE1/0/1] quit

[S4] interface GE 1/0/2
[S4-GE1/0/2] undo port link-type
[S4-GE1/0/2] undo portswitch
[S4-GE1/0/2] quit

IR 2 EBEIRE P it
# EcEEO P ik

[R1] interface GEO/0/2
[R1-GEO/0/2] ip address 192.168.1.251 24
[R1-GE0/0/2] quit

[S3] interface GE1/0/1
[S3-GE1/0/1] ip address 192.168.1.3 24
[S3-GE1/0/1] quit
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[S4] interface GE1/0/2
[S4-GE1/0/2] ip address 192.168.1.4 24
[S4-GE1/0/2] quit

# MGIEEEME

[R1] ping 192.168.1.3
PING 192.168.1.3: 56 data bytes, press CTRL_C to break
Reply from 192.168.1.3: bytes=56 Sequence=1 ttl=254 time
Reply from 192.168.1.3: bytes=56 Sequence=2 ttl=254 time
Reply from 192.168.1.3: bytes=56 Sequence=3 ttl=254 time
Reply from 192.168.1.3: bytes=56 Sequence=4 ttl=254 time
Reply from 192.168.1.3: bytes=56 Sequence=5 ttl=254 time

--- 192.168.1.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

=1 ms
=1 ms
=1 ms
=1 ms
=1 ms

[R1] ping 192.168.1.4
PING 192.168.1.4: 56 data bytes, press CTRL_C to break
Reply from 192.168.1.4: bytes=56 Sequence=1 ttl=254 time
Reply from 192.168.1.4: bytes=56 Sequence=2 ttl=254 time
Reply from 192.168.1.4: bytes=56 Sequence=3 ttl=254 time
Reply from 192.168.1.4: bytes=56 Sequence=4 ttl=254 time
Reply from 192.168.1.4: bytes=56 Sequence=5 ttl=254 time

--- 192.168.1.4 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

=1 ms
=1 ms
=1 ms
=1 ms
=1 ms

# BE R1 A ARP RIR

[R1] display arp
ARP Entry Types: D - Dynamic, S - Static, | - Interface
EXP: Expire-time

IP ADDRESS MAC ADDRESS EXP(M) TYPE/VLAN

INTERFACE

192.168.1.251  b0c7-8733-d661 I GEO0/0/2
192.168.1.3 20df-73f5-4372 20 D GE0/0/2
192.168.1.4 20df-73f5-4332 20 D GE0/0/2

VPN-INSTANCE
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192.168.1.1 b0c7-8733-d663 | GEO0/0/4 _management_vpn_

Total:4 Dynamic:2 Static:0 Interface:2

ATLAEE R1 A9 MAC #BiERE b0c7-8733-d661, S3 BY MAC ittt 20df-73f5-4372, S4 B9
MAC #Biit2 20df-73f5-4332,

# BF S2 B MAC itblit 3

[S2] display mac-address
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD :bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD  Learned-From Type Age
20df-73f5-4332 1/-/- GE1/0/14 dynamic 766
20df-73f5-4372 1/-/- GE1/0/10 dynamic 508
20df-73f5-44e1 1/-/- GE1/0/10 dynamic 799
b0c7-8733-d661 1/-/- GE1/0/1 dynamic 601

Total items: 4

ATLAEZ GE1/0/14 XA MAC ttbtitEF S4, GE1/0/10 XRZAY MAC tbtitETF S3,
GE1/0/1 XRAY MAC tbtitEF R1, iIX=1 MAC HEitEREIS shSF SIFREN .

B FRLAE=A MAC HEtibgh, 358 1 4 MAC HBliE, 1% MAC HBliEETF S1 B9ZE S MAC itb
ht, ERIARAXE.

$I8 3 B VLAN

# TERHRML S1 F0 S2 E6IE VLAN 3. 10

| [S1] vlan batch 3 10

VLAN 3. 10 8UErI0,

vlan vian-id s AR 632 VLAN FH#HAN VLAN #IE], 18 VLAN B727E, BEEHAIZ VLAN
AOYLE] o
vlan batch { vian-id1 [ to vian-id2] Y& BRI E63E VLAN,

| [52] vian batch 3 10

LI 4 RBEFEOYS VLAN
# FRERTHAN S1 F S2 EEIELRIHA9EEO S0 Access 350, FHSIEORIAIIRAY VLAN
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[S1] interface GE 1/0/13
[S1-GE1/0/13] port link-type access

port link-type { access | hybrid | trunk }#5< FsRECE R ORVHERR ST, TR EREOAYZEE
79 Access. Trunk ¥ Hybrid,

#FEiEA:

WNRMERINEE, LAAMEONGIRRENEESHAE, RERAEH . ATECAFE
&, AIEE LNP ( Link-type Negotiation Protocol, §EHEENUAEGIMNY ) BeBELAKMEECIRY
HEIRETY BN REIINGE, BEohiEHEEORISEIRZEEL /I Access 3#E Trunk, FFANAERL

VLAN,

1. DAKMEZORVSEEEREUNE /I Access, TRETER FIA VLANT,

2. LAKMIEORHERR BN Trunk, BREER FINA VLANT ~4094,

port link-type { negotiation-desirable | negotiation-auto }#< RIS EZE O oIS EERYSE
BY, Negotiation-desirable A E&NAIEINEIRIZ, Negotiation-auto RENEIEIDEIRIZ -

[S1-GE1/0/13] port default vlan 3
[S1-GE1/0/13] quit

port default vlan vian-id &5 FskBcE#ORITRE VLAN,

[S2] interface GE 1/0/1
[S2-GE1/0/1] port link-type access
[S2-GE1/0/1] port default vlan 10
[S2-GE1/0/1] quit

[S2] interface GE 1/0/14
[S2-GE1/0/14] port link-type access
[S2-GE1/0/14] port default vlan 3
[S2-GE1/0/14] quit

# BoERHAH, S1 F1 S2 BIBEEAEZON Trunk 30, FXAiF VLAN 3. 10 @S

[S1] interface GE1/0/10
[S1-GE1/0/10] port link-type trunk
[S1-GE1/0/10] port trunk allow-pass vlan 3 10

port trunk allow-pass vlan 5 FRECE Trunk ZREU4ZONNARY VLAN,

[S1-GE1/0/10] undo port trunk allow-pass vlan 1
[S1-GE1/0/10] quit

undo port trunk allow-pass vlan &< BRMIER Trunk SEEMEECIAIANGY VLAN,
VLAN 1 BNAMERITBIIY RS, ELXLRSHER, HTFREER, —RERKEHiR.

[S2] interface GE1/0/10
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[S2-GE1/0/10] port link-type trunk
[S2-GE1/0/10] port trunk allow-pass vlan 3 10
[S2-GE1/0/10] undo port trunk allow-pass vlan 1
[S2-GE1/0/10] quit

# 1£ S4 WIhEE S

[S4] ping 192.168.1.3
PING 192.168.1.3: 56 data bytes, press CTRL_C to break
Reply from 192.168.1.3: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 192.168.1.3: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 192.168.1.3: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 192.168.1.3: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 192.168.1.3: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 192.168.1.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

S3 1 S4 19 F VLAN 3, EItLATLA Ping &,

[S4] ping 192.168.1.251
PING 192.168.1.251: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 192.168.1.251 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

S4 #1R1 BFARE VLAN, EILAEE Ping &,

# £ 54, R1 [T ARP ZRIR

[S4] quit
<S4> reset arp all

Warning: This operation will reset all dynamic ARP entries, and may cause services to be interrupted,
continue? [Y/N] : y

reset arp all s> FRIBFRFTHBRY ARP FRIN,

[R1] quit
<R1> reset arp all
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Warning: This operation will reset all dynamic ARP entries, and may cause services to be interrupted,
continue? [Y/N] : y

# 1£ S4 Ping 192.168.1.251, H&%& S4. R1 A9 ARP FKIR

<S4> ping 192.168.1.251
PING 192.168.1.251: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 192.168.1.251 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

<S4> display arp
ARP Entry Types: D - Dynamic, S - Static, | - Interface, RD - Redirect
EXP: Expire-time VLAN: VLAN or Bridge Domain

IP ADDRESS MAC ADDRESS EXP(M) TYPE/VLAN INTERFACE VPN-INSTANCE
192.168.1.4 20df-73f5-4332 I GE1/0/2

192.168.1.3 20df-73f5-4372 17 D GE1/0/2

Total:2 Dynamic:1 Static:0 Interface:1 Redirect:0

1£ S4 BEARZ 192.168.1.251 YRS MAC Hbtit,

<R1> display arp
ARP Entry Types: D - Dynamic, S - Static, | - Interface
EXP: Expire-time

IP ADDRESS MAC ADDRESS EXP(M) TYPE/VLAN INTERFACE VPN-INSTANCE
192.168.1.251  b0c7-8733-d661 I GE0/0/2

192.168.1.1 b0c7-8733-d663 | GEO0/0/4 _management_vpn_
Total:2 Dynamic:0 Static:0 Interface:2

£ R1 BEAFRE) 192.168.1.4 IFRAY MAC Hbhit .

£55 S4 ¥ R1 BY ARP RINHITHHT: B S4 2KIX ARPIEXR, (BIZIBRHAZKIZE R,
EAENEFARE VLAN, [ 1BHRSXHEEET .
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U2 5 45 52 GE1/0/1 {8359 Hybrid 101
# {824 S2 GE1/0/1 ZORYHERRSEEY

[S2] interface GE 1/0/1

[S2-GE1/0/1] port link-type hybrid
[S2-GE1/0/1] port hybrid pvid vlan 10
[S2-GE1/0/1] port hybrid untagged vlan 3 10
[S2-GE1/0/1] quit

port hybrid vlan #5<$ A& Hybrid is O IMAZHEERIELZFE VLAN,, untagged/tagged
FaskisEZin ORIHIR 2™ VLAN R,

BB, S2 GE1/0/13EM&5% VLAN 3 F1 VLAN 10 RUEEMIRT, 1SE3RMIARAY VLAN
Tag &=,

# 7E S4 Ping 192.168.1.251, H&%& S4. R1 B9 ARP RIR

<S4> ping 192.168.1.251
PING 192.168.1.251: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 192.168.1.251 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

<S4> display arp
ARP Entry Types: D - Dynamic, S - Static, | - Interface, RD - Redirect
EXP: Expire-time VLAN: VLAN or Bridge Domain

IP ADDRESS MAC ADDRESS EXP(M) TYPE/VLAN INTERFACE VPN-INSTANCE
192.168.1.4 20df-73f5-4332 I GE1/0/2

192.168.1.3 20df-73f5-4372 6 D GE1/0/2

192.168.1.251 Incomplete 1 D GE1/0/2

Total:3 Dynamic:2 Static:0 Interface:1 Redirect:0

£ S4 BEAF 192.168.1.251 XFRAY MAC bt

nBA: EAT5E Ping Was<fa, FR/LRH, T£ S4 AY ARP RPRFEAET] 192.168.1.254 1X
—17.

<R1> display arp
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ARP Entry Types: D - Dynamic, S - Static, | - Interface
EXP: Expire-time
IP ADDRESS MAC ADDRESS EXP(M) TYPE/VLAN INTERFACE VPN-INSTANCE
192.168.1.251  b0c7-8733-d661 I GEO0/0/2
192.168.1.4 20df-73f5-4332 16 D GE0/0/2
192.168.1.1 b0c7-8733-d663 I GEO0/0/4 _management_vpn_
Total:3 Dynamic:1 Static:0 Interface:2

£ R1 ALIEZR 192.168.1.4 XFA7AY MAC Hiib2 20df-73f5-4332,

B TREGE S4 M R1BYARP RIR, DA R1 BESRENE] S4 BY ARP 3RIR, 1 S4 FoiRIREX
2 R1 A9 ARP RIR:

1. S4 KX ARP [ HEIER, 1ZEIBMENL S2 5, S2 =ifINEEOIFR/ER VLAN 1758, AP
VLAN 3,

2. ZIES2 iz IR REEIFTEET VLAN 3 RYinO, HF S2 GE1/0/1 isOERIE
VLAN 3 RIZIRmAT, SERMAGRERE, Btz S SEiL R,

3. R13#ZKE| ARP iSRG, 1IBRT 192.168.1.4 XMAY MAC b, SABLABIEA X AIE
ARP RZHR

4. R1RIRBRIENA S2 [, S2 &R I0E VLAN #7210, BHF S4 &F VLAN3, Atk R1
AN EZEHR AR S4,

# BE S2 B9 VLAN 8

[S2] display vlan
The total number of vlans is : 3

U: Up; D: Down; TG: Tagged; UT: Untagged;
MP: Vlan-mapping; ST: Vlan-stacking;

#: ProtocolTransparent-vlan; *» Management-vlan;
MAC-LRN: MAC-address learning; STAT: Statistic;

BC: Broadcast; MC: Multicast; UC: Unknown-unicast;
FWD: Forward; DSD: Discard;

VID Ports
1 UT:100GE1/0/1(D) 100GE1/0/2(D) GE1/0/1(U) GE1/0/2(U)
GE1/0/3(U) GE1/0/4(D) GE1/0/5(D) GE1/0/6(D)
GE1/0/7(D) GE1/0/8(D) GE1/0/9(D) GE1/0/11(D)

GE1/0/12(D)  GE1/0/13(D)  GE1/0/15(D)  GE1/0/16(D)
GE1/0/17(D)  GE1/0/18(D)  GE1/0/19(D)  GE1/0/20(D)
GE1/0/21(D)  GE1/0/22(D)  GE1/0/23(D)  GE1/0/24(D)
25GE1/0/1(D)  25GE1/0/2(D)  25GE1/0/3(D)  25GE1/0/4(D)
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3 UT:GE1/0/1(U) GE1/0/14(U)
TG:GE1/0/10(U)
10 UT:GE1/0/1 (V)
TG:GE1/0/10(U)

VID Type Status Property MAC-LRN STAT BC MC UC Description

1 common enable default enable disable FWD FWD FWD VLAN 0001
3 common enable default enable disable FWD FWD FWD VLAN 0003
10 common enable default enable disable FWD FWD FWD VLAN 0010

iR OBIEA UT. TG HDRIRFRAEHUEIAT, RIE VLAN #5388 ( Untagged ) F0ifA0 VLAN #x
# (Tagged) .

iwOEEAN U, D 93EFEZOLT Up 71 Down IR
ALAEZ S2 GE1/0/1 i [A7E&1% VLAN 3 0 VLAN 10 B93EMAT, #SFIE VLAN 7%,

# BE S2 §9 MAC b3

[S2] display mac-address
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD :bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD  Learned-From Type Age
b0c7-8733-8c2e 1/-/- GE1/0/3 dynamic 36
20df-73f5-4332 3/-/- GE1/0/14 dynamic 33
20df-73f5-4372 3/-/- GE1/0/10 dynamic 33
b0c7-8733-d661 10/-/- GE1/0/1 dynamic 1144

Total items: 4

ATLAEE S2 M VLAN 3 3% S3. S4 B9 MAC ik, M VLAN 10 Z3F R1 89 MAC ik,

IR 6 FEET MAC HiHI4) VLAN

S4 {&EHIREEID NP, HETLUET S2 89 GE1/0/14. GE1/0/15. GE1/0/16 {F&— ik
AL, FEBET VLAN 3 #175REE,

# BLEITIRN S2, ik S4 #9 MAC fiihitS VLAN 3 KE%

EHF MAC ¥4 VLAN 84§ MAC #EES VLAN XBX, %ZBBIRSZAYIR MAC HtikskE X VLAN
R, BIEEIRGHINIZ VLAN B Tag BRI . FPEIRYIEMNER, ABEEEHMEIS
VLAN, 1287 ZinAFNZS AR ESE.

FEZEIFIE RS, E3KF S4 B9 MAC #bhibE 20df-73f5-4332,
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[S2] vlan 3
[S2-vlan3] mac-vlan mac-address 20df-73f5-4332
[S2-vlan3] quit

mac-vlan mac-address 755 FARECE MAC HittS VLAN kB,

# ECERTHRM S2 B9 GE1/0/14. GE1/0/15. GE1/0/16 #2039 Hybrid 00, FHAIFETF MAC
HeERIS A VLAN @i 2451 Hybrid 30

£ Access 0 Trunk O &, REEF MAC £J5389 VLAN #0 PVID t8ERS, ABILAEERE

. FRLAETF MAC #11ERI9 VLAN #EZ7E Hybrid O EECE, SJLUEKE A VLAN REiRE
B,

[S2] interface GE 1/0/14

[S2-GE1/0/14] port link-type hybrid
[S2-GE1/0/14] port hybrid untagged vlan 3 10
[S2-GE1/0/14] quit

EE MEOLUFSE Tag BIATUIOA VLAN 10, BRIEATiLE S4 F1R1 AILAE®.

[S2] interface GE 1/0/15

[S2-GE1/0/15] port link-type hybrid
[S2-GE1/0/15] port hybrid untagged vlan 3 10
[S2-GE1/0/15] quit

[S2] interface GE 1/0/16

[S2-GE1/0/16] port link-type hybrid
[S2-GE1/0/16] port hybrid untagged vlan 3 10
[S2-GE1/0/16] quit

# FE2E S2, {$8E GE1/0/14. GE1/0/15. GE1/0/16 #O&EF MAC Htbhit&I4 VLAN BIhAE

HREEISEORRSUZERET MAC IR RY VLAN 3k, /R{ERERECIAY MAC VLAN
IhgE

[S2] interface GE 1/0/14
[S2-GE1/0/14] mac-vlan enable
[S2-GE1/0/14] quit

mac-vlan enable 73 FISR{FEEEAY MAC VLAN IfgE,

[S2] interface GE 1/0/15
[S2-GE1/0/15] mac-vlan enable
[S2-GE1/0/15] quit

[S2] interface GE 1/0/16
[S2-GE1/0/16] mac-vlan enable
[S2-GE1/0/16] quit
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5341

[S1] display vlan
The total number of vlans is : 3

U: Up; D: Down;
MP: Vlan-mapping;
#: ProtocolTransparent-vlan;

BC: Broadcast; MC: Multicast;
FWD: Forward; DSD: Discard;

TG: Tagged;
ST: Vlan-stacking;

UT: Untagged;

*: Management-vlan;
MAC-LRN: MAC-address learning; STAT: Statistic;
UC: Unknown-unicast;

VID Type Status Property MAC-LRN STAT

VID Ports
1 UT:100GE1/0/1(D) 100GE1/0/2(D) GE1/0/2(U) GE1/0/3(U)
GE1/0/4(D) GE1/0/5(D) GE1/0/6(D) GE1/0/7(D)
GE1/0/8(D) GE1/0/9(D) GE1/0/11(D) GE1/0/12(D)
GE1/0/14(D) GE1/0/15(D) GE1/0/16(D) GE1/0/17(D)
GE1/0/18(D) GE1/0/19(D) GE1/0/20(D) GE1/0/21(D)
GE1/0/22(D) GE1/0/23(D) GE1/0/24(D) 25GE1/0/1(D)
25GE1/0/2(D) 25GE1/0/3(D) 25GE1/0/4(D)
3 UT:GE1/0/13(U)
TG:GE1/0/10(V)
10 TG:GE1/0/10(V)

BC MC UC Description

enable default enable
enable default enable
10 common enable default enable

1 common
3 common

disable FWD FWD FWD VLAN 0001
disable FWD FWD FWD VLAN 0003
disable FWD FWD FWD VLAN 0010

[S2] display vlan
The total number of vlans is : 3

U: Up; D: Down;
MP: Vlan-mapping;
#: ProtocolTransparent-vlan;

BC: Broadcast; MC: Multicast;
FWD: Forward; DSD: Discard;

TG: Tagged;
ST: Vlan-stacking;

UT: Untagged;

*» Management-vlan;
MAC-LRN: MAC-address learning; STAT: Statistic;

UC: Unknown-unicast;

VID Ports

1 UT:100GE1/0/1(D)

100GE1/0/2(D)

GE1/0/1(U) GE1/0/2(U)
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GE1/0/3(U) GE1/0/4(D) GE1/0/5(D) GE1/0/6(D)
GE1/0/7(D) GE1/0/8(D) GE1/0/9(D) GE1/0/11(D)

GE1/0/12(D) GE1/0/13(D) GE1/0/14(U) GE1/0/15(D)
GE1/0/16(D) GE1/0/17(D) GE1/0/18(D) GE1/0/19(D)
GE1/0/20(D) GE1/0/21(D) GE1/0/22(D) GE1/0/23(D)
GE1/0/24(D) 25GE1/0/1(D) 25GE1/0/2(D) 25GE1/0/3(D)
25GE1/0/4(D)
UT:GE1/0/1(U) GE1/0/14(U) GE1/0/15(D) GE1/0/16(D)
TG:GE1/0/10(U)
UT:GE1/0/1(V) GE1/0/14(V) GE1/0/15(D) GE1/0/16(D)
TG:GE1/0/10(U)

Status Property MAC-LRN STAT BC MC UC Description

1 common
3 common
10 common

enable default enable disable FWD FWD FWD VLAN 0001
enable default enable disable FWD FWD FWD VLAN 0003
enable default enable disable FWD FWD FWD VLAN 0010

# BEIEIAI MAC-VLAN 52

[S2] display mac-vlan vlan 3
Total MAC VLAN address count: 1

MAC Address

Mask VLAN Priority

20df-73f5-4332  ffff-ffff-ffff 3 0

display mac-vlan @5 ¢ FIsREEET MAC #tElitk5 VLAN BEEEE .

# (A% ) IFETF MAC %19 VLAN g9 8
BAEEATHRYMDIRIE %, 1§ S4 BY GE1/0/2 1ZOiEER S2 A9 GE1/0/15 8& GE1/0/16 ik,

EfZSeRE, FILAKRER S4 TieEEM— 10, S2 BEFR(HWECE, S4 I9Af&@id VLAN 3
I TEREE .

2.3 Z55RAGIE

Kl EiEEE, I VLAN BCELs

# 1£ S4 Ping

S3FIR1

<S4> ping 192.168.1.3
PING 192.168.1.3: 56 data bytes, press CTRL_C to break
Reply from 192.168.1.3: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 192.168.1.3: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 192.168.1.3: bytes=56 Sequence=3 ttl=254 time=1 ms
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Reply from 192.168.1.3: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 192.168.1.3: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 192.168.1.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

%361

<S4> ping 192.168.1.251
PING 192.168.1.251: 56 data bytes, press CTRL_C to break
Reply from 192.168.1.251: bytes=56 Sequence=1 ttl=255 time=1 ms
Reply from 192.168.1.251: bytes=56 Sequence=2 tt|=255 time=1 ms
Reply from 192.168.1.251: bytes=56 Sequence=3 ttl=255 time=1 ms
Reply from 192.168.1.251: bytes=56 Sequence=4 tt|=255 time=1 ms
Reply from 192.168.1.251: bytes=56 Sequence=5 ttl=255 time=1 ms

--- 192.168.1.251 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

# £ R1 Ping S3

<R1> ping 192.168.1.3
PING 192.168.1.3: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 192.168.1.3 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

# BERNIEIAY MAC itk

[S1] display mac-address
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD :bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type

Age
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b0c7-8733-8c2e 1/-/- GE1/0/2 dynamic 172
b0c7-8733-9786 1/-/- GE1/0/3 dynamic 167
20df-73f5-4332 3/-/- GE1/0/10 dynamic 174
20df-73f5-4372 3/-/- GE1/0/13 dynamic 174
b0c7-8733-d661 10/-/- GE1/0/10 dynamic 123

Total items: 5

[S2] display mac-address
Flags: * - Backup
# - forwarding logical interface, operations cannot be performed based
on the interface.
BD :bridge-domain  Age : dynamic MAC learned time in seconds

MAC Address VLAN/VSI/BD Learned-From Type Age
20df-73f5-4332 3/-/- GE1/0/14 dynamic 191
20df-73f5-4372 3/-/- GE1/0/10 dynamic 342
b0c7-8733-d661 10/-/- GE1/0/1 dynamic 2604

Total items: 3

24 FcES®E
241 S198CE

sysname S1
#
vlan batch 3 10
#
interface GE1/0/1
undo portswitch
shutdown
#
interface GE1/0/10
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 3 10
#
interface GE1/0/11
shutdown
port link-type access
#
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interface GE1/0/12
shutdown
port link-type access
#
interface GE1/0/13
port link-type access
port default vlan 3
#
interface GE1/0/14
shutdown
port link-type access
#

242 S2 &

sysname S2
#
vlan batch 3 10
#
vlan 3
mac-vlan mac-address 20df-73f5-4332
#
interface GE1/0/1
port link-type hybrid
port hybrid pvid vlan 10
port hybrid untagged vlan 3 10
#
interface GE1/0/10
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 3 10
#
interface GE1/0/11
shutdown
port link-type access
#
interface GE1/0/12
shutdown
port link-type access
#
interface GE1/0/13
shutdown
port link-type access
#
interface GE1/0/14
port link-type hybrid
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port hybrid untagged vlan 3 10
mac-vlan enable

#

interface GE1/0/15
port link-type hybrid
port hybrid untagged vlan 3 10
mac-vlan enable

#

interface GE1/0/16
port link-type hybrid
port hybrid untagged vlan 3 10
mac-vlan enable

#

243 S3HECE

sysname S3
#
interface GE1/0/1
undo portswitch
ip address 192.168.1.3 255.255.255.0
#
interface GE1/0/2
shutdown
port link-type access
#
interface GE1/0/3
shutdown
port link-type access
#
interface GE1/0/4
shutdown
port link-type access
#

2.4.4 S4 B9ECE

sysname S4

#

interface GE1/0/1
shutdown
port link-type access

#

interface GE1/0/2
undo portswitch
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ip address 192.168.1.4 255.255.255.0
#
interface GE1/0/3
shutdown
port link-type access
#
interface GE1/0/4
shutdown
port link-type access
#

2.45 R1 B9ECE

sysname R1
#
interface GE0/0/2
ip address 192.168.1.251 255.255.255.0
#

2.5 BEW

1. fE£8 2 h, R1 808 Ping 18 S3 #0154, S(tA?

B FEJ9 S1 70 S2 FiEEOIRESBIARETE—1 VLAN, VLAN ID J9 1, It R1 8268 Ping
& S3 #0154,

2. WNSREk R1F0S3 AEISHEE Ping 1@, iSIQINiZAN{aIsLIN?
&2 aILUE S1 RY GE1/0/13 #2010 Hybrid 20, FHLUA Untag AT&I1% VLAN 10 B9
IR,
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3.1 LIS/ 48

3.1.1 XF AR

RIRME AT HITHEESD, IEENETENE, BESFERATIAEE ., B2FERATREES
FEHEMLE FFEEIRER, SIATMIBREUR MAC it ERaEEHiENS, NMSHEPE
ERERE, HEBEHU, HRRIEMEPRIIRIER, 23T STP (Spanning Tree
Protocol, AEREHImMY ) o

SRSMNNERISE—RE, LMY EEENERYI A RMARTERRY, MRV IEEE
802.1D HEMHY STP ZI IEEE 802.1W ARE N A RSTP ( Rapid Spanning Tree Protocol, &
AERAITINY ) , BEIRHHAY IEEE 802.1S AEXAJ MSTP ( Multiple Spanning Tree

Protocol, ZAREFIMNY ) o

ASLIGEIE TR STP MIEAREE, HIFERERE STP NEEFRIE, LIKERD RSTP 45

o

3.1.2 SCEGHAY
o  ERFHFNZH STP/RSTP B9757%
o  EREXEIIMRM STP EXLH L

U

o  EiEEFMSER, EEIRTERENGIE

o  EREEXROMEER, EHRIROMEEROTSNGE
o EiEERROFHE, EFRROFEEROEEITE
o ERBBIRONEERZE

@

o ZIERFFNEER RSTP RIECETSIE
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3.1.3 SCIGLAMN A

GE1/0/11

$1 GE1/0/12 S2
GE1/0/13 GE1/0/14
GE1/0/1 GE1/0/2
s3 GE1/0/3 s4

E3-1 B ESCISRFD

314 LE=

REREN_ERMWER, ATIREMEAEGE, SE_RIRMEPEINTRIER. A THE
IETCARBEIR AT BEHSRAY FEXER, MAC HINERRRERmESN, FEEIRILZ EERE LM
Td]“‘l‘)‘{o

i7BA: BRTFIRIAY MAC #IERE, STP R EEREARRRMIENEHEEAARE, Bl
1 {EFARYLEMIME JTIE o

3.2 SCIG{ESSHcE

3.2.1 BeE RS
1. f#geiRE& £ STP IhgE
2. (ERMASERRITFIRIRAIESE
3. f{eguEOs#cREHiROAE
4. (EMUKFRIEIT RSTP #HY
5. BcE RSTP h%&iwO

322 BeELE

TR XFssED
#%4) S1. S2. S3. S4p9EO

[S1] interface GE 1/0/1
[S1-GE1/0/1] shutdown
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[S1-GE1/0/1] quit
[S1] interface GE 1/0/10

[S1-GE1/0/10] shutdown
[S1-GE1/0/10] quit

[S2] interface GE 1/0/1
[S2-GE1/0/1] shutdown
[S2-GE1/0/1] quit

[S2] interface GE 1/0/10
[S2-GE1/0/10] shutdown
[S2-GE1/0/10] quit

[S3] interface GE 1/0/4
[S3-GE1/0/4] shutdown
[S3-GE1/0/4] quit

[S4] interface GE 1/0/4
[S4-GE1/0/4] shutdown
[S4-GE1/0/4] quit

LI, 2 BEREIE(TSTP

# £[5{EaRE STP I8

| [S1] stp enable

stp enable #p<$ FASE(EREAC RIS kIR _EAY STP/RSTP/MSTP AL, MREBRT, HRISSHE
LAY STP IhEesb FE AR

# (B ERIER TEER )9 STP

| [S1] stp mode stp

stp mode {mstp | rstp | stp}an < FARECERIRIRERVERMHMN TIFRI . BREBRT, 8
BRYERY TIFRI MSTP iR . SRNREAIERMIE EERIE STP.

| [S2] stp mode stp

| [S3] stp mode stp

| [S4] stp mode stp

# EREAMAPRE, LLST 6
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[S1] display stp
CIST Global Information:
Mode :STP
CIST Bridge :32768.20df-73f5-44e1 /R REHIGF ID
Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :32768.20df-73f5-4331 / 20000  //#REFHIEF ID FIEWRREFHT Cost
CIST RegRoot/IRPC  :32768.20df-73f5-44e1 / O (This bridge is the root)
CIST RootPortld :1128.14 (GE1/0/14)
BPDU-Protection :Disabled
TC or TCN received :45
TC count per hello :1
STP Converge Mode :Normal
Share region-configuration :Enabled
Time since last TC :0 days 0h:0m:31s
Number of TC 116
Last TC occurred :GE1/0/14
Topo Change Flag :0
EREBREFEESMEONNKT, ELARBEPEEE<Ctri+CERER.
# BESIGN LAV EEHE
[S1] display stp brief
MSTID Port Role STP State Protection Cost Edged
0 GE1/0/11 DESI forwarding none 20000 disable
0 GE1/0/12 DESI forwarding none 20000 disable
0 GE1/0/13 ALTE discarding none 20000 disable
0 GE1/0/14 ROOT forwarding none 20000 disable
[S2] display stp brief
MSTID Port Role STP State Protection Cost Edged
0 GE1/0/11 ALTE discarding none 20000 disable
0 GE1/0/12 ALTE discarding none 20000 disable
0 GE1/0/13 ALTE discarding none 20000 disable
0 GE1/0/14 ROOT forwarding none 20000 disable
[S3] display stp brief
MSTID Port Role STP State Protection Cost Edged
0 GE1/0/1 DESI forwarding none 20000 disable
0 GE1/0/2 DESI forwarding none 20000 disable
0 GE1/0/3 ROOT forwarding none 20000 disable
[S4] display stp brief
MSTID Port Role STP State Protection Cost Edged
0 GE1/0/1 DESI forwarding none 20000 disable
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0 GE1/0/2
0 GE1/0/3
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DESI forwarding none 20000 disable
DESI forwarding none 20000 disable

# ZERE ID ERURS MR LAROER, AISSRaiMIT:

R 1= 7]
S1 e __GEVYO0N2 o ______ S2
GE1/0N13Y  Ggee—0  _a-=too GE1/0/14
: “““
1 -
L -
GE1/0/1g o GE1/0/2
s3 q GE1/0/3 s4
RP Rifk O ® DP I5ERO @ AP [HEiHO

REEARZEEAE RIS HIE.

iE ERIMUtEE,

F—ESEPREEIIMEPRIE A MER .

LB 3 BRSESH, (H18 S1 MARIF, S2 ASRMIRE
# B3 S1 70 S2 RUFASER

[S1] stp root primary

AT RIFEMSFRNERE, ARFESEIES, BEFRLRES. MERERSHIRRER
EENRG . (B2, HEES. NERXSHZRRBEEMER I —ES, FJLIBITHITa<SHE
BHEIIRIT . stp root ap< FIRECE SRIRIRIRE IS EE R HMRIFEE DRI .

47 stp root primary AFIEESRISTIRIRF ARG, NFRRZIREEIEEEAMIPAILTR
790, BUFERAEEEL .

[S2] stp root secondary

147 stp root secondary fF SIEE SRIRIIRBEIEEEMMPARMIRS, NWFRRZREHN

AR EE S 4096,

B RAEEEL

# 1£S1 EEELR) STPIKE

[S1] display stp

CIST Global Information:

Mode

CIST Bridge

Config Times
Active Times

CIST Root/ERPC
CIST RegRoot/IRPC

:STP

:0.20df-73f5-44e1

:Hello 2s MaxAge 20s FwDly 15s MaxHop 20

:Hello 2s MaxAge 20s FwDly 15s MaxHop 20

:0.20df-73f5-44e1 / 0 (This bridge is the root)
:0.20df-73f5-44e1 / 0 (This bridge is the root)
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CIST RootPortld :0.0
BPDU-Protection :Disabled
CIST Root Type :Primary root

TC or TCN received :94

TC count per hello :0

STP Converge Mode :Normal
Share region-configuration :Enabled
Time since last TC :0 days Oh:0m:1s
Number of TC 23

Last TC occurred :GE1/0/11

Topo Change Flag :0

LB E S+ ID S1RYF ID 18R, BRIREFFHEI9 0, 5EHA S1 2HRIREAMRT

# EFRBRE LEE STPINSHE

[S1] display stp brief

MSTID Port Role STP State Protection Cost Edged
0 GE1/0/11 DESI forwarding none 20000 disable
0 GE1/0/12 DESI forwarding none 20000 disable
0 GE1/0/13 DESI forwarding none 20000 disable
0 GE1/0/14 DESI forwarding none 20000 disable

[S2] display stp brief

MSTID Port Role STP State Protection Cost Edged
0 GE1/0/11 ROOT forwarding none 20000 disable
0 GE1/0/12 ALTE discarding none 20000 disable
0 GE1/0/13 DESI forwarding none 20000 disable
0 GE1/0/14 DESI forwarding none 20000 disable

[S3] display stp brief

MSTID Port Role STP State Protection Cost Edged
0 GE1/0/1 ROOT forwarding none 20000 disable
0 GE1/0/2 ALTE discarding none 20000 disable
0 GE1/0/3 ALTE discarding none 20000 disable

[S4] display stp brief

MSTID Port Role STP State Protection Cost Edged
0 GE1/0/1 ROOT forwarding none 20000 disable
0 GE1/0/2 ALTE discarding none 20000 disable
0 GE1/0/3 DESI forwarding none 20000 disable

# ZERE ID ERURSN R LANROER, AISSRaiMIT:
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GE1/0/11

ST GEVUOM2 s2
GE1/0/13 - pon f‘o’r}g PGE1/0/14
GE1/0/1 VOIS e b GE1/0/2

Y < S S <5 P

RP 1RO ® DP f5ERO @ AP [AZEixO

TR 4 (BRLUEESH, (18 S4 1Y GE1/0/2 O HREEO
# BE S4 LR STP KRB EE

[S4] display stp
CIST Global Information:

Mode :STP

CIST Bridge :32768.20df-73f5-4331

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :0.20df-73f5-44e1 / 20000

CIST RegRoot/IRPC  :32768.20df-73f5-4331 / 0 (This bridge is the root)
CIST RootPortld :1128.1 (GE1/0/1)
BPDU-Protection :Disabled

TC or TCN received :96

TC count per hello :0

STP Converge Mode  :Normal

Share region-configuration :Enabled
Time since last TC :0 days 0h:6m:49s
Number of TC 118

Last TC occurred :GE1/0/1

Topo Change Flag :0

287 S4 F S1 AURERIZFFEE /9 20000,

# &2 S4 89 GE 1/0/1 B9 STP FFE&{&9 50000

[S4] interface GE 1/0/1
[S4-GE1/0/1] stp cost 50000
[S4-GE1/0/1] quit

# BE SR STP KSERRE

[S4] display stp brief
MSTID Port Role STP State Protection Cost Edged
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0 GE1/0/1 ALTE discarding none 50000 disable
0 GE1/0/2 ROOT forwarding none 20000 disable
0 GE1/0/3 ALTE discarding none 20000 disable
S4 89 GE1/0/2 #EOE LM ARIRO .
# BEYR] STP KBER
[S4] display stp
CIST Global Information:
Mode :STP
CIST Bridge :32768.20df-73f5-4331
Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :0.20df-73f5-44e1 [ 40000  //S4 ZY#REFHI Cost {877 40000
CIST RegRoot/IRPC  :32768.20df-73f5-4331 / 0 (This bridge is the root)
CIST RootPortld :128.2 (GE1/0/2)
BPDU-Protection :Disabled
TC or TCN received :178
TC count per hello :8
STP Converge Mode  :Normal
Share region-configuration :Enabled
Time since last TC :0 days 0h:0m:5s
Number of TC 22
Last TC occurred :GE1/0/2
Topo Change Flag :0
HEEINOT:
GE1/0/11
S1 S 1 = 1 0 b R S2
GE1/0/13 S~ e GE1/0/14
10/ GET/O/]4 ..‘-""'-.___ “__-" E\f@f\3 10/
GE1/0/1 e\ -t T €101 LeE1/02
- -o>
s e - SR 54
é
RP fRi%O ® DP i5iEiRA ® AP [HZEIRO

L], S (EXHBIERMRN TIFES RSTP
# IEERBIRBRIEMTIRTL

| [S1] stp mode rstp
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| [S2] stp mode rstp

| [S3] stp mode rstp

| [S4] stp mode rstp

# BERRE LRVERRPRE, (XL ST J9f)

[S1] display stp
CIST Global Information:

Mode :RSTP

CIST Bridge :0.20df-73f5-44e1

Config Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
Active Times :Hello 2s MaxAge 20s FwDly 15s MaxHop 20
CIST Root/ERPC :0.20df-73f5-44e1 / 0 (This bridge is the root)

CIST RegRoot/IRPC  :0.20df-73f5-44e1 / 0 (This bridge is the root)
CIST RootPortld :0.0
BPDU-Protection :Disabled

CIST Root Type :Primary root
TC or TCN received :97

TC count per hello :0

STP Converge Mode  :Normal
Share region-configuration :Enabled
Time since last TC :0 days Oh:5m:29s
Number of TC 26

Last TC occurred :GE1/0/11

Topo Change Flag :0

BRIVERE, SERPIRIZRMAHIN RN o

TR 6 EEBNGHO
# S3 [ GE 1/0/10-1/0/24 HIA R &IE2RI%ISE, EEWEE HibsuH0

[S3] interface range GE 1/0/10 to GE 1/0/24

BE, RENUXMEOLERZ, #EARZSUXMEZEOTEEREE .. NRGXLELIK
IW%EIL’_‘%ZAEEE E’xjjigﬁfiﬁl, Ee%im)\%*aﬁi% FEit, BEENTEEEEaFSRILIAN
BOMAE 3 ImEd iR B ERIFTE
Pl RIEC "F#Lﬁﬁ‘*:‘ﬁﬁ@ﬁ ; ;—EEJZ L‘X:&W}% IZHttEEEE o

i REFmuge A IR EOE, FENEOMBERRE.

) ZIR=

| [S3-port-group] stp edged-port enable
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stp edged-port enable 45 FIRECE SRl MB& IR . ZHBmOEEMRIRS KOG, W0
SRUEI BPDU IR, KB SBiENGZixRENIELZIRO, HEMMHITERRT
=18

3.3 Z55RISIE
1. BRIESCFERER, R ERRISEIIMEPRIRFANIE OB S
2. XAEERBILLERESIRD, NRESEETEMRRIIAEEE .

34 fcES®E
3.4.1 S198CE

sysname S1
#
stp mode rstp
stp instance O root primary
#
interface GE1/0/1
shutdown
port link-type access
#
interface GE1/0/10
shutdown
port link-type access
#

342 S2 &

sysname S2

#

stp mode rstp

stp instance O root secondary

#

interface GE1/0/1
shutdown
port link-type access

#

interface GE1/0/10
shutdown
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port link-type access
#

3.4.3 S3RYECE

sysname S3

#

stp mode rstp

#

interface GE1/0/4
shutdown
port link-type access

#

interface GE1/0/10
port link-type access
stp edged-port enable

#

interface GE1/0/11
port link-type access
stp edged-port enable

#

interface GE1/0/12
port link-type access
stp edged-port enable

#

interface GE1/0/13
port link-type access
stp edged-port enable

#

interface GE1/0/14
port link-type access
stp edged-port enable

#

interface GE1/0/15
port link-type access
stp edged-port enable

#

interface GE1/0/16
port link-type access
stp edged-port enable

#

interface GE1/0/17
port link-type access
stp edged-port enable

#

interface GE1/0/18
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port link-type access
stp edged-port enable

#

interface GE1/0/19
port link-type access
stp edged-port enable

#

interface GE1/0/20
port link-type access
stp edged-port enable

#

interface GE1/0/21
port link-type access
stp edged-port enable

#

interface GE1/0/22
port link-type access
stp edged-port enable

#

interface GE1/0/23
port link-type access
stp edged-port enable

#

interface GE1/0/24
port link-type access
stp edged-port enable

#

3.4.4 SAECE

sysname S4

#

stp mode rstp

#

interface GE1/0/1
port link-type access
stp instance 0 cost 50000

#

interface GE1/0/4
shutdown
port link-type access

#
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3.5 EHEEn
1. S15s2 2/ apm e E R FHARES? AHHA?
ZZE: ARE, EF ST S2 ZIaR5E IR TR RIREHA TR, FRrLA e —5k4E
FR#EPAZE

HCIA-Datacom V2.0 SCI8FAR 8531
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4 LAK 5% 85 ER & S50

4.1 SCIGN R

4.1.1 XFARLIG
MEE MEZIMEARRT X, AP m Sl SR EEREESEKX, EEFEA
F, ERERESERIEONRSE RS SR REORINEEN A RIS INTES, (BXMEE
FTEMESENER, MEARERE.

x)ﬂ%ﬁEﬂH“Aﬁ*_ILJ\T FHITEEARFRG T, BISESMIEEOREA— 1 BiEE
, IREIENNERE TR ERERIERY . ESCEUE AR BERIRIERT, RS RAEMDEIRALE,
_JL,{ﬁx“SZETJ?;EmLE 13 DT
%ﬁﬂ%g—ééﬁxiﬁﬁ AR =1MAE:
IR ERRAEANGAH R LIARIFERREOTE .
?mn_fﬁri SEFEEIRHINSER, RETLUREIEE AR RERE L, i
EERRAEONTEE.
GESE AT HRRGEHA, TLSSIESARIENNERE ERIREDE,

AEIGBITF TH LACP BzCRILAIK MR SRIECE, FUFR THELIAMERERESRAK
B E R RIE,

4.1.2 LIS EA/Y
o ERFHAFIENEREEEREBRENSE X
o ER(FHERS LACP BB BRSNS X
o  ERITHIEES LACP {20 NME BRI pERAY G E
o EHREEIS LACP ISR 4FERIECE
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4.1.3 SCISRZAMT B

GE1/0/10

6
GE1/0/11

El4-1 LAIKMIREIRER S SEIaHah

4.1.4 LGB =

FEEAMISEIRT, S15 S2 ZERIMREIRTEEGTEIEERIPRES . BT RS FIRXA
SHEIRAVTEES, FBEAE S1 #0152 ZEEELUAMEERRS .

4.2 SEIGFSEECE

4.2.1 BeEBE
1. EEFIENAHEERE
2. FiE LACP EHEIRES
3. BiESEIEH ok
4. EHRFHIEHN

422 BcELTE

TR 1 REFTRERES
# Bz Eth-Trunk 0

| [S1] interface Eth-Trunk 1

interface eth-trunk s BRIBFANBERZFIER] Eth-Trunk 20, igliEFHAN Eth-Trunk 1=
0. #=x 1 KFEORS, B CERBREFBRERAE.

| [S2] interface Eth-Trunk 1

# 188 Eth-Trunk IEONREE

[S1-Eth-Trunk1] mode manual load-balance
[S1-Eth-Trunk1] quit




S

HUAWEI

HCIA-Datacom V2.0 SCI8FAR 85630

mode A5 ARECE Eth-Trunk RIT(RRZL, REBRT, Eth-Trunk FITIRENAF T RE
SR

# BRRIZEOMAREGH

[S1] interface GE 1/0/10
[S1-GE1/0/10] undo port link-type
[S1-GE1/0/10] eth-trunk 1
[S1-GE1/0/10] quit

[S1] interface GE 1/0/11
[S1-GE1/0/11] undo port link-type
[S1-GE1/0/11] eth-trunk 1
[S1-GE1/0/11] quit

[S1] interface GE 1/0/12
[S1-GE1/0/12] undo port link-type
[S1-GE1/0/12] eth-trunk 1
[S1-GE1/0/12] quit

AEANRIRREFORZEOMNE T, E—R00Z Eth-Trunk £, WAL Eth-Trunk £
ElFi@id trunkport apSHEERMNZEO

[S2] interface GE 1/0/10
[S2-GE1/0/10] undo port link-type
[S2-GE1/0/10] quit

[S2] interface GE 1/0/11
[S2-GE1/0/11] undo port link-type
[S2-GE1/0/11] quit

[S2] interface GE 1/0/12
[S2-GE1/0/12] undo port link-type
[S2-GE1/0/12] quit

[S2] interface Eth-Trunk 1
[S2-Eth-Trunk1] trunkport GE 1/0/10 to 1/0/12
[S2-Eth-Trunk1] quit

ISR RIEONN Eth-Trunk B3, EEFSLUTSEIR:
1. Eth-Trunk ZEOFRBERRE, BN Eth-Trunk OB RIZEOFREER Eth-Trunk 320,

2. —MAKMIZEOREEIIARI— Eth-Trunk 20, MRFEIAEE Eth-Trunk 20,
WIRSEIR HERAY Eth-Trunk 0,

3. WIRAMIREERT Eth-Trunk, SHGRZEOEERINiREOEAGIUREEA Eth-Trunk £
N, MindeEEREE.

# BF Eth-Trunk EOQIRES

[S1] display eth-trunk 1
Eth-Trunk1's state information is:
Working Mode: Normal Hash Arithmetic: src-dst-ip
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Least Active-linknumber: 1 Max Bandwidth-affected-linknumber: 128
Operating Status: up Number of Up Ports in Trunk: 3
PortName Status Weight
GE1/0/10 Up 1
GE1/0/11 Up 1
GE1/0/12 Up 1

Eth-Trunk 2OV T{EER:

1. Normal: FIfHa#EnEER.,
2. Static: 8% LACP &=,

3. Dynamic: EIZ LACP &=,

I D FIE LACP LR ER S

# MBRILA Eth-Trunk O TAIRREO

[S1] interface Eth-Trunk 1
[S1-Eth-Trunk1] undo trunkport GE 1/0/10 to 1/0/12
[S1-Eth-Trunk1] quit

[S2] interface Eth-Trunk 1
[S2-Eth-Trunk1] undo trunkport GE 1/0/10 to 1/0/12
[S2-Eth-Trunk1] quit

FE1224 Eth-Trunk IZORIRSEL 2R, FEEHR Eth-Trunk FRigBIHIMEED,

# fERE A

[S1] interface Eth-Trunk 1
[S1-Eth-Trunk1] mode lacp-static
[S1-Eth-Trunk1] quit

mode lacp-static 8% Eth-Trunk 0O TR HERS LACP &R,

[S2] interface Eth-Trunk 1
[S2-Eth-Trunk1] mode lacp-static
[S2-Eth-Trunk1] quit

# BRREOMARSAH

[S1] interface Eth-Trunk 1
[S1-Eth-Trunk1] trunkport GE 1/0/10 to 1/0/12
[S1-Eth-Trunk1] quit

| [S2] interface Eth-Trunk 1
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[S2-Eth-Trunk1] quit

HCIA-Datacom V2.0 SCIGFERR

[S2-Eth-Trunk1] trunkport GE 1/0/10 to 1/0/12

5581

# BZE Eth-Trunk EORES

[S1] display eth-trunk 1

(h): high priority

(r): reference port

Local:

LAG ID: 1

Preempt Delay: Disabled
System Priority: 32768
Least Active-linknumber: 1
Operating Status: up
Timeout Period: Slow
PortKeyMode: Auto

Eth-Trunk1's state information is:

Working Mode: Static

Hash Arithmetic: src-dst-ip
System ID: 20df-73f5-44e1
Max Active-linknumber: 128
Number Of Up Ports In Trunk: 3

ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GE1/0/10(hr) Selected 1GE 32768 1 305 10111100 1
GE1/0/11(h) Selected 1GE 32768 2 305 10111100 1
GE1/0/12(h) Selected 1GE 32768 3 305 10111100 1
Partner:

ActorPortName SysPri SystemID PortPri PortNo PortKey PortState
GE1/0/10 32768 20df-73f5-4571 32768 1 305 10111100
GE1/0/11 32768 20df-73f5-4571 32768 2 305 10111100
GE1/0/12 32768 20df-73f5-4571 32768 3 305 10111100

IR 3 mBEEOHNE

ERFIMEZRERBIR, SMBIERL,

HEFEE GE1/0/11 §1 GE1/0/12 ZHOFEE&RIK

=<

MR

GE1/0/10 #OER&ED . BHENEOHEDTF 2 8, EIEFAEA Eth-Trunk EO,
# BCEIRE S1HY LACP (U554, (FEBAFNImESE

| [S1] lacp priority 100

# BeEEOMESR, ik GE1/0/11 F1 GE1/0/12 0

[S1] interface GE 1/0/10

[S1-GE1/0/10] quit

[S1-GE1/0/10] lacp priority 40000

BT LACP (IR R ERIMIRIR EIIRIUTE LACPDU $R3Z,

B ERiniRE
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1. HREFRMERFER, MIRNRNRESFMLR ST RRRIRFMER (BN 32768,
fh/NEER ), MIFBEXT IR LACP 5%

2. WMRRSGMIERIBE, LLERFIRZEE MAC bk, MAC bt/ \a9—i%79 LACP 50 .

3. EHIFRE, WintlslAEsina O R IREFREO, BEOMTEINIE,
ZXIA 32768,

# BCE Eth-trunk jEzhiEOE_EIREE TIREIE

[S1] interface Eth-Trunk 1

[S1-Eth-Trunk1] lacp max active-linknumber 2
[S1-Eth-Trunk1] least active-linknumber 2
[S1-Eth-Trunk1] quit

£— Eth-Trunk EOA, SENZEOEATLASEE] Eth-Trunk EORRSHIHEE . Eth-Trunk
EONTREREAT Up KSR RATGREZH. FFIE Eth-Trunk IFZOAMKSHITEE, o
LASELATRANEE, LURA R ERIRSEI A RAY A .

TEEOHTIREE: HEmEOVNTFEEN TIREER, Eth-Trunk FEORKSES
Down, &EEHMEOH TIREENBNEA TRIER/\HE . least active-linknumber #5<
kB E R A ARNEOMBRITIREE.

EEOH FIREE: HiEmEOHAR FREER, 2EERERSERIRESETH Up R
&fF Eth-Trunk IZORYFEIEN. REENZOH EREENENRERIE T B allER TR
SMERIAT SN, lacp max active-linknumber 54 FAREL B HEIRER SHEIIHEO BRI LR
ElI=1

# FEBAII8E

[S1] interface Eth-Trunk 1
[S1-Eth-Trunk1] lacp preempt enable
[S1-Eth-Trunk1] quit

£ LACP 2T, HiEahptiR-phIIEIEERAT, RASNEHIEIEPIEFRMcREmea0HER
BN, REECNMESIRIRETIEE, MEIZEIRIMTERYSTERBCHIHE
B, XMIERT, WREFEET LACP RIS EINEE, SMEARERSIC SRMARIER, B
HIRESNIRZS . lacp preempt enable 754 FASR(ERE LACP & LACP {£5c4%3E HAITHAE,
HEBRT, MERKELSLTEILIKE.

# BEYE] Eth-Trunk EORS

[S1] display eth-trunk 1

Eth-Trunk1's state information is:

(h): high priority

(r): reference port

Local:

LAG ID: 1 Working Mode: Static
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Preempt Delay Time: 30
System Priority: 100

Least Active-linknumber: 2
Operating Status: up
Timeout Period: Slow
PortkeyMode: Auto

HCIA-Datacom V2.0 SCIGFERR

Hash Arithmetic: src-dst-ip
System ID: 20df-73f5-44e1
Max Active-linknumber: 2
Number Of Up Ports In Trunk: 2

ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GE1/0/10(h) Unselect 1GE 40000 1 305 10100000 1
GE1/0/11(hr) Selected 1GE 32768 2 305 10111100 1
GE1/0/12(h) Selected 1GE 32768 3 305 10111100 1
Partner:

ActorPortName SysPri SystemID PortPri PortNo PortKey PortState
GE1/0/10 32768 20df-73f5-4571 32768 1 305 10100000
GE1/0/11 32768 20df-73f5-4571 32768 2 305 10111100
GE1/0/12 32768 20df-73f5-4571 32768 3 305 10111100

560

T GE1/0/11 0 GE1/0/12 &b EIRES o

# FIXHF GE1/0/12 1) 5 EREE

[S1] interface GE 1/0/12
[S1-GE1/0/12] shutdown
[S1-GE1/0/12] quit

[S1] display eth-trunk 1

Eth-Trunk1's state information is:

(h): high priority

(r): reference port

Local:

LAG ID: 1

Preempt Delay Time: 30
System Priority: 100

Least Active-linknumber: 2
Operating Status: up
Timeout Period: Slow
PortKeyMode: Auto

Working Mode: Static

Hash Arithmetic: src-dst-ip
System ID: 20df-73f5-44e1
Max Active-linknumber: 2
Number Of Up Ports In Trunk: 2

ActorPortName
GE1/0/10(h)
GE1/0/11(hr)
GE1/0/12

Partner:

PortType PortPri PortNo PortKey PortState Weight

Status

Selected 1GE 40000 1 305 10111100 1
Selected 1GE 32768 2 305 10111100 1
Unselect 1GE 32768 3 305 10100010 1
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ActorPortName SysPri SystemID PortPri PortNo PortKey PortState
GE1/0/10 32768 20df-73f5-4571 32768 1 305 10111100
GE1/0/11 32768 20df-73f5-4571 32768 2 305 10111100
GE1/0/12 0 0000-0000-0000 O 0 0 10100011

GE1/0/10 EEEEIEERES

# BFI XA GE1/0/11 EHIEIEHEE

[S1] interface GE 1/0/11
[S1-GE1/0/11] shutdown
[S1-GE1/0/11] quit

[S1] display eth-trunk 1

Eth-Trunk1's state information is:
(h): high priority
(r): reference port

Local:

LAG ID: 1 Working Mode: Static

Preempt Delay Time: 30 Hash Arithmetic: src-dst-ip
System Priority: 100 System ID: 20df-73f5-44e1

Least Active-linknumber: 2 Max Active-linknumber: 2
Operating Status: down Number Of Up Ports In Trunk: 0

Timeout Period: Slow
PortKeyMode: Auto

ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GE1/0/10(h) Unselect 1GE 40000 1 305 10100000 1
GE1/0/11 Unselect 1GE 32768 2 305 10100010 1
GE1/0/12 Unselect 1GE 32768 3 305 10100010 1
Partner:

ActorPortName SysPri SystemID PortPri PortNo PortKey PortState
GE1/0/10 32768 20df-73f5-4571 32768 1 305 10110000
GE1/0/11 0 0000-0000-0000 O 0 0 10100011
GE1/0/12 0 0000-0000-0000 O 0 0 10100011

AFIRE T Eth-Trunk BUEEIHEEE FIREIES 2, FRARSEH I BiENHEOHNELDTF 2 1,
BABRSEANMANEOEESEXT . RELET GE1/0/10 &F UPIRZ, {BE{AALTF Unselect

TR’ 4 (ErEsiEE

# B L—ExiFArvEO
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[S1] interface GE 1/0/11
[S1-GE1/0/11] undo shutdown
[S1-GE1/0/11] quit

[S1] interface GE 1/0/12
[S1-GE1/0/12] undo shutdown
[S1-GE1/0/12] quit

# K£9 30 #5, EEZEI Eth-Trunk BUZOIRTES

[S1] display eth-trunk 1

Eth-Trunk1's state information is:
(h): high priority
(r): reference port

Local:

LAG ID: 1 Working Mode: Static

Preempt Delay Time: 30 Hash Arithmetic: src-dst-ip
System Priority: 100 System ID: 20df-73f5-44e1

Least Active-linknumber: 2 Max Active-linknumber: 2
Operating Status: up Number Of Up Ports In Trunk: 2

Timeout Period: Slow
PortKeyMode: Auto

ActorPortName Status  PortType PortPri PortNo PortKey PortState Weight
GE1/0/10(h) Unselect 1GE 40000 1 305 10100000 1
GE1/0/11(hr) Selected 1GE 32768 2 305 10111100 1
GE1/0/12(h) Selected 1GE 32768 3 305 10111100 1
Partner:

ActorPortName SysPri SystemID PortPri PortNo PortKey PortState
GE1/0/10 32768 20df-73f5-4571 32768 1 305 10110000
GE1/0/11 32768 20df-73f5-4571 32768 2 305 10111100
GE1/0/12 32768 20df-73f5-4571 32768 3 305 10111100

HFEEE T Eth-Trunk ZEOAYE HINEE, BFLAZ GE1/0/11 %u GE1/0/12 #OHN UP IKEZ
&, XA MEOLERSTF GE1/0/10, FrLA GE1/0/10 £ unselect K& . BRTEAIER
FATIRIEGEIEATEEM, BOARYESAERT D 30 #, FRLAEE 30 WEASREIEH.

# {E24 Eth-Trunk ZORIRFHSEENETBRY IP tibil

[S1] interface Eth-Trunk 1
[S1-Eth-Trunk1] load-balance dst-ip
[S1-Eth-Trunk1] quit

SFEEIE Eth-Trunk FORURED BEIAERIMEE L, REEIAR—BRIMEET, (£ load-
balance asCECE Eth-Trunk EOGESIEERN, LIRGRESBREESYIEIEREHTS
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ERYRESE, BRiEREE. BTRESERMELENRESN, FithERmimERIR
HOBEATUSR—E, WinEFENG.

2%4-1 load-balance 2#i5H

¥ SR
dst-ip IEEETENIPHEILHTREHIE,
src-ip IBEETFRIPHI#TRESIE,
src-dst-ip IEEETF RPNt S BRYIPIBIH S EHTRE DB
dst-mac EEETEIMACHIHTREDIE,
src-mac EEETFEMACHIIHTREDE,
src-dst-mac EEETEMACHENE S BHIMACHNRI RS T REDIE .
round-robin EEE T round-robintE TR B fAE D18
enhanced EEETIRRANS BRI TREDE,
profile profile-name | 8 IBEIRZIR

43 BcESE
4.3.1 S1 VB

sysname S1

#

lacp priority 100

#

interface Eth-Trunk1
mode lacp-static
least active-linknumber 2
lacp preempt enable
lacp max active-linknumber 2
load-balance dst-ip

#

interface GE1/0/10
eth-trunk 1
lacp priority 40000

#

interface GE1/0/11
eth-trunk 1




#

interface GE1/0/12
eth-trunk 1

#

HCIA-Datacom V2.0 SCIGFERR

5641

4.3.2 S2 B9ECE

syshname S2

#

interface Eth-Trunk1
mode lacp-static

#

interface GE1/0/10
eth-trunk 1

#

interface GE1/0/11
eth-trunk 1

#

interface GE1/0/12
eth-trunk 1

#

4.4 BEm

1. F2E least active-linknumber # lacp max active-linknumber B, JIENSHA/NGH

AEK?

ZZ: least active-linknumber FE/\FetZF lacp max active-linknumber,
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EiEIgHLIe
5.1 SCEG/ MR

5.1.1 XFASLLEG

L=EEOESE IP G, NREOMNYIBISHIMUASENESE, RESEEET P itk
SR EIERE ., BEERATENEERRFT M, ke, EREHET, BHIKSEX
IRIEEERAENAT LA B MR RiRAVEE, HIZ0SCIl VLAN 218/ 5i@ .
%1% VLAN 5, A[E VLAN IBREFRE_ER, Xifsetkesllesml BIER . (BERMN
B, AE VLAN AR X EE8IHIEK, WHEIEESLIAE VLAN B EL, &R
VLAN [8/HiA,
LERIRMHT SRS VLAN B85, ERRIFR RIS VLANIF 35070 Dot1q 4571
Mo
Dot1q £&ZFEN: FiEOWER—M=E10921EE0, IR VLANIFEO—#, EFE0OL
BoE Dotl1q &RLEINEERN IP iR, @R HERINERAY MAC RIHEN = B RinE
3z, HMEW VLAN [BIN=EHE, Dotlq ZEFEOERATEI— =EULAMEO
TiEZ/ VLAN MERYIAES,
VLANIF #Z[: VLANIF EOR—M=E/NZiEE0 ., T VLANIF Z0O EEE IP #hitfE,
RESE MAC HHERFRI0 VLANIF #0089 MAC #lib+VID RIR, HEAXRIRN=E4
RIFEAIEN . BIRZAIER MAC It ITELZRIRfG, SiffT=E%%, Hm=LW
VLAN EIfY=EE&E,
AL EIT IXPEFN S TUSRSEH VLAN [BIEIAER, SBiFa#—F18#E VLAN BipR0ER
EEQ

5.1.2 LI EHY
o EREBUEACE Dotlq L& FEO5ELH VLAN [B1Hif;
o  EiREEISHACE VLANIF EO75ELH VLAN [E5ih
o RAIEfR VLAN [EEBILOEEARIE
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5.1.3 SCIGZAM A
R1
GEO/0/1
GE1/0/1

GE1/0/1 GE1/0/1

S3 sS4
192.168.2.1/24 192.168.3.1/24

E5-1 EERHsCIenRFh
1. S37#0S4#EILRIRAF, #0 1P #5509 192.168.2.1/24 §1 192.168.3.1/24,
2. S3 70 S4 BIMEHESBIF 192.168.2.254 F1 192.168.3.254,
3. 7£S1 3% GE1/0/13 #1 GE1/0/14 9BU%IN VLAN2 %0 VLAN3,

514 EBRE=R

S3 1 S4 A FA[EAY VLAN, BIEKIEE Dot1q 24574 MF1 VLANIF #2O55ILW S3 5 54
ZEMNEIFER.
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5.2 SCIG(FREcE

5.2.1 Bc BRI
1. BEcE Dotlq KR4EEFHOCH VLAN [BIR1S
2. FEZE VLANIF #Z[SCI VLAN 8815

HCIA-Datacom V2.0 SCIGFERR

5.2.2 BB

TR REEMERS

# S3 0 S4 B9 IP HEltR MXEE

5671

<S3> system-view

Enter system view, return user view with Ctrl+Z.
[S3] interface GE 1/0/1

[S3-GE1/0/1] undo port link-type

[S3-GE1/0/1] undo portswitch

[S3-GE1/0/1] ip address 192.168.2.1 24
[S3-GE1/0/1] quit

[S3] ip route-static 0.0.0.0 0 192.168.2.254

ECERVAIRHE, BETHRREEETMMX,

<S4> system-view

Enter system view, return user view with Ctrl+Z.
[S4] interface GE 1/0/1

[S4-GE1/0/1] undo port link-type

[S4-GE1/0/1] undo portswitch

[S4-GE1/0/1] ip address 192.168.3.1 24
[S4-GE1/0/1] quit

[S4] ip route-static 0.0.0.0 0 192.168.3.254

# 7£ S1 33 S3 #0 S4 i##4T VLAN k%>

[S1] vlan batch 2 3

[S1] interface GE 1/0/13
[S1-GE1/0/13] port link-type access
[S1-GE1/0/13] port default vlan 2
[S1-GE1/0/13] quit

[S1] interface GE 1/0/14
[S1-GE1/0/14] port link-type access
[S1-GE1/0/14] port default vlan 3
[S1-GE1/0/14] quit
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DI 2 1®iT Dotlq RLEFHECSTH VLAN (18IS

# BCE S1 _EAY Trunk 0O

[S1] interface GE 1/0/1

[S1-GE1/0/1] port link-type trunk
[S1-GE1/0/1] port trunk allow-pass vlan 2 3
[S1-GE1/0/1] quit

&9 VLAN [BIEIFEIEZER R1 KRELL VLAN, FrlA S1#0 R1 Z|GR95EIRE B1F VLAN 2 F1
VLAN 3 i&@id,

# £ R1 LRIEEHECE Dot1q LLEFiENO

[R1] interface GE 0/0/1
[R1-GEO/0/1] undo portswitch
[R1-GEO/0/1] quit

[R1] interface GE 0/0/1.2

BIEFHNFZONE 2 ARFEONRS, —RENFEORSS VLAN ID1EE, 5@
iclZ.

[R1-GEO/0/1.2] dot1q termination vid 2

dot1q termination vid v/an-id 5< FBSRECE F1EZ0 Dot1q &45H9 VLAN 1D,

PALERERMI: 2 GE0/0/1 EOUEITE VLAN 2 i8R Z 5, aXH 2 SFEOHT
VLAN L5 EFREAE . N 2 SFEROKHAVEIEDBST £ VLAN 2 AR

[R1-GE0/0/1.2] ip address 192.168.2.254 24
[R1-GE0/0/1.2] quit

[R1] interface GE 0/0/1.3

[R1-GEO/0/1.3] dot1q termination vid 3
[R1-GEO/0/1.3] ip address 192.168.3.254 24
[R1-GE0/0/1.3] quit

# N VLAN B EiGEE T

<S3> ping 192.168.3.1
PING 192.168.3.1: 56 data bytes, press CTRL_C to break
Reply from 192.168.3.1: bytes=56 Sequence=1 ttl=254 time=60 ms
Reply from 192.168.3.1: bytes=56 Sequence=2 ttl=254 time=40 ms
Reply from 192.168.3.1: bytes=56 Sequence=3 ttl=254 time=110 ms
Reply from 192.168.3.1: bytes=56 Sequence=4 ttl=254 time=70 ms
Reply from 192.168.3.1: bytes=56 Sequence=5 ttl=254 time=100 ms

--- 192.168.3.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
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0.00% packet loss
round-trip min/avg/max = 40/76/110 ms

<S3> tracert 192.168.3.1
traceroute to 192.168.3.1(192.168.3.1), max hops: 30 ,packet length: 40,press CTRL_C to break
1192.168.2.254 30 ms 50 ms 50 ms
2 192.168.3.1 70ms 60 ms 60 ms

LLbAT VLAN 2 #0 VLAN 3 Z[@2&KXa]LAEERIS

312 3 BT VLANIF EZOSCH VLAN [EEiS

# B E—LEE

[S1] interface GE 1/0/1
[S1-GE1/0/1] undo port trunk allow-pass vlan 2 3
[S1-GE1/0/1] quit

[R1] undo interface GE 0/0/1.2
[R1] undo interface GE 0/0/1.3

# £ S1 _EBUEEHERAY VLANIF 20

[S1] interface Vlanif 2

interface vlanif vian-id 55< I3 VLANIF #0O0FH# N VLANIF BEOWE ., RE5k@Eidan
S6lE VLAN 5, AREH4T interface vlanif 555613 VLANIF #0,

[S1-Vlanif2] ip address 192.168.2.254 24
[S1-Vlanif2] quit

[S1] interface Vlanif 3

[S1-Vlanif3] ip address 192.168.3.254 24
[S1-Vlanif3] quit

# 10 VLAN [BEiGiEBHE

<S3> ping 192.168.3.1

PING 192.168.3.1: 56 data bytes, press CTRL_C to break
Reply from 192.168.3.1: bytes=56 Sequence=1 ttl=254 time=100 ms
Reply from 192.168.3.1: bytes=56 Sequence=2 ttl=254 time=50 ms
Reply from 192.168.3.1: bytes=56 Sequence=3 ttl=254 time=50 ms
Reply from 192.168.3.1: bytes=56 Sequence=4 ttl=254 time=60 ms
Reply from 192.168.3.1: bytes=56 Sequence=5 ttl=254 time=70 ms

--- 192.168.3.1 ping statistics ---
5 packet(s) transmitted

5 packet(s) received




S

SIS
HUAWEI HCIA-Datacom V2.0 SE3&3FAR $701

0.00% packet loss
round-trip min/avg/max = 50/66/100 ms

<S3> tracert 192.168.3.1
traceroute to  192.168.3.1(192.168.3.1), max hops: 30 ,packet length: 40,press CTRL_C to break

1192.168.2.25440 ms 30 ms 20 ms
2192.168.3.140ms 30ms 40 ms

ItkAT VLAN 2 1 VLAN 3 Z @& eLAEE RS

53 FcES®
5.3.1 S1 9BECE

sysname S1
#
vlan batch 2 to 3
#
interface Vlanif2
ip address 192.168.2.254 255.255.255.0
#
interface Vlanif3
ip address 192.168.3.254 255.255.255.0
#
interface GE1/0/13
port link-type access
port default vlan 2
#
interface GE1/0/14
port link-type access
port default vlan 3
#

5.3.2 S3YECE

sysname S3
#
interface GE1/0/1
undo portswitch
ip address 192.168.2.1 255.255.255.0
#
ip route-static 0.0.0.0 0.0.0.0 192.168.2.254
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| #

5.3.3 S4 &

syshame S4
#
interface GE1/0/1
undo portswitch
ip address 192.168.3.1 255.255.255.0
#
ip route-static 0.0.0.0 0.0.0.0 192.168.3.254
#

5.4 B=m

1. VLANIF #OFA4ABER FEATF UPIRZE?
BE: HEF—RIFL VLAN BZRIIRERE O UP IR, BBAXINAY VLANIF EOFe
A UP IR,
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At FH KNG

6.1 SLISNA
6.1.1 XFASLLIG

IPv4 ( Internet Protocol Version 4 ) 2 TCP/IP MY PR A% OBINYZ—, EI{EE
TCP/IP &£EREIMPRE, ZES OS| SERERIMEZEEIN . MEERM T TiEZEE
EHRSS, BIMEERESENAETELEYIERE, B— 1 9H (B2 1P EIEIRS ) MMz
E%Q

RHERHEBEEMNETREANER, BHREEMIIES IP IRAXNBZFREE, BHET
IR AITIE,

ARSCIGIEEIT IPv4 HBIELAR IPv4 B8 SIEHRVECE, HEIFRIBMRIRAZRANERRIE,

6.1.2 SCIGEHAY
o EHREE[] IPv4 HBHIEIECE 53k
o IEfi LoopBack EOMMWERSENX
o IBEEERAAERT
o EREIFSEANECER EHIEREE R
o ERET Ping TENIX{NEEEEE
o EiRHIBFSHEFSIERNEER ZENATS
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6.1.3 SCIGLAMN A

R1

GE0/0/1
10.0.12.2/24

GE0/0/2
0.0.23.2/24

GE1/0/1
10.0.12.1/24

GE1/0/1
10.0.23.3/24
10.0.13.1/24 10.013.3/24 (G GE1/0/1
29 GE1/0/10 GE1/0/10

[E16-1 SRS ESEaiah

6.1.4 LI E=

R1. S1. S2 #RHEMBAIMXIRE, WERFEEIANIEE, RELIXLEMEZERIE
&

6.2 SLI{ESSECE

6.2.1 EcEEIg
1. BCEMNZIREREOR IP bk
2. EBHSKHRTIER

6.2.2 BLETE

TR 1 SBREMERS
# IREDAE
(i

# RAERRYRO

[S1] interface GE 1/0/11
[S1-GE1/0/11] shutdown
[S1-GE1/0/11] quit
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[S1] interface GE 1/0/12
[S1-GE1/0/12] shutdown
[S1-GE1/0/12] quit
[S1] interface GE 1/0/13
[S1-GE1/0/13] shutdown
[S1-GE1/0/13] quit
[S1] interface GE 1/0/14
[S1-GE1/0/14] shutdown
[S1-GE1/0/14] quit

7411

[S2] interface GE 1/0/11
[S2-GE1/0/11] shutdown
[S2-GE1/0/11] quit
[S2] interface GE 1/0/12
[S2-GE1/0/12] shutdown
[S2-GE1/0/12] quit
[S2] interface GE 1/0/13
[S2-GE1/0/13] shutdown
[S2-GE1/0/13] quit
[S2] interface GE 1/0/14
[S2-GE1/0/14] shutdown
[S2-GE1/0/14] quit

# EOVREE

[R1] interface GE 0/0/1
[R1-GEO/0/1] undo portswitch
[R1-GEO/0/1] quit

[R1] interface GE 0/0/2
[R1-GEO/0/2] undo portswitch
[R1-GEO0/0/2] quit

[S1] interface GE 1/0/1
[S1-GE1/0/1] undo port link-type
[S1-GE1/0/1] undo portswitch
[S1-GE1/0/1] quit

[S1] interface GE 1/0/10
[S1-GE1/0/10] undo port link-type
[S1-GE1/0/10] undo portswitch
[S1-GE1/0/10] quit

[S2] interface GE 1/0/1
[S2-GE1/0/1] undo port link-type
[S2-GE1/0/1] undo portswitch
[S2-GE1/0/1] quit
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[S2] interface GE 1/0/10
[S2-GE1/0/10] undo port link-type
[S2-GE1/0/10] undo portswitch
[S2-GE1/0/10] quit

5751

LR 2 SENERELEIED P bR E SRR
# BEMERE LRYELVRE, XLAR1 H96)

[R1] display ip interface brief

*down: administratively down

ldown: FIB overload down

Adown: standby

(1): loopback

(s): spoofing

(d): Dampening Suppressed

(ed): error down

The number of interface that is UP in Physical is 3
The number of interface that is DOWN in Physical is 3
The number of interface that is UP in Protocol is 1
The number of interface that is DOWN in Protocol is 5

Interface IP Address/Mask Physical  Protocol VPN

GEO0/0/1 unassigned up down -

GEO0/0/2 unassigned up down -

GEO0/0/4 192.168.1.1/24 down down _management...
MultiGEO/0/0 unassigned down down --
MultiGEO0/0/1 unassigned down down --

NULLO unassigned up up(s) -

display ip interface brief s $FREEZOS IP BXHNBEEE, S5 IP ik, FREHI.

YIRS SRS AR A FARINSRIZOHE S

281 R1 £AY GEO/0/1 #0 GE0/0/2 O Fi=i>REcE IP ik, FRLA IP Address/Mask FE&J9

unassigned X7, Physical ZE&8 up K7, Protocol Z2E&9 down K7,

# EEMERE ERUIRER, XLART A6

[R1] display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 4 Routes : 4
Destination/Mask Proto Pre Cost Flags NextHop Interface
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0

127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBackO0
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127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32  Direct 0 0 D 127.0.0.1 InLoopBack0

InLoopBack0 J9i%#& EEOAGIEZERIIALIEZED, B2—MFHAY. EER LoopBack #0,

InLoopBackO0 #ZOfFFREIENE 127.0.0.1/8, FRZKIERXEANAIEIES . ZiZO L
B9 IP MR BT LAES, tAEIE BT INE T o

IR 3 EREYIEEEON 1P teht
# IRIB TR B MRS IEREOR P it
#=6-1 IEYpIBEEO 1P

= 0O IP Address/Mask
GEO0/0/1 10.0.12.2/24
i GEO0/0/2 10.0.23.2/24
GE1/0/1 10.0.12.1/24
> GE1/0/10 10.0.13.1/24
GE1/0/1 10.0.23.3/24
> GE1/0/10 10.0.13.3/24

[R1] interface GEO/0/1

[R1-GEO/0/1] ip address 10.0.12.2 24
[R1-GEO/0/1] quit

[R1] interface GEO/0/2

[R1-GEO/0/2] ip address 10.0.23.2 24
[R1-GEO0/0/2] quit

[S1] interface GE1/0/1

[S1-GE1/0/1] ip address 10.0.12.1 24
[S1-GE1/0/1] quit

[S1] interface GE1/0/10
[S1-GE1/0/10] ip address 10.0.13.1 24
[S1-GE1/0/10] quit

[S2] interface GE1/0/1

[S2-GE1/0/1] ip address 10.0.23.3 24
[S2-GE1/0/1] quit

[S2] interface GE1/0/10
[S2-GE1/0/10] ip address 10.0.13.3 24
[S2-GE1/0/10] quit
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# {£A Ping TEN{EE M

[R1] ping 10.0.12.1
PING 10.0.12.1: 56 data bytes, press CTRL_C to break
Reply from 10.0.12.1: bytes=56 Sequence=1 ttl=254 time=11 ms
Reply from 10.0.12.1: bytes=56 Sequence=2 ttl=254 time=9 ms
Reply from 10.0.12.1: bytes=56 Sequence=3 ttl=254 time=11 ms
Reply from 10.0.12.1: bytes=56 Sequence=4 ttl=254 time=9 ms
Reply from 10.0.12.1: bytes=56 Sequence=5 ttl=254 time=9 ms

--- 10.0.12.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 9/9/11 ms

[R1] ping 10.0.23.3
PING 10.0.23.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.23.3: bytes=56 Sequence=1 ttl=254 time=11 ms
Reply from 10.0.23.3: bytes=56 Sequence=2 tt|=254 time=7 ms
Reply from 10.0.23.3: bytes=56 Sequence=3 ttl=254 time=11 ms
Reply from 10.0.23.3: bytes=56 Sequence=4 ttl=254 time=10 ms
Reply from 10.0.23.3: bytes=56 Sequence=5 ttl=254 time=8 ms

--- 10.0.23.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 7/9/11 ms

# BE R PEBHERE

[R1] display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 10 Routes : 10
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.12.0/24 Direct 0 0 D 10.0.12.2 GEO0/0/1
10.0.12.2/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.23.0/24 Direct 0 0 D 10.0.23.2 GEO0/0/2
10.0.23.2/32 Direct 0 0 D 127.0.0.1 GEO0/0/2
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10.0.23.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/2
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

afLAEER, FEO PR ERRZE, SNEMEOBER T =£BERH. D5I2:
1. IEMECFREMERRIEEH .

2. 8@EEO P A ENEREH.

3. iEAEECIFRTEMIER Bt A9 EALER A .

F: FHEAMERERKES 32 19H.

IR 4 GIEEFHECE LoopBack #

# R TRACEIREERY LoopBack £

6-2 LoopBack [ IP

IR 0 IP Address/Mask
R1 LoopBack0 10.0.2.2/32
S1 LoopBackO 10.0.1.1/32
S2 LoopBackO 10.0.3.3/32

LoopBack #E#OEF k& LHZIEZED, 2EEO I8 SCIAURIRINEEYIE E A F
. EEEIEEREIAYEN . LoopBack ZHOCIZGMIEF T XAiZiEO, BN LoopBack
ZEOYE RIESFIURSKIZb F UP RS, —MRIBER T, LoopBack #={F 32 &
3, {#F LoopBack #Z#MO—RBUWTERY:

1. EANEIRBEOEIER L,

2. (FERZEOMIHERENSEEAINYAY Router ID,

3. HEiEeMEoTEMRIAEIE.

ARSCEG{#EA LoopBack #EOtEIZ= Ak,

[R1] interface LoopBackO
[R1-LoopBackO0] ip address 10.0.2.2 32
[R1-LoopBack0] quit

[S1] interface LoopBack0
[S1-LoopBack0] ip address 10.0.1.1 32
[S1-LoopBack0] quit
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[S2] interface LoopBackO
[S2-LoopBack0] ip address 10.0.3.3 32
[S2-LoopBack0] quit

# BRMAE, LR AM

[R1] display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 11 Routes : 11
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.2.2/32 Direct 0 0 D 127.0.0.1 LoopBack0
10.0.12.0/24 Direct 0 0 D 10.0.12.2 GEO0/0/1
10.0.12.2/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.23.0/24 Direct 0 0 D 10.0.23.2 GE0/0/2
10.0.23.2/32 Direct 0 0 D 127.0.0.1 GE0/0/2
10.0.23.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/2
127.0.0.0/8 Direct 0 0 D 127.0.01 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

HATELE4ERL T LoopBack #EOMIEIELEH.

# iR LoopBack O ZBHNEREE

[R1] ping -a 10.0.2.2 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 10.0.1.1 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

ping -a source-ip-address destination-ijp-address ap < FARISEAIX ICMP Echo Request #R
HYIR IP sk, WIRAEER IP ibiit, —RASRARELEOR IP #E3IHES ICMP Echo
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Request #iR3&IXRYIRIBIL . ILEATERTF R1 LI BRIXIZERY IP RUEBHSRE, FRLATIE Ping
&

L5 REHSIEH

# 1 R1 _EECEZIX ST #0S2 AY LoopBack0 AR

[R1] ip route-static 10.0.1.1 32 10.0.12.1
[R1] ip route-static 10.0.3.3 32 10.0.23.3

# BE R PRHERE

[R1] display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 13 Routes : 13
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 Static 60 O RD 10.0.12.1 GEO0/0/1
10.0.2.2/32 Direct 0 0 D 127.0.01 LoopBackO
10.0.3.3/32 Static 60 O RD 10.0.23.3 GEO0/0/2
10.0.12.0/24 Direct 0 0 D 10.0.12.2 GEO0/0/1
10.0.12.2/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.23.0/24 Direct 0 0 D 10.0.23.2 GEO0/0/2
10.0.23.2/32 Direct 0 0 D 127.0.0.1 GEO0/0/2
10.0.23.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/2
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBackO0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
FCERTRHSIEEMRINANET IP BEERF.

# M@t
[R1] ping -a 10.0.2.2 10.0.1.1

PING 10.0.1.1: 56 data bytes, press CTRL_C to break
Request time out

Request time out
Request time out
Request time out
Request time out

--- 10.0.1.1 ping statistics ---
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5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

A2Toi% Ping 18 S1 LoopBack0 #:1, FEJLbAT ST _EigBZA R1 LoopBack0 AIEEH .

# 1E S1 _LINENIA R1 LoopBack0 AIERH

| [S1] ip route-static 10.0.2.2 32 10.0.12.2

# MitiEEit

[R1] ping -a 10.0.2.2 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL_C to break
Reply from 10.0.1.1: bytes=56 Sequence=1 ttl=254 time=10 ms
Reply from 10.0.1.1: bytes=56 Sequence=2 ttl=254 time=10 ms
Reply from 10.0.1.1: bytes=56 Sequence=3 ttl=254 time=11 ms
Reply from 10.0.1.1: bytes=56 Sequence=4 ttl=254 time=3 ms
Reply from 10.0.1.1: bytes=56 Sequence=5 ttl=254 time=12 ms

--- 10.0.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 3/9/12 ms

LILEAT R1 BY LoopBack0 E£20JLAFN S1 AY LoopBack0 SLELE &,

# STRRIRIBMZERIEE

| [S1] ip route-static 10.0.3.3 32 10.0.13.3

[S2] ip route-static 10.0.1.1 32 10.0.13.1
[S2] ip route-static 10.0.2.2 32 10.0.23.2

ReERTAE, BEEBTIHMNEIRE LoopBack0 # O ZEANEEN .

I 6 BELE R1 ->S2 -> ST {EH R1 LoopBack0 F| S1 LoopBack0 #Z[OMIFZHIRER
# BoE R1F0 S1 AUERSIZEH

| [R1] ip route-static 10.0.1.1 32 10.0.23.3 preference 100

| [S1] ip route-static 10.0.2.2 32 10.0.13.3 preference 100

# BE R PRAE
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[R1] display ip routing-table

Proto: Protocol

Pre: Preference

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 13

Routes : 13

Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 Static 60 O RD 10.0.12.1 GEO0/0/1
10.0.2.2/32 Direct 0 0 D 127.0.01 LoopBack0
10.0.3.3/32 Static 60 O RD 10.0.23.3 GEO0/0/2

10.0.12.0/24 Direct 0 0 D 10.0.12.2 GEO0/0/1
10.0.12.2/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.23.0/24 Direct 0 0 D 10.0.23.2 GEO/0/2
10.0.23.2/32 Direct 0 0 D 127.0.0.1 GE0/0/2
10.0.23.255/32 Direct 0 0 D 127.0.0.1 GEO/0/2
127.0.0.0/8 Direct 0 0 D 127.0.01 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBackO

ItBSECERY preference J9 100 AIBHSIEERIRBMANEEIEREAERF

# XA R1 GE0/0/1 #2[1, {EEMLERSRITEHALI

[R1] interface GEO/0/1
[R1-GEO0/0/1] shutdown

[R1-GE0/0/1] quit

# BF R1 RUISER, BESNTRBRAKRY, RUTREEEEE

[R1] display ip routing-table

Proto: Protocol

Pre: Preference

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 10

Destination/Mask

10.0.1.1/32
10.0.2.2/32
10.0.3.3/32
10.0.23.0/24
10.0.23.2/32
10.0.23.255/32

Proto Pre Cost

Static 100 O
Direct 0 0
Static 60 O
Direct 0 0
Direct 0 0
Direct 0 0

Routes : 10

Flags NextHop

RD 10.0.23.3
D 127.0.0.1
RD 10.0.23.3
D 10.0.23.2
D 127.0.0.1
D 127.0.0.1

Interface

GE0/0/2
LoopBackO
GE0/0/2
GE0/0/2
GE0/0/2
GE0/0/2
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127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBackO0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

LERTERT-HERSHAFT, RICAUBHSESER, (RIS RAVEHSIS BT o

# tEiEEt

[R1] ping -a 10.0.2.2 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL_C to break
Reply from 10.0.1.1: bytes=56 Sequence=1 ttl=253 time=10 ms
Reply from 10.0.1.1: bytes=56 Sequence=2 ttl=253 time=11 ms
Reply from 10.0.1.1: bytes=56 Sequence=3 ttl=253 time=20 ms
Reply from 10.0.1.1: bytes=56 Sequence=4 ttl=253 time=11 ms
Reply from 10.0.1.1: bytes=56 Sequence=5 ttl=253 time=10 ms

--- 10.0.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 10/12/20 ms

# BEHEGRER

[R1] tracert -a 10.0.2.2 10.0.1.1

traceroute to 10.0.1.1(10.0.1.1), max hops: 64, packet length: 40, press CTRL_C to break
110.0.23315ms 1Tms 9ms

210.0.1.1 10 ms 10 ms 22 ms

Tracert s S FEATFTEEHIRSNRIREBAYRAERERER
AEZIIEEEERE T S2 89 GE1/0/10 45445 S1.

i BN LRMBE FRBETEZEERE, F2EE ICMPIRX, SLRMKAESEFRE, A
PUZ<Ctrl+C>45TR tracert,

TR 7 BITERAIRERSCIN R1 AY LoopBack0 ##[%0 S1 HY LoopBack0 #EHI®
# IREEOHMIREEREAVERHE

[R1] interface GEO/0/1

[R1-GE0/0/1] undo shutdown

[R1-GEO/0/1] quit

[R1] undo ip route-static 10.0.1.1 255.255.255.255 10.0.12.1
[R1] undo ip route-static 10.0.1.1 255.255.255.255 10.0.23.3

# BE R1 BBEE
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[R1] display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 11 Routes : 11
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.2.2/32 Direct 0 0 D 127.0.0.1 LoopBackO
10.0.12.0/24 Direct 0 0 D 10.0.12.2 GEO0/0/1
10.0.12.2/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.23.0/24 Direct 0 0 D 10.0.23.2 GEO0/0/2
10.0.23.2/32 Direct 0 0 D 127.0.0.1 GEO0/0/2
10.0.23.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/2
127.0.0.0/8 Direct 0 0 D 127.0.01 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBackO0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

At R1 3886 % S1 89 LoopBack0 (10.0.1.1/32) HIRREKRH .

# £ R1 EECEBOAIRE

[R1] ip route-static 0.0.0.0 0 10.0.12.1

# BE R PBHE

[R1] display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 12 Routes : 12
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 Static 60 O RD 10.0.12.1 GEO0/0/1
10.0.2.2/32 Direct 0 0 D 127.0.01 LoopBack0
10.0.12.0/24 Direct 0 0 D 10.0.12.2 GE0/0/1
10.0.12.2/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.23.0/24 Direct 0 0 D 10.0.23.2 GEO0/0/2
10.0.23.2/32 Direct 0 0 D 127.0.0.1 GE0/0/2
10.0.23.255/32 Direct 0 0 D 127.0.0.1 GE0/0/2
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
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127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBackO

BN EHELWAE

# M R1 B9 LoopBack0 #2O% S1 Y LoopBack0 #zRYZERE 4

[R1] ping -a 10.0.2.2 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL_C to break
Reply from 10.0.1.1: bytes=56 Sequence=1 ttl=254 time=13 ms
Reply from 10.0.1.1: bytes=56 Sequence=2 ttl=254 time=11 ms
Reply from 10.0.1.1: bytes=56 Sequence=3 ttl=254 time=8 ms
Reply from 10.0.1.1: bytes=56 Sequence=4 ttl=254 time=12 ms
Reply from 10.0.1.1: bytes=56 Sequence=5 ttl=254 time=11 ms

--- 10.0.1.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 8/11/13 ms

LLEAT R1 A9 LoopBack0 ##M%! S1 B9 LoopBack0 #OZ 8] LAEIE,

6.3 Z55RIGIE

EEB{T@ID Ping 1 Tracert a5 18 &R LoopBack0 #EOZ [BIHNEE M .

6.4 FLES®E
6.4.1 R1 B9fcE

sysname R1
#
interface GE0/0/1

ip address 10.0.12.2 255.255.255.0
#
interface GE0O/0/2

ip address 10.0.23.2 255.255.255.0
#
interface LoopBackO

ip address 10.0.2.2 255.255.255.255
#
ip route-static 0.0.0.0 0.0.0.0 10.0.12.1
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ip route-static 10.0.3.3 255.255.255.255 10.0.23.3
#

6.4.2 S1HUECE

sysname S1
#
interface GE1/0/1
undo portswitch
ip address 10.0.12.1 255.255.255.0
#
interface GE1/0/10
undo portswitch
ip address 10.0.13.1 255.255.255.0
#
interface GE1/0/11
shutdown
port link-type access
#
interface GE1/0/12
shutdown
port link-type access
#
interface GE1/0/13
shutdown
port link-type access
#
interface GE1/0/14
shutdown
port link-type access
#
interface LoopBackO
ip address 10.0.1.1 255.255.255.255
#
ip route-static 10.0.2.2 255.255.255.255 10.0.12.2
ip route-static 10.0.2.2 255.255.255.255 10.0.13.3 preference 100
ip route-static 10.0.3.3 255.255.255.255 10.0.13.3

6.4.3 S2 UECE

sysname S2
#
interface GE1/0/1
undo portswitch
ip address 10.0.23.3 255.255.255.0
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#
interface GE1/0/10
undo portswitch
ip address 10.0.13.3 255.255.255.0
#
interface GE1/0/11
shutdown
port link-type access
#
interface GE1/0/12
shutdown
port link-type access
#
interface GE1/0/13
shutdown
port link-type access
#
interface GE1/0/14
shutdown
port link-type access
#
interface LoopBackO
ip address 10.0.3.3 255.255.255.255
#
ip route-static 10.0.1.1 255.255.255.255 10.0.13.1
ip route-static 10.0.2.2 255.255.255.255 10.0.23.2

5871

6.5 BEW

1. AABRT, EERFFSIRASHIRNINEG IP IREXRP? FEENT—HARAE, i

BILAMKONNE IP BREEZRIG?

EE: EANHEUATEINFEY, SEBASHKRNEIREERS:

a) ZIBHPTECERY T —BRA.
b) XFIRARINABAIME (EH ) AIRMEEHE.
FRUAS T—IARANARS, ASHBANE IP BER.
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P stk B ZIEC & SCl
7.1 SCEG 2

7.1.1 XFASLLEG

DHCP ( Dynamic Host Configuration Protocol, FIZSFEHEEMNY ) B2—FMETERIHER
Pt TRISEEME R . BIEER/NIME, &id DHCP t R LA SRS
FIRFR DS EPRE,
DHCP Y H RFC 2131 X, KAEFin/fRSR[BEEN, HEFiw ( DHCP Client ) [@R
73|:u:| ( DHCP Server) iﬁEHj@EEEﬁlﬁa HE?D nnLIEIjJX}:U#JU_ \EEE’J@EEET S0
DHCP RJLUR ARt S ECHLE, MESE R LMRIENERE R ARERENEERRENS
[
NS ECHLE: Bid DHCP AEN D E— M BERHAR (I XAMERRARBENMHFEE )
B9 IP ftbtik , XFhHDBECAHIERFENEEIRAHENME T E = AU NTFREENR
HEFNATERERENBAIDR
S BCHLE: MEBEERIBIE DHCP HIEENEN S ECERERT IP ik, HBELFTES
BeE IP ik, 1®id DHCP FRERSHENFIEBR A TREREER, HEEERSR—#
rEE,

7.1.2 LG BARY
o EiE DHCP 2Bttt tAIECE Hi&
o IEiEiEIT DHCP S EGEES IP Ay 5k
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=hiIA ANYTD
7.1.3 LG ZAMI 1M
S1 R1 S2
(—S GE1/0/1 GE0/0/1 GEO/O/Z GE1/O/‘I
=d" 192.168.1.254/24 10.0.12.254/24' —>
" L/ M »"'
DHCP Client DHCP Relay DHCP Client DHCP Server

E7-1 IP it B =hECESCIHRFH

1. S1 89 GE1/0/1 #[0%0 R1 89 GE0/0/2 #£4E9 DHCP Client,
2. S24EJ9 DHCP Server 3 S1 #1 R1 2>&2 IP ithiik .
3. R18Y9GEO0/0/1 #[O1EJ9 DHCP Relay.,

7.1.4 LEE=

Ei TR 1P HEHEEFRY T RS, 1800 1P HUtAIFI R, HERTEMLEAMERZE DHCP th
o

7.2 SEESSECE

7.2.1 ECERRE
1. BCE DHCP fRs322
2. FECE DHCP &P i
3. EZE DHCP Relay

7.2.2 BB

SR 1 BEXEE
# RAERRYRO

[S2] interface GE 1/0/10
[S2-GE1/0/10] shutdown
[S2-GE1/0/10] quit

[S2] interface GE 1/0/11
[S2-GE1/0/11] shutdown
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[S2-GE1/0/11] quit
[S2] interface GE 1/0/12
[S2-GE1/0/12] shutdown
[S2-GE1/0/12] quit
[S2] interface GE 1/0/13
[S2-GE1/0/13] shutdown
[S2-GE1/0/13] quit
[S2] interface GE 1/0/14
[S2-GE1/0/14] shutdown
[S2-GE1/0/14] quit

590

# BoEIEO P ibhiE

[S2] interface GE 1/0/1

[S2-GE1/0/1] undo port link-type
[S2-GE1/0/1] undo portswitch
[S2-GE1/0/1] ip address 10.0.12.254 24
[S2-GE1/0/1] quit

# Y5 R1 GEO/0/1 1 GE0/0/2 i =20

[R1] interface GE 0/0/1
[R1-GEO/0/1] undo portswitch
[R1-GEO/0/1] quit

[R1] interface GE 0/0/2
[R1-GEO0/0/2] undo portswitch
[R1-GE0/0/2] quit

I 2 FFE DHCP A

| [S2] dhcp enable

dhcp enable #3<2 DHCP 18XINEERYZFFX, DHCP Client #1 DHCP Server SEINEEERE1E

47 dhcp enable a5 {88 DHCP IIREE A 24X

| [S1] dhcp enable

| [R1] dhcp enable

LI 3 FElbhih
# BoEEBHbt, izttt T8 R1 £ Ec IP it

| [S2] ip pool for_r1
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BIEEZ A for_r1 A9MBLED

| [S2-ip-pool-for_r1] network 10.0.12.0 mask 24

network &3 < FASRECE 2Bttt N RIS ECAIR Bt

[S2-ip-pool-for_r1] dns-list 10.0.12.254

dns-list a5 A3k 9 DHCP Client fic& DNS Server ik,

[S2-ip-pool-for_r1] gateway-list 10.0.12.254

gateway-list a5<> >k /9 DHCP Client Eo& MKttt , DHCP Client fE3REUEILZ f5, &
4R —SREAEEH

[S2-ip-pool-for_r1] lease day 2 hour 2

lease dp < ARECE BN TAOMBUIFRER ., HFBEAIZE 9 unlimited BY, (CFRFBHIFIRT
HhEERT, IPFEEEZE 1 X,

# BCEEBHD, ZibtRTF R 51 HEEE IP it
BE S1 GE1/0/1 $20R9 MAC ittiit,

[S1] interface GE 1/0/1
[S1-GE1/0/1] undo port link-type
[S1-GE1/0/1] undo portswitch
[S1-GE1/0/1] quit

[S1] display interface GE 1/0/1

GE1/0/1 current state : UP (ifindex: 2)

Line protocol current state : DOWN

Description:

Route Port,The Maximum Transmit Unit is 1500,The Maximum Frame Length is 9216
Internet protocol processing : disabled

IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware address is 20df-73f5-44e2
Port Mode: COMMON COPPER, Port Split: -

Speed: 1000, Loopback: NONE
Duplex: FULL, Negotiation: ENABLE
Input Flow-control: DISABLE, Output Flow-control: DISABLE
Mdi: AUTO

[S2] ip pool for_s1

[S2-ip-pool-for_s1] network 192.168.1.0 mask 24

[S2-ip-pool-for_s1] gateway-list 192.168.1.254

[S2-ip-pool-for_s1] static-bind ip-address 192.168.1.253 mac-address 20df-73f5-44e2
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| [S2-ip-pool-for_s1] quit

static-bind s5<$ FA3kIS DHCP Server £BitbiHth ™89 IP ftlit S MAC tbhibH#{T48%E . 20df-
73f5-44e2 FUFIEIIAE R~ S1 A9 GE1/0/1 #:O0/I MAC tbilt, BiBERIXEwS e, BE
S1 £35%5EERY IP ik 192.168.1.253,

12 4 FFR5 S2 GE1/0/1 #2019 DHCP Server Ih&g

[S2] interface GE 1/0/1
[S2-GE1/0/1] dhcp select global
[S2-GE1/0/1] quit

dhcp select global #5< R B ZEOR AL BRI DHCP Server ThEE, ZiEKE]
DHCP Client i53k2Z 5, SEIFTEEBHEEAPERIIRNAIMBIEE, AEoE ] AAtELEZS
DHCP Client,

I8 5 EE DHCP Client

[R1] interface GE 0/0/2
[R1-GEO/0/2] ip address dhcp-alloc
[R1-GE0/0/2] quit

[S1] interface GE 1/0/1
[S1-GE1/0/1] ip address dhcp-alloc
[S1-GE1/0/1] quit

# &ZFE R1IRENAY IP bk

[R1] display ip interface GE 0/0/2
GEOQ/0/2 current state : UP

Line protocol current state : UP

The Maximum Transmit Unit : 1500 bytes
input packets : 0, bytes : 0, multicasts : 0
output packets : 0, bytes : 0, multicasts : 0
Directed-broadcast packets:

received packets: 0, sent packets: 0
forwarded packets: 0, dropped packets: 0
ARP packet input number: 0
Request packet: 0
Reply packet: 0
Unknown packet: 0

Internet Address is allocated by DHCP, 10.0.12.105/24
Broadcast address : 0.0.0.0

TTL being 1 packet number: 0

TTL invalid packet number: 0

ICMP packet input number: 0
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Echo reply: 0
Unreachable: 0
Source quench: 0
Routing redirect: 0
Echo request: 0
Router advert: 0
Router solicit: 0
Time exceed: 0
IP header bad: 0
Timestamp request:

Timestamp reply: 0
Information request:

Information reply: 0
Netmask request: 0
Netmask reply: 0
Unknown type: 0

5931

ALLEZ R1 FREXEY IP #BHEE 10.0.12.105/24
EE: R1IREXAY IP AL RBEN D ECHY, ARSEEIMEERAE .

# BZE R1 GE0/0/2 #ZEORFEAEE

[R1] display dhcp client interface GE 0/0/2

DHCP client lease information on interface GE0/0/2 :
Current machine state : Bound
Internet address assigned via : DHCP

Physical address : b0c7-8733-d661

IP address :10.0.12.105

Subnet mask : 255.255.255.0
Gateway ip address :10.0.12.254

DHCP server :10.0.12.254

Lease obtained at : XXXX-03-06 04:36:00
Lease expires at : XXXX-03-08 06:36:00
Lease renews at 1 XXXX-03-07 05:36:00
Lease rebinds at : XXXX-03-08 00:21:00
DNS :10.0.12.254
Request option list 13615283344 121184
Class identifier : huawei AR5710-S8T2XE
Client identifier : b0c7-8733-d661

ALEEIBRERD 2 X 2 /Y, B DNS #it)5 10.0.12.254,

# BE R1 BBEE

[R1] display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route
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Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 OPR 60 O D 10.0.12.254 GEO0/0/2
10.0.12.0/24 Direct 0 0 D 10.0.12.105 GEO0/0/2
10.0.12.105/32 Direct 0 0 D 127.0.0.1 GEO0/0/2
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/2
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32  Direct 0 0 D 127.0.0.1 InLoopBack0

AJLAERI—RBEIEH, HMYEEELN OPR, thXL5EHR 60, T—HkE@MX, DHCP iRSS
& FRAYIREIEEAJI OPR B8H ( Open Programming Route ) , ERUIALSESRA 60, BIa<
dhcp client default-route preference ATLUEHBGZERE B B4R

# &ZE DHCP Server ittt for_r1 E438HY IP ik

[S2] display ip pool name for_r1 used

Pool-name : for_r1
Pool-No :0
Lease : 2 Days 2 Hours 0 Minutes

Domain-name T -

DNS-server0 :10.0.12.254
NBNS-server0 D -
Netbios-type D -
Position : Local
Status : Unlocked
Gateway-0 :10.0.12.254
Network :10.0.12.0
Mask : 255.255.255.0
VPN instance D=
Logging : Disable
Conflicted address recycle interval: -
Address Statistic: Total :253 Used 21
Idle 252 Expired 0
Conflict 0 Disabled :0
Network section
Start End Total Used Idle(Expired) Conflict Disabled
10.0.12.1 10.0.12.254 253 1 252(0) 0 0

Client-ID format as follows:
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DHCP : mac-address
IPSec : user-id/portnumber/vrf
SSL-VPN : user-id/session-id

Index IP Client-ID Type Left Status

104 10.0.12.105 b0c7-8733-d661 DHCP 179263 Used

ATLAEZ DHCP Server HFEZRY IP it FE2E R1 FREXHY IP bk,

# BE S1IKEYAY IP Hitit

[S1] display ip interface GE 1/0/1

GE1/0/1 current state : UP

Line protocol current state : DOWN

The Maximum Transmit Unit : 1500 bytes
input packets : 0, bytes : 0, multicasts : 0
output packets : 0, bytes : 0, multicasts : 0
Directed-broadcast packets:

received packets: 0, sent packets: 0
forwarded packets: 0, dropped packets: 0
ARP packet input number: 0
Request packet: 0
Reply packet: 0
Unknown packet: 0

Internet protocol processing : disabled
Broadcast address : 0.0.0.0

TTL being 1 packet number: 0

TTL invalid packet number: 0

ICMP packet input number: 0
Echo reply: 0
Unreachable:

Source quench:

Routing redirect: 0
Echo request: 0
Router advert: 0
Router solicit: 0
Time exceed: 0
IP header bad: 0
Timestamp request: 0
Timestamp reply: 0
Information request: 0
Information reply: 0
Netmask request: 0
Netmask reply: 0

Unknown type: 0
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ATLAEZF S1 FRFAEN IP #bilt, iX2EA S1 1 DHCP Server Z B E=EM, FItEEIE
DHCP Relay.,

# &ZE DHCP Server ittt for_s1 E45HcHY IP itk

[S2] display ip pool name for_s1 used

Pool-name : for_s1
Pool-No 01
Lease : 1 Days 0 Hours 0 Minutes

Domain-name -
DNS-server0 -
NBNS-server0 -
Netbios-type

Position : Local

Status : Unlocked

Gateway-0 :192.168.1.254

Network :192.168.1.0

Mask : 255.255.255.0

VPN instance D--

Logging : Disable

Conflicted address recycle interval: -

Address Statistic: Total 253 Used A
Idle 252 Expired :0
Conflict :0 Disabled :0

Network section
Start End Total Used Idle(Expired) Conflict Disabled

192.168.1.1  192.168.1.254 253 1 252(0) 0 0

Client-ID format as follows:
DHCP : mac-address
IPSec  : user-id/portnumber/vrf
SSL-VPN : user-id/session-id

Index IP Client-ID Type Left Status

252  192.168.1.253 20df-73f5-44e2 DHCP - Static-bind

TLABZS S1 455ERY P #Efit 192.168.1.253, {B S1 MFIHRIKEFZ IP it

12 6 BB DHCP Relay

# BeE R1, $5%E DHCP Server B IP it
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[R1] interface GE 0/0/1
[R1-GEO/0/1] ip address 192.168.1.254 24

[R1-GEO/0/1] dhcp select relay

dhcp select relay a5 FIskFFia DHCP H4AIhgE,

[R1-GEO/0/1] dhcp relay server-ip 10.0.12.254

[R1-GE0/0/1] quit

dhcp relay server-ip a5 FISRTE DHCP Fhép9iEE ] LEIE DHCP BRSSS8E

# BcE DHCP Server EliX DHCP Relay AI#&H

| [S2] ip route-static 192.168.1.0 24 10.0.12.105

EE BN EY R1 GEO/0/2 2 I3RERRY IP Hhtlk, ARSI, T—HkitbhteTaeR
G

# BZFE S13KEXAY IP bk

[S1] display ip interface GE 1/0/1

GE1/0/1 current state : UP

Line protocol current state : UP

The Maximum Transmit Unit : 1500 bytes
input packets : 0, bytes : 0, multicasts : 0
output packets : 0, bytes : 0, multicasts : 0
Directed-broadcast packets:

received packets: 0, sent packets: 0
forwarded packets: 0, dropped packets: 0
ARP packet input number: 1
Request packet: 0
Reply packet: 1
Unknown packet: 0

Internet Address is allocated by DHCP, 192.168.1.253/24
Broadcast address : 0.0.0.0

TTL being 1 packet number: 0

TTL invalid packet number: 0

ICMP packet input number: 0
Echo reply: 0
Unreachable: 0
Source quench: 0
Routing redirect: 0
Echo request: 0
Router advert: 0
Router solicit: 0
Time exceed: 0
IP header bad: 0

Timestamp request: 0
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Timestamp reply: 0
Information request: 0
Information reply: 0
Netmask request: 0
Netmask reply: 0
Unknown type: 0

55981

BJLAEE S1 S3KEXE! IP ik 192.168.1.253/24,

# BE ST RAE

[S1] display ip routing-table

Proto: Protocol Pre: Preference

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 8 Routes : 8
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 OPR 60 O D 192.168.1.254 GE1/0/1
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBackO
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBackO
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
192.168.1.0/24 Direct 0 0 D 192.168.1.253 GE1/0/1
192.168.1.253/32 Direct 0 0 D 127.0.0.1 GE1/0/1
192.168.1.255/32 Direct 0 0 D 127.0.0.1 GE1/0/1
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

AJLIEER S1 ERB—FIERIMKXRYREEH .

# IEIF S1 ZiX DHCP Server BOEEIE

[S1] ping 10.0.12.254
PING 10.0.12.254: 56 data bytes, press CTRL_C to break
Reply from 10.0.12.254: bytes=56 Sequence=1 ttl=253 time=1 ms
Reply from 10.0.12.254: bytes=56 Sequence=2 ttl=253 time=1 ms
Reply from 10.0.12.254: bytes=56 Sequence=3 ttl=253 time=1 ms
Reply from 10.0.12.254: bytes=56 Sequence=4 ttl=253 time=1 ms
Reply from 10.0.12.254: bytes=56 Sequence=5 ttl=253 time=1 ms

--- 10.0.12.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

ALAEER S1 24&a7LAi51a) DHCP Server,
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713 ELES®E
7.3.1 S1 B9BCE

55991

sysname S1

#

dhcp enable

#

interface GE1/0/1
undo portswitch
ip address dhcp-alloc

#

7.32 R1 YEcE

sysname R1
#
dhcp enable
#
interface GE0O/0/1
ip address 192.168.1.254 255.255.255.0
dhcp select relay
dhcp relay server-ip 10.0.12.254
#
interface GE0/0/2
ip address dhcp-alloc
#

7.3.3 S2 &

sysname S2
#
ip pool for_r1
network 10.0.12.0 mask 255.255.255.0
dns-list 10.0.12.254
gateway-list 10.0.12.254
lease day 2 hour 2 minute 0
#
ip pool for_s1
network 192.168.1.0 mask 255.255.255.0
gateway-list 192.168.1.254
static-bind ip-address 192.168.1.253 mac-address 20df-73f5-44e2
#
dhcp enable
#
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interface GE1/0/1
undo portswitch
ip address 10.0.12.254 255.255.255.0
dhcp select global
#
interface GE1/0/10
shutdown
port link-type access
#
interface GE1/0/11
shutdown
port link-type access
#
interface GE1/0/12
shutdown
port link-type access
#
interface GE1/0/13
shutdown
port link-type access
#
interface GE1/0/14
shutdown
port link-type access
#
ip route-static 192.168.1.0 255.255.255.0 10.0.12.105

7.4 BEW

1. £RthbthFiiEONStRI N SR AR ER?

&= EOihbtiEAEFHa0iE0O R4S DHCP Client it S5i20O0R—MEZRY IP iBHtAIFS .

2FHhEETLA%E DHCP Client S ECSZEORIMEZRY IP ik, BaJLASBELARIMERAY IP #Eit
( DHCP shé¥£HK )

2. ABEZ 2B, MafaEIZLE DHCP Client SEH— 2Bttt B aTitHE?
TR TR EREEEtbthERSEOR MR, RIFZIEEIRERY
SHHITHE. BP#ER: REPUMERINE, EFREEEIIREHAERMERRILT
b, IRIEZIETIR B RIS HRITHEC.
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OSPF BoELE
8.1 SCEG /4R

8.1.1 XF AL

OSPF ( Open Shortest Path First, FEUERIZHEME ) 2 IETF BLFEH—NEFHERIK
SHY IGP ( Interior Gateway Protocol, PIERMIEIMNY ) . BEIEtR IPv4 tXERRIE OSPF
Version 2 ( RFC2328 ) ; OSPF {EAETFHEEINSAIMY, BBLATA:

OSPF KRB IR IRS , XFERILURID I E EARIETT OSPF IR EEAIRANN .
OSPF #FFRBIH R .
OSPF ZHFXIEM A TRAE D1
OSPF SZHHRITAILE
T OSPF EBLA L, {#15 OSPF {EAMFHINE MR RIEESFH T ZEA.
AL EI R E R XK OSPF, #HEIFRIPHE OSPF EARESRIE,

8.1.2 LI HAY
o E4E OSPF IEAREEMHS
o EFRUMUEZE OSPF RIEITRE
o  ERUMAET Cost =% OSPF %
o E1E OSPF R ENAKERISGIE
o EiE OSPFINERESE
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8.1.3 SCISAM /4B

R1

GE0/0/1
10.0.12.2/24

GE0/0/2
0.0.23.2/24

GE1/0/1
10.0.12.1/24

GE1/0/1
10.0.23.3/24
10.0.13.1/24 10.013.3/24 (G GE1/0/1
29 GE1/0/10 GE1/0/10

E8-1 OSPF EZEsCIGiAH

814*L%§

. S2 #HRZEMEIIMKIRE, MEFEET OSPF shSEEHRIMY, SRELIIXLEMLE
ZIET.IE’JE

8.2 LIS ECE

8.2.1 FcERB I
1. @UiE OSPF #HIEFHERERZOIAT OSPF IhaE
2. P& OSPFIAIE
3. @Y OSPF &#BMAIZH
4 1I3{E4 Cost {E3ZHI OSPF iERE

\

822 BcEXZE

FIR 1 RS

# IREBED
B o

# RAERRYRO
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[S1] interface GE 1/0/11
[S1-GE1/0/11] shutdown
[S1-GE1/0/11] quit
[S1] interface GE 1/0/12
[S1-GE1/0/12] shutdown
[S1-GE1/0/12] quit
[S1] interface GE 1/0/13
[S1-GE1/0/13] shutdown
[S1-GE1/0/13] quit
[S1] interface GE 1/0/14
[S1-GE1/0/14] shutdown
[S1-GE1/0/14] quit

[S2] interface GE 1/0/11
[S2-GE1/0/11] shutdown
[S2-GE1/0/11] quit
[S2] interface GE 1/0/12
[S2-GE1/0/12] shutdown
[S2-GE1/0/12] quit
[S2] interface GE 1/0/13
[S2-GE1/0/13] shutdown
[S2-GE1/0/13] quit
[S2] interface GE 1/0/14
[S2-GE1/0/14] shutdown
[S2-GE1/0/14] quit

# EOVIACECE

[R1] interface GE 0/0/1
[R1-GEO/0/1] undo portswitch
[R1-GEO/0/1] quit

[R1] interface GE 0/0/2
[R1-GEO/0/2] undo portswitch
[R1-GEO0/0/2] quit

[S1] interface GE 1/0/1
[S1-GE1/0/1] undo port link-type
[S1-GE1/0/1] undo portswitch
[S1-GE1/0/1] quit

[S1] interface GE 1/0/10
[S1-GE1/0/10] undo port link-type
[S1-GE1/0/10] undo portswitch
[S1-GE1/0/10] quit

[S2] interface GE 1/0/1
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[S2-GE1/0/1] undo port link-type
[S2-GE1/0/1] undo portswitch
[S2-GE1/0/1] quit

[S2] interface GE 1/0/10
[S2-GE1/0/10] undo port link-type
[S2-GE1/0/10] undo portswitch
[S2-GE1/0/10] quit

104

L8] 2 EEEYIEEON P bt
# IR RECEMEIRSYIEZCIAY IP it

#=8-1 1g=ipIEEO 1P

PRI 0O IP Address/Mask
GEO0/0/1 10.0.12.2/24
i GEO0/0/2 10.0.23.2/24
GE1/0/1 10.0.12.1/24
g GE1/0/10 10.0.13.1/24
GE1/0/1 10.0.23.3/24
> GE1/0/10 10.0.13.3/24

[R1] interface GEO/0/1

[R1-GEO/0/1] ip address 10.0.12.2 24
[R1-GEO/0/1] quit

[R1] interface GEO/0/2

[R1-GEO/0/2] ip address 10.0.23.2 24
[R1-GE0/0/2] quit

[S1] interface GE1/0/1

[S1-GE1/0/1] ip address 10.0.12.1 24
[S1-GE1/0/1] quit

[S1] interface GE1/0/10
[S1-GE1/0/10] ip address 10.0.13.1 24
[S1-GE1/0/10] quit

[S2] interface GE1/0/1

[S2-GE1/0/1] ip address 10.0.23.3 24
[S2-GE1/0/1] quit

[S2] interface GE1/0/10
[S2-GE1/0/10] ip address 10.0.13.3 24
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| [S2-GE1/0/10] quit

# {£A Ping TEN{EE M

[R1] ping 10.0.12.1
PING 10.0.12.1: 56 data bytes, press CTRL_C to break
Reply from 10.0.12.1: bytes=56 Sequence=1 ttl=254 time=11 ms
Reply from 10.0.12.1: bytes=56 Sequence=2 ttl=254 time=9 ms
Reply from 10.0.12.1: bytes=56 Sequence=3 ttl=254 time=11 ms
Reply from 10.0.12.1: bytes=56 Sequence=4 ttl=254 time=9 ms
Reply from 10.0.12.1: bytes=56 Sequence=5 ttl=254 time=9 ms

--- 10.0.12.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 9/9/11 ms

[R1] ping 10.0.23.3
PING 10.0.23.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.23.3: bytes=56 Sequence=1 ttl=254 time=11 ms
Reply from 10.0.23.3: bytes=56 Sequence=2 ttl=254 time=7 ms
Reply from 10.0.23.3: bytes=56 Sequence=3 ttl=254 time=11 ms
Reply from 10.0.23.3: bytes=56 Sequence=4 ttl=254 time=10 ms
Reply from 10.0.23.3: bytes=56 Sequence=5 ttl=254 time=8 ms

--- 10.0.23.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 7/9/11 ms

IR 3 GIEEFHECE LoopBack #21
# REBTRACEIRERY LoopBack £

%=8-2 LoopBack #[1 IP

= 0O IP Address/Mask
R1 LoopBackO 10.0.2.2/32
S1 LoopBackO 10.0.1.1/32
S2 LoopBackO 10.0.3.3/32
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LoopBack OB FRE LANEIEREO, BiEEOSIEEBLIHIRIGINEEEIE LA F
. EEEIEEEAEO .. LoopBack #EOCIZEEIRIFF T XFAi%iEO, BN LoopBack
EOERIRSIICIRES Kz F UP RS, —iRIER T, LoopBack #ZfEM 32 fii&
3. M LoopBack EO—MRBUTERY:

1. EAMZREREERBIL
2. (ERZEOMIHE NI ATHNYAT Router 1D,
3. HUiEsMEIRMIMEE.

[R1] interface LoopBackO
[R1-LoopBack0] ip address 10.0.2.2 32
[R1-LoopBack0] quit

[S1] interface LoopBack0
[S1-LoopBack0] ip address 10.0.1.1 32
[S1-LoopBack0] quit

[S2] interface LoopBackO
[S2-LoopBack0] ip address 10.0.3.3 32
[S2-LoopBack0] quit

# MifE LoopBack O Z BIRNEE M

[R1] ping -a 10.0.2.2 10.0.1.1
PING 10.0.1.1: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 10.0.1.1 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

LERTERTF R1 _Ei8BRNXIZBRY IP AOBEHESE, FRLAEX Ping &,

I 4 52p OSPF EAES

# Gl OSPF i#71g

| [R1] ospf 1
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B2 OSPF HIZ2ECES OSPF MY BXSHNBEEL R .. OSPF XiFZ g, ERA—BIRE
EAILLUEITZANARER OSPF #iE, SIZBEARME, KL, R OSPF ;&kZ@E’JEﬂ
X ERSTAREHEIMY Z EEERE . AJLTECIE OSPF #HiZiisE , BE
E, MAHES 1,

# EUE OSPF XigF{EREAMNAYEN

[R1-ospf-1] area O

area ap S FAKEIE OSPF X1, Frit N\ OSPF XIFARE .

[R1-ospf-1-area-0.0.0.0] network 10.0.12.2 0.0.0.255
[R1-ospf-1-area-0.0.0.0] network 10.0.23.2 0.0.0.255
[R1-ospf-1-area-0.0.0.0] network 10.0.2.2 0.0.0.0
[R1-o0spf-1-area-0.0.0.0] quit

[R1-0spf-1] quit

network network-address wildcard-mask FAR}EREIZTT OSPF tYAYEO . iHE FEME
4, OSPF f{ 7 gefERz 0 LiztT

1. O/ IP #EHHERBIKE>network S<$ RREIBKE.

2. EOBY IP I AJRTE network S IEEHIMESEEZ A o

AT = MEOERHAERE, RYETXIE 0,

[S1] ospf

Warning: If router-id is not specified, the router ID may change after the restart or a router ID conflict
may occur.

[S1-ospf-1] area O

[S1-ospf-1-area-0.0.0.0] network 10.0.12.1 0.0.0.0

[S1-ospf-1-area-0.0.0.0] network 10.0.13.1 0.0.0.0

[S1-ospf-1-area-0.0.0.0] network 10.0.1.1 0.0.0.0

[S1-ospf-1-area-0.0.0.0] quit

[S1-ospf-1] quit

Y4 network s SECERY wildcard-mask £ 0 BT, MNSREORY IP iS5 network-address Bt
B9 IP HBhtiEE, MitkiEOHEIE!T OSPF MY .

[S2] ospf

Warning: If router-id is not specified, the router ID may change after the restart or a router ID conflict
may occur.

[S2-ospf-1] area O

[S2-ospf-1-area-0.0.0.0] network 10.0.13.3 0.0.0.0

[S2-ospf-1-area-0.0.0.0] network 10.0.23.3 0.0.0.0

[S2-ospf-1-area-0.0.0.0] network 10.0.3.3 0.0.0.0

[S2-ospf-1-area-0.0.0.0] quit

[S2-ospf-1] quit
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LI, 5 &E OSPFIRE

# BE& OSPF $B/E

[R1] display ospf peer
OSPF Process 1 with Router ID 10.0.12.2
Area 0.0.0.0 interface 10.0.12.2 (GEO/0/1)'s neighbors

Router ID: 10.0.12.1 Address : 10.0.12.1

State : Full Mode : Nbr is Slave Priority: 1

DR :10.0.12.2 BDR :10.0.12.1 MTU :0
Dead timer due (in seconds) : 35

Retrans timer interval :5

Neighbor up time : 00h02m13s

Neighbor up time stamp : XXXX-XX-XX 11:46:41

Authentication Sequence :0

Area 0.0.0.0 interface 10.0.23.2 (GEO/0/2)'s neighbors

Router ID: 10.0.23.3 Address : 10.0.23.3

State : Full Mode : Nbr is Master Priority: 1
DR :10.0.23.2 BDR :10.0.23.3 MTU :0
Dead timer due (in seconds) : 34

Retrans timer interval :5

Neighbor up time : 00h00mM47s

Neighbor up time stamp : XXXX-XX-XX 11:48:07

Authentication Sequence :0

display ospf peer i S AR E/R OSPF AEXIFPEIEE . BIESEMEINXIE. BE
Router ID. 4BEIAZS. DR #1BDR HEE,

M H{EE84%0, R1 A9 Router ID 79 10.0.12.2, S1 Y Router ID 39 10.0.12.1, S2 Y Router
ID 9 10.0.23.3, [EAY, BRJLAEZI R1 GEO/0/1 #C0FREMEZRY DR & R1, BDR 2 S1,

RAE: AREISCIGTAESAY DR, BDR. Router ID AIEEARME, iXZEJ9 OSPF Router ID BJLAEEN
BicE, DR %0 BDR piE 23kt 580,

IR 6 (&2 OSPF M£Zi858Y Router ID

# 1824 OSPF M4&i8%%H Router ID 9 LoopBack0 #2[/Y IP tbiit, FEEE OSPF #HiZ(#
Router ID 43K

[R1] ospf 1 router-id 10.0.2.2
Warning: The operation will cause reset OSPF. Continue? [Y/N] :y
[R1-ospf-1] quit

[S1] ospf 1 router-id 10.0.1.1
Warning: The operation will cause reset OSPF. Continue? [Y/N] :y
[S1-ospf-1] quit
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[S2] ospf 1 router-id 10.0.3.3
Warning: The operation will cause reset OSPF. Continue? [Y/N] :y
[S2-ospf-1] quit

# BE& OSPF $B/E

[R1] display ospf peer
OSPF Process 1 with Router ID 10.0.2.2
Area 0.0.0.0 interface 10.0.12.2 (GEO/0/1)'s neighbors

Router ID: 10.0.1.1 Address : 10.0.12.1

State : Full Mode : Nbr is Slave Priority: 1

DR :10.0.12.2 BDR :10.0.12.1 MTU :0
Dead timer due (in seconds) : 36

Retrans timer interval :5

Neighbor up time : 00h00mM38s

Neighbor up time stamp - XXXX-XX-XX 11:53:11

Authentication Sequence :0

Area 0.0.0.0 interface 10.0.23.2 (GEO/0/2)'s neighbors

Router ID: 10.0.3.3 Address : 10.0.23.3

State : Full Mode : Nbr is Master Priority: 1
DR :10.0.23.2 BDR :10.0.23.3 MTU :0
Dead timer due (in seconds) : 37

Retrans timer interval :5

Neighbor up time : 00h00MO9s

Neighbor up time stamp : XXXX-XX-XX 11:53:40

Authentication Sequence :0

BJLAEZE! Router ID B£2F1%1%% LoopBack0 %[ IP #Bit#ERE] .

# BE P IEHFRFH OSPF ZJZIRYIRH

[R1] display ip routing-table protocol ospf
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route
_public_ Routing Table : OSPF
Destinations : 6 Routes : 7

OSPF routing table status : <Active>

Destinations : 3 Routes : 4
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 OSPF 10 1 D 10.0.12.1 GEO0/0/1
10.0.3.3/32 OSPF 10 1 D 10.0.233 GE0/0/2

10.0.13.0/24 OSPF 10 2 D 10.0.233 GEO0/0/2
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OSPF 10 2 D 10.0.121 GE0/0/1

OSPF routing table status : <Inactive>

Destinations : 3 Routes : 3
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.2.2/32 OSPF 0 0 10.0.2.2 LoopBackO
10.0.12.0/24 OSPF 10 1 10.0.12.2 GEO0/0/1
10.0.23.0/24 OSPF 10 1 10.0.23.2 GEO/0/2

MEIEERATLAERIE 3 52 OSPF IRHEMA IP BE%R, HP 10.0.13.0/24 BFEEMER
A, XZ2FEA R1 BT S1 5¢& S2 #FaILAFIAIZMEE . R1 EiX S1 70 S2 TAEIO#BHEAY Cost (B
R, BEOYIEEEO.

Itb5h, B 3 5% OSPF BREALTF Inactive K7, FEERIX=RIRHNZOGS P HltEF4%
NEEERER, RABREERNERES, EIHX=2% OSPF IRHAFREMANIERZE.

IR 7 FELE OSPF IAIE

# £ R1 EECERIIAILE

[R1] interface GEO/0/1
[R1-GEO/0/1] ospf authentication-mode hmac-sha256 1 cipher HCIA-Datacom
[R1-GEO0/0/1] quit
[R1] interface GE 0/0/2
[R1-GEO/0/2] ospf authentication-mode hmac-sha256 1 cipher HCIA-Datacom
[R1-GEO/0/2] display this
#
interface GE0/0/2
ip address 10.0.23.2 255.255.255.0
ospf authentication-mode hmac-sha256 1

cipher %+%##!1IIIIIIIXIY871>Czw!0J345&&, YP*U% C,a@@'GL} TD!!2jp5HTH=1UAS> %) f#G9lyb:JK
M|W'0jav3[$}ZQ[b>r:!1111%+%#

#

return

[R1-GE0/0/2] quit

HATF cipher 2N ASEE, FILIBEFRENUEYERXERAS,

# FH—=, BEEIRINBERE

[R1] display ospf peer brief

HTFHEMERSEEREEIANLE, MLUAERNEY, TBE.

# BLE S1 _ERYZECHAE

[S1] interface GE 1/0/1
[S1-GE1/0/1] ospf authentication-mode hmac-sha256 1 cipher HCIA-Datacom
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[S1-GE1/0/1] quit

[S1] interface GE 1/0/10

[S1-GE1/0/10] ospf authentication-mode hmac-sha256 1 cipher HCIA-Datacom
[S1-GE1/0/10] quit

F11131

# BE S1 PEIRE

[S1] display ospf peer

(M) Indicates MADJ neighbor

OSPF Process 1 with Router ID 10.0.1.1
Area 0.0.0.0 interface 10.0.12.1 (GE1/0/1)'s neighbors

Router ID: 10.0.2.2 Address : 10.0.12.2

State : Full Mode : Nbr is Master Priority: 1
DR :10.0.12.2 BDR :10.0.12.1 MTU :0
Dead timer due (in seconds) : 35

Retrans timer interval :5

Neighbor up time : 00h00mM34s

Neighbor up time stamp - XXXX-XX-XX 09:23:33

Authentication Sequence 11013

AT S1 EL&F0 R1 B 8MEXR,

# £ S2 ERCERXIZIAIE

[S2] ospf

[S2-ospf-1] area O

[S2-ospf-1-area-0.0.0.0] authentication-mode hmac-sha256 1 cipher HCIA-Datacom
[S2-o0spf-1-area-0.0.0.0] quit

[S2-ospf-1] quit

# BF S2 RIS

[S2] display ospf peer brief

(M) Indicates MADJ neighbor

OSPF Process 1 with Router ID 10.0.3.3
Peer Statistic Information
Total number of peer(s): 2
Peer(s) in full state: 2

Area Id Interface Neighbor id State
0.0.0.0 GE1/0/1 10.0.2.2 Full
0.0.0.0 GE1/0/10 10.0.1.1 Full
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LERT S2 242F01 R1. S1 EII4BIEXR . 1588 OSPF I NES KIS AN RE 2 7S
£&HY9 OSPF M 5L OSPF R3O

IR 8 RIZ R AMSEO, 7R LBEIARS
# R LIBEBUARH

[R1] ospf
[R1-ospf-1] default-route-advertise always
[R1-ospf-1] quit

default-route-advertise a5 FISRIGEOAIS B HEIEE OSPF Xig, WIRIZBEE always
S, AHEEHEFRDVREFEIEAR OSPF HIZRIZNAR AR, FEEHEMERE LB
. M, AEREESDREBIAEE, FRLAEZEEIN always 2%,

# BESIS5S2 Y IPREE

[S1] display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 15 Routes : 16
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.0.0/0 O_ASE 150 1 D 10.0.12.2 GE1/0/1
10.0.1.1/32 Direct 0 0 D 127.0.01 LoopBack0
10.0.2.2/32 OSPF 10 1 D 10.0.12.2 GE1/0/1
10.0.3.3/32 OSPF 10 1 D 10.0.133 GE1/0/10
10.0.12.0/24 Direct 0 0 D 10.0.121 GE1/0/1
10.0.12.1/32 Direct 0 0 D 127.0.0.1 GE1/0/1
10.0.12.255/32 Direct 0 0 D 127.0.0.1 GE1/0/1
10.0.13.0/24 Direct 0 0 D 10.0.13.1 GE1/0/10
10.0.13.1/32 Direct 0 0 D 127.0.0.1 GE1/0/10
10.0.13.255/32 Direct 0 0 D 127.0.0.1 GE1/0/10
10.0.23.0/24 OSPF 10 2 D 10.0.133 GE1/0/10
OSPF 10 2 D 10.0.12.2 GE1/0/1
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBackO0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

[S2] display ip routing-table
Proto: Protocol Pre: Preference
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route
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Routing Table : _public_
Destinations : 15 Routes : 16
Destination/Mask Proto Pre Cost Flags NextHop Interface
0.0.00/0 O_ASE 150 1 D 10.0.23.2 GE1/0/1
10.0.1.1/32 OSPF 10 1 D 10.0.13.1 GE1/0/10
10.0.2.2/32 OSPF 10 1 D 10.0.23.2 GE1/0/1
10.0.3.3/32 Direct 0 0 D 127.0.0.1 LoopBackO
10.0.12.0/24 OSPF 10 2 D 10.0.13.1 GE1/0/10
OSPF 10 2 D 10.0.23.2 GE1/0/1
10.0.13.0/24 Direct 0 0 D 10.0.13.3 GE1/0/10
10.0.13.3/32 Direct 0 0 D 127.0.0.1 GE1/0/10
10.0.13.255/32 Direct 0 0 D 127.0.0.1 GE1/0/10
10.0.23.0/24 Direct 0 0 D 10.0.233 GE1/0/1
10.0.23.3/32 Direct 0 0 D 127.0.0.1 GE1/0/1
10.0.23.255/32 Direct 0 0 D 127.0.0.1 GE1/0/1
127.0.0.0/8 Direct 0 0 D 127.0.01 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0

S1. S2 BEEZFIFEIAIEH

LI 9 BidIEH R1 HER#EOAY Cost {H, {85 R1 A9 LoopBack0 &I R1 -> S1 -> S2 (9
2

8121518 S2 B9 LoopBacko [

# M R1RIERERZRAZN, R1 @ R1 -> S2 AUEKIZIAIE) S2 LoopBack0 #EORIIEEFHA 1,

BRE(E R -> S2 RUBRERFFEEAT 2 BIAEl,

[R1] interface GE 0/0/2
[R1-GEO/0/2] ospf cost 10
[R1-GE0/0/2] quit

# BE R PIKHEE

[R1] display ip routing-table
Proto: Protocol Pre: Preference

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 14 Routes : 14
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 OSPF 10 1 D 10.0.121 GE0/0/1
10.0.2.2/32 Direct 0 0 D 127.0.0.1 LoopBackO
10.0.3.3/32 OSPF 10 2 D 10.0.12.1 GEO0/0/1
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10.0.12.0/24 Direct 0 0 D 10.0.12.2 GEO0/0/1
10.0.12.2/32 Direct 0 D 127.0.0.1 GEO0/0/1

10.0.12.255/32 Direct 0 0 D 127.0.0.1 GEO0/0/1
10.0.13.0/24 OSPF 10 2 D 10.0.12.1 GEO0/0/1
10.0.23.0/24 Direct 0 0 D 10.0.23.2 GEO0/0/2
10.0.23.2/32 Direct 0 0 D 127.0.0.1 GE0/0/2
10.0.23.255/32 Direct 0 0 D 127.0.0.1 GEO/0/2
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBack0
255.255.255.255/32 Direct 0 0 D 127.0.0.1 InLoopBackO0

1At R1 3518 S2 LoopBack0 O T~—&kA S1.

# 3@BiT Tracert 5SI8IE

[R1] tracert -a 10.0.2.2 10.0.3.3

traceroute to 10.0.3.3(10.0.3.3), max hops: 64, packet length: 40, press CTRL_C to break
110.0.12.1 11 ms 10ms 10 ms

210.0.3310ms 12ms 10 ms

8.3 Z55RIGIE

BEETRIELATRS:
1. @8J Ping IR EIRESZIEO ZERNEEM
2. B XREOGNEIRGE, EERERNTW.

8.4 FLES®E
8.4.1 R1 B9fcE

sysname R1
#
interface GE0O/0/1
ip address 10.0.12.2 255.255.255.0
ospf authentication-mode hmac-sha256 1 cipher HCIA-Datacom
#
interface GE0/0/2
ip address 10.0.23.2 255.255.255.0
ospf authentication-mode hmac-sha256 1 cipher HCIA-Datacom
ospf cost 10




W

- Sris
HUAWEI HCIA-Datacom V2.0 SC3G3FEAR

#
interface LoopBackO
ip address 10.0.2.2 255.255.255.255
#
ospf 1 router-id 10.0.2.2
default-route-advertise always
area 0.0.0.0
network 10.0.2.2 0.0.0.0
network 10.0.12.0 0.0.0.255
network 10.0.23.0 0.0.0.255
#

%1153

8.4.2 S1 A&

sysname S1
#
interface GE1/0/1
undo portswitch
ip address 10.0.12.1 255.255.255.0
ospf authentication-mode hmac-sha256 1 cipher HCIA-Datacom
#
interface GE1/0/10
undo portswitch
ip address 10.0.13.1 255.255.255.0
ospf authentication-mode hmac-sha256 1 cipher HCIA-Datacom
#
interface GE1/0/11
shutdown
port link-type access
#
interface GE1/0/12
shutdown
port link-type access
#
interface GE1/0/13
shutdown
port link-type access
#
interface GE1/0/14
shutdown
port link-type access
#
interface LoopBackO
ip address 10.0.1.1 255.255.255.255
#
ospf 1 router-id 10.0.1.1
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area 0.0.0.0
network 10.0.1.1 0.0.0.0
network 10.0.12.1 0.0.0.0
network 10.0.13.1 0.0.0.0
#

%1161

8.4.3 S2 UFCE

syshname S2
#
interface GE1/0/1
undo portswitch
ip address 10.0.23.3 255.255.255.0
#
interface GE1/0/10
undo portswitch
ip address 10.0.13.3 255.255.255.0
#
interface GE1/0/11
shutdown
port link-type access
#
interface GE1/0/12
shutdown
port link-type access
#
interface GE1/0/13
shutdown
port link-type access
#
interface GE1/0/14
shutdown
port link-type access
#
interface LoopBackO
ip address 10.0.3.3 255.255.255.255
#
ospf 1 router-id 10.0.3.3
area 0.0.0.0
authentication-mode hmac-sha256 1 cipher HCIA-Datacom
network 10.0.3.3 0.0.0.0
network 10.0.13.3 0.0.0.0
network 10.0.23.3 0.0.0.0
#
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8.5 BE

1. £ o, S2[EE R1 AY ICMP IR R AEN? dEBE—TRE.

Z22: S2 [@E R1 BUIRRE: S2 -> R1., OSPF i+ERAEAT, KIEMEEOHAMEAY Cost 2
DO

=>H
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|Pv6 Ml BB SCIG

0.1 LIENA
9.1.1 XFALLG

IPv6 ( Internet Protocol Version 6 ) t##R A IPng ( IP Next Generation ) , B IETF
(Internet Engineering Task Force, Internet TF2{E534H ) i21HHI—EMTE, 2 IPV4 I T~—

XhRAS
HEELETF IPv4, IPv6 BB
IEF BRI LEZSE)
=Y/REA: Shuhil e
FIEGEEEE
EIRIIR S ELED
TR
weantt
1#438A9 QoS 43S
AERBIIEE— IPv6 M4, HBIERTE IPve NEARFRIEFMUAE

9.1.2 LIS EHARY
o IZEESZ IPv6 HBUAIECE &
o E4E IPv6 BIRSHEIECE A
o IZEE IPv6 B SIRHRIECE /A
o ZEEIPV6IEXEEEELE




S

sIg
HUAWEI HCIA-Datacom V2.0 SE3&3FAR $£1191
1A ANY7D
0.1.3 SLIGZAM 1 M4A
S1 R1 S2
GE1/0/1 GE0/0/1 -GED/O/Z GE1/0/1
2000:12::2/64 C 2000:23:1/64 2000:23:2/64
SLAAC 2000:2/128

E]9-1 IPv6 HhFCESCISIAH

1. R1 AR MEOORAERRS IPve B E S E.
2. S1H9GE1/0/1 #EOXRBLIRSHIEE .
3. S13KEX IPv6 HEtEfFRTLARO S2 LoopBack0 #OEHIRE

0.14 LI E=

R EEERE IPv6 SLIMEE, FEXSRNSTRIMSBIREHITHIE

9.2 SLIMFSEBECE

9.2.1 BeERBEK
1. BB IPv6 et
2. FgE IPv6 TR ED
3. ELE IPv6 IR

0.2.2 BeELTE

£ 1 FEeEREO IPv6 IhBE

# {ERekEEORY IPv6 THAE

[S1] interface GE 1/0/1
[S1-GE1/0/1] undo port link-type
[S1-GE1/0/1] undo portswitch
[S1-GE1/0/1] ipv6 enable
[S1-GE1/0/1] quit

ipv6 enable d5<> FAsRTERE L{FRE IPv6 TIRE.
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[R1] interface GE 0/0/1
[R1-GEO/0/1] undo portswitch
[R1-GEO/0/1] ipv6 enable
[R1-GEO/0/1] quit

[R1] interface GE 0/0/2
[R1-GEO/0/2] undo portswitch
[R1-GEO0/0/2] ipv6 enable
[R1-GE0/0/2] quit

[S2] interface GE 1/0/1
[S2-GE1/0/1] undo port link-type
[S2-GE1/0/1] undo portswitch
[S2-GE1/0/1] ipv6 enable
[S2-GE1/0/1] quit

IR 2 FREEORY link-local HEhE, FERK
# BeEEOBIER link-local ik

[S1] interface GE 1/0/1
[S1-GE1/0/1] ipv6 address auto link-local
[S1-GE1/0/1] quit

ipv6 address auto link-local &< Ak 93 OB & B s A BERE A ittt

BMEOREE M ERA ML, 7R ERA bt hss, HEFERERAIbIAIE
NS, JEORET IPv6 SIRPEILE, EISBIEREIRA b

[R1] interface GE 0/0/1

[R1-GEO/0/1] ipv6 address auto link-local
[R1-GEO/0/1] quit

[R1] interface GE 0/0/2

[R1-GEO/0/2] ipv6 address auto link-local
[R1-GE0/0/2] quit

[S2] interface GE 1/0/1
[S2-GE1/0/1] ipv6 address auto link-local
[S2-GE1/0/1] quit

# BEEON IPv6 IKHER, FidiEEME

[S1] display ipv6 interface GE 1/0/1

GE1/0/1 current state : UP

IPv6 protocol current state : UP

IPv6 is enabled, link-local address is FE80::22DF:7300:2F5:44E2
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No global unicast address configured
Joined group address(es):
FF02::1
FF02::2
FF02::1:FFF5:44E2
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND NUD is enabled, number of NUD attempts: 3
ND NUD interval is 5000 milliseconds
ND reachable time is 1200000 milliseconds
ND stale time is 1200 seconds
ND retransmit interval is 1000 milliseconds
ND RAs are halted
ND Proxy is disabled

$12131

S1 GE1/0/1 ##0#9 link-local Htit 2 FE80:22DF:7300:2F5:44E2,
B8 link-local #Et IS EIER, FELRIMEERARE.

[R1] display ipv6 interface GE 0/0/1

GEO/0/1 current state : UP

IPv6 protocol current state : UP

IPv6 is enabled, link-local address is FE80::B2C7:87FF:FE33:D660

No global unicast address configured
Joined group address(es):
FF02::1
FF02::2
FF02::1:FF33:D660
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND NUD is enabled, number of NUD attempts: 3
ND NUD interval is 5000 milliseconds
ND reachable time is 1200000 milliseconds
ND stale time is 1200 seconds
ND retransmit interval is 1000 milliseconds
ND RAs are halted

R1 GE0/0/1 #£[/Y link-local #Bht2 FE80::B2C7:87FF:FE33:D660,

[R1] display ipv6 interface GE 0/0/2

GEOQ/0/2 current state : UP

IPv6 protocol current state : UP

IPv6 is enabled, link-local address is FE80::B2C7:87FF:FE33:D661

No global unicast address configured
Joined group address(es):

FF02::1

FF02::2

FF02::1:FF33:D661
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MTU is 1500 bytes

ND DAD is enabled, number of DAD attempts: 1
ND NUD is enabled, number of NUD attempts: 3
ND NUD interval is 5000 milliseconds

ND reachable time is 1200000 milliseconds

ND stale time is 1200 seconds

ND retransmit interval is 1000 milliseconds

ND RAs are halted

51221

R1 GEO0/0/2 #MAY link-local i#biit2 FE80::B2C7:87FF:FE33:D661,

[S2] display ipv6 interface GE 1/0/1
GE1/0/1 current state : UP
IPv6 protocol current state : UP
IPv6 is enabled, link-local address is FE80::22DF:7300:2F5:4572
No global unicast address configured
Joined group address(es):
FF02::1
FF02::2
FF02::1:FFF5:4572
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND NUD is enabled, number of NUD attempts: 3
ND NUD interval is 5000 milliseconds
ND reachable time is 1200000 milliseconds
ND stale time is 1200 seconds
ND retransmit interval is 1000 milliseconds
ND RAs are halted
ND Proxy is disabled

S2 GE1/0/1 #0889 link-local it 2 FE80::22DF:7300:2F5:4572,

# Wik S1 5 R1 i&EEHE

[S1] ping ipv6 FE80::B2C7:87FF:FE33:D660 -i GE 1/0/1
PING FE80::B2C7:87FF:FE33:D660 : 56 data bytes, press CTRL_C to break

Reply from FE80::B2C7:87FF:FE33:D660

bytes=56 Sequence=1 hop limit=64 time=13 ms
Reply from FE80::B2C7:87FF:FE33:D660

bytes=56 Sequence=2 hop limit=64 time=2 ms
Reply from FE80::B2C7:87FF:FE33:D660

bytes=56 Sequence=3 hop limit=64 time=10 ms
Reply from FE80::B2C7:87FF:FE33:D660

bytes=56 Sequence=4 hop limit=64 time=4 ms
Reply from FE80::B2C7:87FF:FE33:D660

bytes=56 Sequence=5 hop limit=64 time=7 ms

--- FE80::B2C7:87FF:FE33:D660 ping statistics---
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5 packet(s) transmitted
5 packet(s) received

0.00% packet loss
round-trip min/avg/max=2/7/13 ms

51231

24 Ping A EAY IPV6 tBlE ST link-local HBltRT, WARfgTERIECOIELER IPv6 thilt

TR 3 FREREEEZ IPv6 it

[R1] interface GE 0/0/1

[R1-GEO/0/1] ipv6 address 2000:12::2 64
[R1-GEO/0/1] quit

[R1] interface GE 0/0/2

[R1-GEO0/0/2] ipv6 address 2000:23::1 64
[R1-GE0/0/2] quit

[S2] interface GE 1/0/1

[S2-GE1/0/1] ipv6 address 2000:23::2 64
[S2-GE1/0/1] quit

[S2] interface LoopBack 0
[S2-LoopBack0] ipv6 enable
[S2-LoopBack0] ipv6 address 2000::2 128
[S2-LoopBack0] quit

# 7£ R1 Ping S2 B9$E01 IP Httik

[R1] ping ipv6 2000:23::2
PING 2000:23::2 : 56 data bytes, press CTRL_C to break

Reply from 2000:23::2

bytes=56 Sequence=1 hop limit=63 time=11 ms
Reply from 2000:23::2

bytes=56 Sequence=2 hop limit=63 time=14 ms
Reply from 2000:23::2

bytes=56 Sequence=3 hop limit=63 time=9 ms
Reply from 2000:23::2

bytes=56 Sequence=4 hop limit=63 time=11 ms
Reply from 2000:23::2

bytes=56 Sequence=5 hop limit=63 time=10 ms

--- 2000:23::2 ping statistics---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max=9/11/14 ms

# 7£ R1 &FE GE0/0/2 #Z[RY IPv6 $PEEE
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[R1] display ipv6 neighbors GE 0/0/2

IPv6 Address : 2000:23::2

Link-layer  : 20df-73f5-4572 State : REACH
Interface : GE0/0/2 Age 16
VLAN D - CEVLAN i -
VPN name - Is Router : TRUE
Secure FLAG : UN-SECURE Nickname : -
Source IP

Destination IP: -
VNI - BD D=

Total: 1 Dynamic: 1 Static: 0 Remote: 0

ATLLEZ S2 #O/Y MAC HBiER 20df-73f5-4572, 5 IPv4 i@iT ARP 3£EX MAC it AR,
IPv6 JEiT NS #1 NA IR A TABEIREHY MAC bk,

TR 4 BE S ESTIRESHHIREN IPv6 bt

# EC& S1

[S1] interface GE 1/0/1
[S1-GE1/0/1] ipv6 address auto global default

[S1-GE1/0/1] quit

ipv6 address auto global a5<> FASR{FRETIRSEEILER IPv6 2B ThRE .

ipv6 address auto global default 75$ FIsR{FEREIZ G RA IR IR IPv6 HEHEATREIEH
B T—Hk it RITHAE .

# BCE R1

[R1] interface GE 0/0/1
[R1-GEO/0/1] ipv6 nd ra halt disable
[R1-GEO/0/1] ipv6 nd ra prefix 2000:12::/64 3600 1200

[R1-GE0/0/1] quit

ipv6 nd ra halt disable a5 FSRFIE R A& RA IRIZAYINEE.

ipv6 nd ra prefix 75 FASRECE RA IRXXPRIBISEHER

valid-lifetime {8 ERIZKE BRIBRIFENTE, BYFERTEIATHERSAT on-link K7, 1t
W% ED 3600 . BIETEIZSH, FAFPIKEIR RAIRY, HEIREEEEERENEY .
preferred-lifetime I8 EBIZ FTIRS L BB E MBISRE LRI UHRIFEIEAIEHRE, Lt
RigEJ9 1200 ¥, ENEFENE/NFETERFSATE

# BE S1IKENAY IPv6 itk

| [S1] display ipv6 interface GE 1/0/1
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GE1/0/1 current state : UP
IPv6 protocol current state : UP

Global unicast address(es):
2000:12::22DF:7300:2F5:44E2,

Joined group address(es):
FF02::1
FF02::2
FF02::1:FFF5:44E2

MTU is 1500 bytes

ND NUD interval is 5000 milliseconds

ND stale time is 1200 seconds

ND RAs are halted
ND Proxy is disabled

ND DAD is enabled, number of DAD attempts: 1
ND NUD is enabled, number of NUD attempts: 3

ND reachable time is 1200000 milliseconds

ND retransmit interval is 1000 milliseconds

HCIA-Datacom V2.0 SCIGFERR

IPv6 is enabled, link-local address is FE80::22DF:7300:2F5:44E2

subnet is 2000:12::/64 [SLAAC XXXX-XX-XX 02:22:01 3600S]

51253

S1 ELBENECE T IPv6 itk 2000:12::22DF:7300:2F5:44E2, iblitEy 64 72 R1 BESH980

%, 5 64 (uFNBEIRAEI RS 64 (HEE .

# BE ST R IPv6 IBRHE

[S1] display ipv6 routing-table

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 7 Routes : 7
Destination
NextHop : FE80::B2C7:87FF:FE33:D660
Cost :0
RelayNextHop : ::

Interface : GE1/0/1

Destination ::1

NextHop 2l

Cost :0
RelayNextHop : ::

Interface : InLoopBackO0

Destination ::FFFF:127.0.0.0
NextHop : =:FFFF:127.0.0.1
Cost :0
RelayNextHop : ::

Interface : InLoopBackO0

PrefixLength : O
Preference :64

Protocol :ND
TunnellD : 0x0
Flags :D

PrefixLength : 128
Preference :0

Protocol : Direct
TunnellD : 0x0
Flags :D

PrefixLength : 104
Preference :0

Protocol : Direct
TunnellD : 0x0
Flags :D
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‘ ---- More ----
S1 EBEBEER T B R1 AOSEIRAMIIERTRERREH, IZERHRIER 64, 1YL
8459 ND,

# 1E£ S1 Ping S2 AYTR[EI btk

[S1] ping ipv6 2000::2
PING 2000::2 : 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 2000::2 ping statistics---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss
round-trip min/avg/max=0/0/0 ms

WWASTEIE Ping @, EJ9 R1F0 S2 RiRBEERKA,

I 5 FIE IPv6 B55IEH
# ECE R1 0 S2 R9B5SEREH

| [R1] ipv6 route-static 2000::2 128 2000:23::2

ipv6 route-static Ap S FRECE M IPv6 FESEEH o

| [S2] ipv6 route-static 2000:12:: 64 2000:23::1

# 1aNhEEE

[S1] ping ipv6 2000::2
PING 2000::2 : 56 data bytes, press CTRL_C to break
Reply from 2000::2
bytes=56 Sequence=1 hop limit=62 time=1 ms
Reply from 2000::2
bytes=56 Sequence=2 hop limit=62 time=1 ms
Reply from 2000::2
bytes=56 Sequence=3 hop limit=62 time=1 ms
Reply from 2000::2
bytes=56 Sequence=4 hop limit=62 time=1 ms
Reply from 2000::2
bytes=56 Sequence=5 hop limit=62 time=1 ms
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--- 2000::2 ping statistics---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max=1/1/1 ms

12731

S1 E£&a]LARD S2 YR EIOEHE.

0.3 FcES®

9.3.1 R1 B9EcE

sysname R1
#
interface GE0/0/1
ipv6 enable
ipv6 address 2000:12::2/64
ipv6 address auto link-local
ipv6 nd ra prefix 2000:12::/64 3600 1200
ipv6 nd ra halt disable
#
interface GE0/0/2
ipv6 enable
ipv6 address 2000:23::1/64
ipv6 address auto link-local
#
ipv6 route-static 2000::2 128 2000:23::2

9.3.2 S1 HECE

sysname S1
#
interface GE1/0/1
undo portswitch
ipv6 enable
ipv6 address auto link-local
ipv6 address auto global default
#

9.3.3 S2 ECE

| sysname S2
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#
interface GE1/0/1
undo portswitch
ipv6 enable
ipv6 address 2000:23::2/64
ipv6 address auto link-local
#
interface LoopBackO
ipv6 enable
ipv6 address 2000::2/128
#
ipv6 route-static 2000:12:: 64 2000:23::1

0.4 B=m

1. A AKEE link-local itz [BIREEMRY, HEERZEO?

R AANERS EFEESMEO, EiXEEOE8ET FES0:/10 MER, B IPve ik
79 link-local #BHtRT, TTiRBIERIRARMKELED, FRLAMRISEREO
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1 O ACL BB sCIE

10.1 SCIEN 4R

10.1.1 XFASLIE

ACL ( Access Control List, i5a)iE#I5IZE ) RH—FKSEMNARIES . FHBRN, 2
IBIAMR S LEC AR HINER), XLEERTUARIRSC AR BN . BRIttt OS5,

ACL AR ER—FMRSGIIERE, MURBITIERAYEE . IREETXEMNHITIRLE, L
Tire B4 ERURSE, FRIBN A ACL RNV SSHELRAILLIESREE SR At 1 akfR LEZ R SOEIT o

10.1.2 LG BAY
o ERACLHEERE
o EE ACL EEOTHNARE
o EERESITENELRLR

10.1.3 SCIGZHM T 2R

R1 S2

GE1/0/1 GE0/0/1 GEO/O/2 GE1/0/1 i
10.0.12.1/24 10.0.12.2/24 10.0.23.2/24 10.0.23.3/24 =S !

~
LoopBack1: 10.1.1.1/32

OSPF Area 0

E]10-1 ACL EcEsCESa$h
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10.1.4 L E=

WLEMEFR, S1. R1. S2 Z[EREHANA, S1 _EEIFERNME4EIEO LoopBack0 1
LoopBack1, thiit43%19 10.0.1.1/32 1 10.1.1.1/32,

BT EZE ACL STI S1 Y Loopbak0 #£AJ LA Ping i@ S2 AUEEOMENE, ST AY Loopback1
CA<BE Ping i@

10.2 SCIG{FBBCE

10.2.1 BCE B
1. BCERSS IP bt
2. FgE OSPF, {HISMBIEERNIA
3. BB ACL, LEFERE
4. EERETIE

10.2.2 BL BT I

I BRSSP Huht
# BoE R1. S1#0S2 /Y IP Hbik

[R1] interface GE 0/0/1

[R1-GEO/0/1] undo portswitch
[R1-GEO/0/1] ip address 10.0.12.2 24
[R1-GEO/0/1] quit

[R1] interface GE 0/0/2
[R1-GEO/0/2] undo portswitch
[R1-GEO/0/2] ip address 10.0.23.2 24
[R1-GE0/0/2] quit

[S1] interface GE 1/0/1

[S1-GE1/0/1] undo port link-type
[S1-GE1/0/1] undo portswitch
[S1-GE1/0/1] ip address 10.0.12.1 24
[S1-GE1/0/1] quit

[S1] interface LoopBack O
[S1-LoopBack0] ip address 10.0.1.1 32
[S1-LoopBack0] quit

[S1] interface LoopBack 1
[S1-LoopBack1] ip address 10.1.1.1 32
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| [S1-LoopBack1] quit

%1313

[S2] interface GE 1/0/1

[S2-GE1/0/1] undo port link-type
[S2-GE1/0/1] undo portswitch
[S2-GE1/0/1] ip address 10.0.23.3 24
[S2-GE1/0/1] quit

$I D EIE OSPF (FMLEEIE

# fER1. S170S2 EFCE OSPF, =HIRFIIEXE, 04, LHEMNE

A

18

[R1] ospf

[R1-ospf-1] area 0

[R1-ospf-1-area-0.0.0.0] network 10.0.12.2 0.0.0.0
[R1-ospf-1-area-0.0.0.0] network 10.0.23.2 0.0.0.0
[R1-ospf-1-area-0.0.0.0] quit

[R1-ospf-1] quit

[S1] ospf

[S1-ospf-1] area O

[S1-ospf-1-area-0.0.0.0] network 10.0.12.1 0.0.0.0
[S1-ospf-1-area-0.0.0.0] network 10.0.1.1 0.0.0.0
[S1-ospf-1-area-0.0.0.0] network 10.1.1.1 0.0.0.0
[S1-ospf-1-area-0.0.0.0] quit

[S1-ospf-1] quit

[S2] ospf

[S2-ospf-1] area O

[S2-ospf-1-area-0.0.0.0] network 10.0.23.3 0.0.0.0
[S2-ospf-1-area-0.0.0.0] quit

[S2-0spf-1] quit

# TE S1 _EHUT Ping 85, 1QIMSEHYERBMY

[S1] ping -a 10.0.1.1 10.0.23.3
PING 10.0.23.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.23.3: bytes=56 Sequence=1 ttl=253 time=1
Reply from 10.0.23.3: bytes=56 Sequence=2 tt|=253 time=1
Reply from 10.0.23.3: bytes=56 Sequence=3 ttl=253 time=1
Reply from 10.0.23.3: bytes=56 Sequence=4 tt|=253 time=1
Reply from 10.0.23.3: bytes=56 Sequence=5 ttl=253 time=1

--- 10.0.23.3 ping statistics ---
5 packet(s) transmitted

ms
ms
ms
ms
ms
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5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

5132

[S1] ping -a 10.1.1.1 10.0.23.3
PING 10.0.23.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.23.3: bytes=56 Sequence=1 ttl=253 time=1 ms
Reply from 10.0.23.3: bytes=56 Sequence=2 tt|=253 time=1 ms
Reply from 10.0.23.3: bytes=56 Sequence=3 ttl=253 time=1 ms
Reply from 10.0.23.3: bytes=56 Sequence=4 tt|=253 time=1 ms
Reply from 10.0.23.3: bytes=56 Sequence=5 ttl=253 time=1 ms

--- 10.0.23.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

I 3 FE ACL B TREITE

# 7 R1 _LFEEE ACL, 3E4EHEEA 10.1.1.1 9IRS, iFEEIRSGED

[R1] acl 3000

[R1-acl4-advance-3000] rule deny ip source 10.1.1.1 0.0.0.0
[R1-acl4-advance-3000] rule permit ip
[R1-acl4-advance-3000] quit

# A MQC AN ERERER

[R1] traffic classifier test

[R1-classifier-test] if-match acl 3000
[R1-classifier-test] quit

[R1] traffic behavior test

[R1-behavior-test] permit

[R1-behavior-test] quit

[R1] traffic policy test

[R1-trafficpolicy-test] classifier test behavior test
[R1-trafficpolicy-test] quit

# 1£ R1 B9 GE0/0/2 # O L fTimEidiE

[R1] interface GE 0/0/2
[R1-GEO/0/2] traffic-policy test outbound
[R1-GE0/0/2] quit

# 1£S1 EHAT Ping a5, 12iMESATERE S
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[S1] ping -a 10.0.1.1 10.0.23.3
PING 10.0.23.3: 56 data bytes, press CTRL_C to break
Reply from 10.0.23.3: bytes=56 Sequence=1 tt|=253 time=1 ms
Reply from 10.0.23.3: bytes=56 Sequence=2 tt|=253 time=1 ms
Reply from 10.0.23.3: bytes=56 Sequence=3 ttl=253 time=1 ms
Reply from 10.0.23.3: bytes=56 Sequence=4 tt|=253 time=1 ms
Reply from 10.0.23.3: bytes=56 Sequence=5 tt|=253 time=1 ms

--- 10.0.23.3 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

[S1] ping -a 10.1.1.1 10.0.23.3
PING 10.0.23.3: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 10.0.23.3 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

& P s RS0, WIS R1 GE0/0/2 O A MIER ACL LI T S1 LoopBack1 #0
AgEimIa) S2 ¥piBEO IP AR,

10.3 BcES®

10.3.1

R1 VECE

sysname R1

#

acl number 3000
rule 5 deny ip source 10.1.1.1 0
rule 10 permit ip

#

traffic classifier test type or
if-match acl 3000

#

traffic behavior test
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#
traffic policy test
classifier test behavior test precedence 5
#
interface GE0/0/1
ip address 10.0.12.2 255.255.255.0
#
interface GE0/0/2
ip address 10.0.23.2 255.255.255.0
traffic-policy test outbound
#
ospf 1
area 0.0.0.0
network 10.0.12.2 0.0.0.0
network 10.0.23.2 0.0.0.0
#

10.3.2 S1 WECE

sysname S1
#
interface GE1/0/1
undo portswitch
ip address 10.0.12.1 255.255.255.0
#
interface LoopBackO
ip address 10.0.1.1 255.255.255.255
#
interface LoopBack1
ip address 10.1.1.1 255.255.255.255
#
ospf 1
area 0.0.0.0
network 10.0.1.1 0.0.0.0
network 10.0.12.1 0.0.0.0
network 10.1.1.1 0.0.0.0
#

10.3.3 S2 B9ECE

sysname S2
#
interface GE1/0/1
undo portswitch
ip address 10.0.23.3 255.255.255.0
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#
ospf 1
area 0.0.0.0

network 10.0.23.3 0.0.0.0
#

10.4 &
1. BR7TTER1 GE0/0/2 g9 LECERERMZI, EAEWL SR LASLI R ST EAIER?
ZZ: £ R1 Y GE0/0/1 EHOA L LIERRERE
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1 1 NS
11.1 SCYG /e

11.1.1 XFARLIE

IREISSHHEESN, APREESNEetEREESENHEES.

BRPELLED FTP ( File Transfer Protocol ) . TFTP ( Trivial File Transfer Protocol ) %
SFTP ( Secure File Transfer Protocol ) FTUSCIIN SUAHIETE,

IREEHITNHEENERES, JUSRIARSHINEZFiRHIHE:

1. REMFEHRSR: JUNERRHDRE, SEHXNAREXHNEE, LRSEFIREN
SAHAEIRE o

2. REFABEFRRLHTECRE (RS ) | JUSSHEERERE LA, UIRSEE
IR IEHH TS ERIRIF .

11.1.2 SCEGHAY
o IEfRFEEYT FTP IEZAOTIE
o ZEIRFTPRBRSHIIRE
o ZES FTP RSBUMEWSUHRITTE

11.1.3 SEEGZHM TR

S1 R1
FTP Client FTP Server

GE1/0/1 GE0/0/1 .O
=3 100.12.1/24 10.0.12.2/24
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BE11-1 S ETECIeRFh
S1#&#, FTP Client, R1 {EJ9 FTP Server,

11.1.4 L E=

STFEEX R1 ECEXHHHITERE.

11.2 SCIG(FSBBECE

11.2.1 BeE B
1. BcE FTP RSZ[/INRER S
2. BB FTP A
3. FTP Client &3 FTP Server
4. FTP Client T3 {42

11.2.2 BcELE

TR SREMERS

# BCEIRE IP bt

[R1] interface GE 0/0/1

[R1-GEO/0/1] undo portswitch
[R1-GEO/0/1] ip address 10.0.12.2 24
[R1-GEO/0/1] quit

[S1] vlan 2

[S1-vlan2] quit

[S1] interface GE 1/0/1
[S1-GE1/0/1] port link-type access
[S1-GE1/0/1] port default vlan 2
[S1-GE1/0/1] quit

[S1] interface Vlanif 2

[S1-Vlanif2] ip address 10.0.12.1 24
[S1-Vlanif2] quit

# RFEREXH ( BSEEEIEEIRNR )

| <S1> save test1.cfg
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Warning: Are you sure to save the configuration to flash:/test1.cfg? [Y/N] : y
Now saving the current configuration to the slot 1
Info: Save the configuration successfully.

5138

<R1> save test2.cfg
Warning: Are you sure to save the configuration to flash:/test2.cfg? [Y/N] : y
Now saving the current configuration to the slot 0
Info: Save the configuration successfully.

# BERIRIAIGIIE

<S1> dir

Directory of flash:/

Idx Attr
drwx
dr-x
dr-x
dr-x
dr-x
dr-x
-IW-
drwx

0 N o b WN = O

-rW-

9 drwx
10 drwx
11 drwx
12  drwx
13 dr-x
14 drwx
15 -rw-
16 drwx
17 drwx

Size(Byte)

307,109,260

10,649

300,184
264,243
94,817
467,180
140,208
75,285
1,218,999
695,911

Date Time
Jun 29 XXXX 14:26:08
Jul 17 XXXX 01:00:00
Jun 29 XXXX 14:26:27
Jun 29 XXXX 14:26:00
Nov 04 XXXX 00:55:46
Jun 29 XXXX 14:26:51
Jun 29 XXXX 14:23:24
Nov 03 XXXX 09:27:30
Nov 04 XXXX 07:58:56
Jun 29 XXXX 14:27:50
Jun 29 XXXX 14:26:39
Jun 29 XXXX 14:26:48
Jun 29 XXXX 14:32:40
Nov 04 XXXX 07:55:00
Jun 29 XXXX 14:25:53
Nov 04 XXXX 07:58:56
Jun 29 XXXX 14:27:06
Jun 29 XXXX 14:26:52
Oct 30 XXXX 08:51:34
Nov 03 XXXX 03:32:12
Nov 02 XXXX 08:45:21
Nov 03 XXXX 08:08:17
Nov 03 XXXX 09:24:42
Nov 03 XXXX 10:03:01
Nov 04 XXXX 00:50:39
Nov 04 XXXX 07:59:23

1,070,832 KB total (752,644 KB free)

FileName
$_autobackup

$_install_mod

$_license
$_startup
$_system
$_user
S5755_V600R023C10SPC500.cc
bootlogfile
device.sys
dhcp
eva
full_kpi
hips
logfile
pki
test1.cfg
webm
ztp
ztp_XXXX1029090647.log
ztp_XXXX1030085831.log
ztp_XXXX1030085831.log.1.gz
ztp_XXXX1103033652.log
ztp_XXXX1103081236.log
ztp_XXXX1103093021.log
ztp_XXXX1103100719.log
ztp_XXXX1104005703.log

<R1> dir

Directory of flash:/
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Idx Attr
drwx
dr-x
dr-x
dr-x
dr-x
dr-x
dr-x

0 N o o W N = O

Size(Byte) Date

246,928,556
4,105,206
218,057
218,057
223,984

9,815
5,018
5,435

2,015

385,332
4,865
110,682
98,999
40,629
1,154,512
96,754
348,198
87,542
2,497
2,590
6,725
944,257

HCIA-Datacom V2.0 SCIGFERR

Time
Aug 21 XXXX 01:08:36
Aug 21 XXXX 01:17:42
Jul 17 XXXX 01:00:00
Aug 21 XXXX 01:06:51
Mar 01 XXXX 04:15:07
Mar 05 XXXX 05:46:51
Aug 21 XXXX 01:16:14
Jan 071 XXXX 00:02:31
Feb 27 XXXX 11:50:04
Mar 05 XXXX 05:46:52
Mar 05 XXXX 05:46:52
Mar 04 XXXX 04:14:58
Aug 21 XXXX 01:07:23
Mar 05 XXXX 05:42:40
Mar 05 XXXX 10:43:54
Aug 21 XXXX 01:16:29
Aug 21 XXXX 01:16:03
Feb 27 XXXX 11:49:18
Aug 21 XXXX 01:06:52
Mar 05 XXXX 08:45:06
Aug 21 XXXX 01:07:39
Aug 21 XXXX 01:07:41
Mar 05 XXXX 05:46:52
Mar 01 XXXX 03:54:11
Mar 05 XXXX 10:43:54
Aug 21 XXXX 01:16:16
Mar 01 XXXX 04:05:01
Aug 21 XXXX 01:16:14
Aug 21 XXXX 01:16:15
Feb 28 XXXX 12:02:43
Feb 28 XXXX 14:26:19
Mar 01 XXXX 03:30:44
Mar 01 XXXX 01:58:52
Mar 01 XXXX 06:29:23
Mar 02 XXXX 07:19:36
Mar 01 XXXX 16:11:32
Mar 04 XXXX 05:48:49
Mar 03 XXXX 20:19:18
Mar 04 XXXX 08:27:50
Mar 04 XXXX 10:30:40
Mar 05 XXXX 03:48:23
Mar 05 XXXX 09:38:49

732,844 KB total (488,160 KB free)

FileName
$_autobackup
$_checkpoint
$_install_mod
$_license
$_startup
$_system
$_user
AR5700S-E_V600R023C00SPC100.cc
AR5700S-E_V600R023SPH150.PAT
application.txt
application_touch.txt
ase_url_backup.sdb
bootlogfile
default-sdb
device.sys
dhcp
full_kpi
hips
hrp
logfile
nlog
pki
subcategory.txt
test.cfg
test2.cfg
update
vrpcfg.zip
webm
ztp
Ztp_XXXX0227115454.log
Ztp_XXXX0228122319.log
Ztp_XXXX0228142651.log
ztp_XXXX0228142651.log.1.gz
ztp_XXXX0301041933.log
ztp_XXXX0301062955.log
ztp_XXXX0301062955.log.1.gz
ztp_XXXX0302072008.log
ztp_XXXX0302072008.log.1.gz
ztp_XXXX0304062522.log
ztp_XXXX0304082822.log
Ztp_XXXX0305034700.log
ztp_XXXX0305054854.log

%1391,

BIRE LAECEXHEEZRFNII
iniA: FRIREHINHHERRE, RRFAAXEEEX .
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£ D 7FR1 _HECE FTP RSB ECINRERSH

<R1> install feature-software WEAKEA

Info: Checking, please wait for a moment...done.

Info: The package has been installed will be skipped: WEAKEA.

<R1> system-view

Enter system view, return user view with return command.

[R1] ftp server enable

Warning: FTP is not a secure protocol, and it is recommended to use SFTP.

[R1] ftp server source all-interface

Warning: FTP server source configuration will take effect in the next login. Continue? [Y/N] : y
Warning: It expands the range of accessed IP.

ftp server enable a5 FSRFIEIREERY FTP fRS328TIN6E, 71F FTP PER. HRERBRT,
FTP ARS5=8IhRERL FRIAPAZS

ftp server source all-interface FASRISRE FTP fRSZE2AVIRIEO .
HeisiEESEA8E: 15 FTP RS=R8inOSHIECE FTP EZ=RITEE,

TR 3 FEEAM FTP FAF

[R1] aaa

[R1-aaa] local-user ftp-client password irreversible-cipher Huawei@123
Info: The initial password of ftp-client must be changed during login.
[R1-aaa] local-user ftp-client service-type ftp

Warning: If the service type of local users is configured multiple times, the new configuration overwrites
the previous one. The new configuration may cause local user authentication to fail. Continue? [Y/N]: y

Warning: The user access modes include Telnet, FTP, or HTTP, so security risks exist.

Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change. The change takes effect to users who
go online after the change.

[R1-aaa] local-user ftp-client privilege level 3

Warning: This operation may affect online users and will change the user privilege level, Continue?
[Y/N]:y

BoE FTP AIFRI%5!

[R1-aaa] local-user ftp-client ftp-directory flash:/
Info: The configured FTP path must be an absolute path, for example, flash:/ftp.

Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change. The change takes effect to users who
go online after the change.

BcE FTP AFRIRINE R, ®IusEZB=x, &N FTP AREERINER

£ A4 FTP Client Z5 FTP Server
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# FTP ZEPimEFR FTP Server

£1413]

<S1> ftp 10.0.12.2

Warning: FTP is not secure. Using SFTP is recommended.
Trying 10.0.12.2 ...

Press CTRL + K to abort

Connected to 10.0.12.2.

220 FTP service ready.

User(10.0.12.2:(none)): ftp-client

331 Password required for ftp-client.

Enter password: Huawei@123

230 User logged in.

LRI ELRINERE R1 BIMMHRS

HIR 5 X R HRFHIBRARE

# IRERHIRT

[ftp] ascii
200 Type set to A.

IRE TSI (HE MBI BRI ELELEE ASCII F0 Binary 15,

ASCI| BTHERZEN A, Binary BTEMRSMG . BIFZEIR.

B, EmEX. B

EESFEFRNMG. BTFRNIEETHREMHNENAG, FRUAFERE ASCIHRT,

REBRT, XEHERS/ ASCI R,

# THECENH

[ftp] get test2.cfg

Warning: The file may not transfer correctly in ASCII mode.
213 5435

200 Port command okay.

150 Opening ASCII mode data connection for /test2.cfg.

/ 'IOO% [***********]

226 Transfer complete.

FTP: 5435 byte(s) received in 0.143 second(s) 37.111Kbyte(s)/sec.

# MIPRECESH

[ftp] delete test2.cfg
Warning: File test2.cfg will be deleted. Continue? [Y/N] :y
250 DELE command successful.

# LEECEXH

[ftp] put test1.cfg
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Warning: The file may not transfer correctly in ASCIl mode.
200 Port command okay.
150 Opening ASCII mode data connection for /test1.cfg.

/ 100% [***********]
226 Transfer complete.

FTP: 4755 byte(s) send in 0.927 second(s) 5.008Kbyte(s)/sec.

1421

# BRFF FTP i&EdE

[ftp] bye
221 Server closing.
<S1>

11.3 Z5ERI8IF
BFEYE1S1 F1R1 BISEEFH:

<S1> dir | include test
Idx Attr Size(Byte) Date Time FileName
15 -rw- 4,755 Nov 04 XXXX 07:58:56 test1.cfg
16 -rw- 5,435 Nov 04 XXXX 08:18:08 test2.cfg

AJLAERI S1 EE T T R1 AIECE Y test2.cfg. include test IS EREHIVEEFREE

test KiE=F,

<R1> dir | include test
Idx Attr Size(Byte) Date Time FileName
23 -rw- 4,755 Mar 05 20XX 11:05:19  test1.cfg

BJLAEE R1 BIBCE Y test2.cfg EARFE, FFHEIREN S1 BIECE X4 test1.cfg,

M4 GES®E

11.4.1 S1 B9ECE

sysname R1
#
vlan batch 2
#
interface Vlanif2
ip address 10.0.12.1 255.255.255.0
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#
interface GE1/0/1
port link-type access

port default vlan 2
#

5143

11.4.2 R1 AUEcE

sysname R1

#

ftp server enable

ftp server source all-interface

#

aaa
local-user ftp-client password irreversible-cipher Huawei@123
local-user ftp-client privilege level 3
local-user ftp-client ftp-directory flash:/ read execute write
local-user ftp-client service-type ftp

#

interface GE0O/0/1
ip address 10.0.12.2 255.255.255.0

#

11.5 EZFR
1. FTP BMABR FILIEEEMENIE2EEET?
B=: ek,
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12 snvsse

12.1 SCIG 4R
12.1.1 EF ARG

AAAEAuthentication (TAIME ) . Authorization ( #4X ) #0 Accounting ( i1+2% ) HIEIR, 2
LR —FEENG, RBHTIANE. #IYX. (tE=MEL2INEE,
—FPiz@IJJ ERVEMERINT:
TAIE: BIERAPEE R LERE M .
B B A PRI LAERBLEiRSS
T2 ICRAPERMERIRERIER .
FIFBILAER AAA IR —MEZML 2RSS . filal, AL RTAERIRREEAFER
IJ?EI’JH]WBEL TEMINE, BBAMNEERRREREINERSRAT ., EREFENRITERAMN
FZRBRHITICR, BBATEEREITERSE.

NLEFmE, AAA B—FEIRIER, BRMTENEISAFAEZNIFERR, BIFFTLLUCRX
LRFRFETHN—MZ2E, REESRIFRIAT EX, #EQ%*IJUEHF'%EE’\J;%EIJ%
M 2. AAA BTLUBIS SHMCRSEIL, ASEIRNAH, RHEEA RADIUS 1Y

ALIGEEECE A AAA XHITiZ Telnet AFHITER

12.1.2 L3 BAY
o EEAM AAA NI ENEESE
o  ERGIEIEHAISIE
o  ERAMAPRICIESE
o IEMETFHNAREENRE
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12.1.3 SCIGZHM T3

S1 R1

<« GE1/0/1 GE0/0/1
S
=3J 10.0.12.1/24

10.0.12.2/24

E]12-1 icfEER=Cienih

12.1.4 LEE=

S1 R —EEFImRE . WMERE(E R1 EXNEE RT (IAFPHITRRES, REEITIAIER
FRRZAEHIIFENRIR, FEEFER 51/ R1 IEMEZIRE LEREZRM AAAAIE, FHE
TR BRI TERE

12.2 SCIG(FSBBECE

12.2.1 e B
1. BB AABE
2. BUEBIEHEE TR AAA BFE
3. ECEAMAR

12.2.2 BLEBETIE

TR REEMES

# FE2E R1F0S1 BELRY IP bk

[R1] interface GE 0/0/1

[R1-GEO/0/1] undo portswitch
[R1-GEO/0/1] ip address 10.0.12.2 24
[R1-GEO/0/1] quit

| [S1] interface GE 1/0/1
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[S1-GE1/0/1] undo port link-type
[S1-GE1/0/1] undo portswitch
[S1-GE1/0/1] ip address 10.0.12.1 24
[S1-GE1/0/1] quit

T2 FBEAMAAR

# BCEINIE. #INNHOR

| [R1] aaa

BN AAA FIE,

| [R1-aaa] authentication-scheme datacom

BUiEZ N datacom BRAIES =,

| [R1-aaa-authen-datacom] authentication-mode local

IREINERRZAPAES N AARUIALE

[R1-aaa-authen-datacom] quit

[R1-aaa] authorization-scheme datacom

BlE#& 4 datacom AUSE =,

| [R1-aaa-author-datacom] authorization-mode local

IRBRINS E=RERBTT AR .

[R1-aaa-author-datacom] quit

[R1-aaa] quit

IREIEA AAA IRSSERAIIRFR DA AAA BRSSER, ZKith AAA IRSSEESIFII AP TINIERR
R, RSP ITIHE

Sizmi AAA BRSZEFIEL, A AAA IRSZRFREEMIAFARE. EiE. BIUERE.
{FRAA AAA IRSEEFHITIAMEFNISIN LG AAA IRSSESAIERER, mILIEREE/RE, (B2
FEEREZIRE R FIRE

LB 3 IREHEE TRA AA BE

[R1] aaa
[R1-aaa] domain datacom
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IRENAFNEERETERN, 81 AFHET—E, — M EEHETE— T ERIBFEmN
RUBHA, fEiEaihiR, APETWAEFIERBAET TR AAA BEEER.. BIiEE) datacom BY
78

| [R1-aaa-domain-datacom] authentication-scheme datacom

IBEMZIERRIRFRAE /I datacom RRAIEL 5.

[R1-aaa-domain-datacom] authorization-scheme datacom
[R1-aaa-domain-datacom] quit

IBEMZIEARRIRFRAE /I datacom RIEIG S

$IB 4 EEAHER
# BB REZD

[R1-aaa] local-user hcia@datacom password irreversible-cipher Huawei@123
Info: The initial password of hcia@datacom must be changed during login.

WRAFREFHEEDIRG@, WAN@HEAEISBREAFS, FEMDRES. IRRE
@, WENFFEARFE, AR,

# EEENAFIEANRE ., FRlFSH

[R1-aaa] local-user hcia@datacom service-type telnet

Warning: If the service type of local users is configured multiple times, the new configuration overwrites
the previous one. The new configuration may cause local user authentication to fail. Continue? [Y/N]: y
Warning: The user access modes include Telnet, FTP, or HTTP, so security risks exist.

Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change. The change takes effect to users who
go online after the change.

local-user service-type ar<S FSRECEARAFAUZNER . RFEIRHITAPAENSERE
12, BERFEE—ENEAEE, RGRFPIBEALTXEREZHZEFREEANEE
ILfie, APAEEER . MMSERNENEELA telnet, NIEFLEBEIT Web FIIEAIR
7, — T HERPITLESMIEANEE,

%12-1 service-type 255 A8
2% S¥05A
none RIEE(HOENEE,

http IEERFZEELAHTTPRERF,
ftp 1B ERFEEAFTPARF .

ssh BRI ASSHARF .
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telnet EERFZEE ATelnet R, BEEMEEER,

terminal IEERPERARIHAR, BEEConsoleOHRF,

[R1-aaa] local-user hcia@datacom privilege level 3

Warning: This operation may affect online users and will change the user privilege level, Continue?
[Y/N]:y

[R1-aaa] return

EMEAFPRERS . FRKINBFRERRE, REERSFTIRTECHKIIAIWBS .

£ 5 FFE R1 LY Telnet IHaE

# £ R1 ZEEBLEHE/MFHEE WEAKEA

<R1> install feature-software WEAKEA
Info: Checking, please wait for a moment...done.
Info: Start to install the package WEAKEA.

Info: Operating, please wait for a moment..This operation will install weak algorithm software, and
weak algorithms will be allowed to be used.

Info: Succeeded in installing the software.

AFIMXFIEEEBNZ2MREARR, BAFPEERFERANELMYEE L fEELZ XK .
EFLZeUER, FENEFRALZENNINEL, RHBELFEFRH, TLTEHTEE L/
BAFHE WEAKEA . IRBERAB T ILTEEE/MUFEE WEAKEA,

<R1> system-view
[R1] telnet server enable

FiEiREEY Telnet BRS32EINEE, ERDIRBEUAFE.

[R1] telnet server-source all-interface
Warning: Telnet server source configuration will take effect in the next login. Continue? [Y/N] : y
Warning: It expands the range of accessed IP.

15X Telnet BRSZEEAVRIZO IS LFREECE 7 IP #BlHEO

[R1] user-interface vty 0 4

user-interface vty a5 FRIAN VTY AR FREWE . TEZE THEFALIECE Telnet 1 SSH
HITEXSE . vty BUESEEIR 0~ 20,

HRETERT, REUHEERINE, vy BOKN 5, INEHHHN AM, T SSH,

[R1-ui-vty0-4] authentication-mode aaa
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authentication-mode S< ARIZEERAFRRENRIELS . REBER T, ARRESERE
BiZzapSEEINEL R . EFHEPREVREERIESR, SNBEFREERNEFRFRS.

[R1-ui-vty0-4] protocol inbound telnet
Warning: TELNET is not a secure protocol. SSH protocol is recommended.
[R1-ui-vty0-4] quit

protocol inbound #5< kg EFRTERI A P FREFTSZIFAIMY

1=

TIR 6 KINFENR

# £ S1 ZERFI[LEEE/MMUGFEE WEAKEA

<S1> install feature-software WEAKEA
Info: Checking, please wait for a moment...done.
Info: Start to install the package WEAKEA.

Info: Operating, please wait for a moment..This operation will install weak algorithm software, and
weak algorithms will be allowed to be used.

Info: Succeeded in installing the software.

# M S1imiZ Telnet 3518] R1

<S1> telnet 10.0.12.2

Trying 10.0.12.2 ...

Press CTRL+K to abort

Connected to 10.0.12.2 ...

Warning: Telnet is not a secure protocol, and it is recommended to use Stelnet.

Username: hcia@datacom

Password: Huawei@123

Warning: The initial password poses security risks.The password needs to be changed, Continue? [Y/N] :y
Please enter old password: Huawei@123

Please enter new password: Huawei@1234

Please confirm new password: Huawei@1234

The password has been changed successfully.

Info: The max number of VTY users is 21, the number of current VTY users online is 1, and total number
of terminal users online is 2.

The current login time is XXXX-XX-XX 00:04:42.
<R1>

BAMBRT, IRERE, LRENARER, BX5ERIEREIR E.

# £ Rl LEEERAAR

<R1> display users
NOTE:
User-Intf: The absolute number and the relative number of user interface
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Authen: Whether the authentication passes
Author: Command line authorization flag

User-Intf  Delay Type Network Address  Authen Author  Username

0 CONO 00:01:50 -- 0 pass no Unspecified

*34 VIYO 00:00:00 TEL 10.0.12.1 pass no hcia@datacom

AILAER S1 EERINER RT, BERAHRA Telnet, VIY HSH 0,

I 7 FE R1 _EHY STelnet IhEE

Telnet fRBALE, TEUMAEEFFER STelnet,
# Bz SSH AR

[R1] ssh user sshclient@datacom
[R1] ssh user sshclient@datacom authentication-type password

[R1] ssh user sshclient@datacom service-type stelnet

XA F{EH password. password-rsa. password-x509v3-rsa. password-dsa ¥ password-
ecc. password-sm2. password-x509v3-ecdsa-sha2. password-sm2-sm3 NEARE RIS

&Y, FEE AA NETEIZRBNAEAR

# BIFEZA L AAA FBF

[R1] aaa

[R1-aaa] local-user sshclient@datacom password irreversible-cipher Huawei@123

[R1-aaa] local-user sshclient@datacom privilege level 3

Warning: This operation may affect online users and will change the user privilege level, Continue?
[Y/N]:y

[R1-aaa] local-user sshclient@datacom service-type ssh

Warning: If the service type of local users is configured multiple times, the new configuration overwrites
the previous one. The new configuration may cause local user authentication to fail. Continue? [Y/N] :y
Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change. The change takes effect to users who
go online after the change.

[R1-aaa] quit

# FECE SSH RS%3e

[R1] ssh server-source all-interface

Warning: SSH server source configuration will take effect in the next login. Continue? [Y/N] :y
Warning: It expands the range of accessed IP.

[R1] stelnet server enable

Info: Succeeded in starting the STelnet server.

Warning: After configuring the source interface or source address, the IPV4/IPV6 listening socket will be
created.
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# BoE VTY P RMmESF SSH Y

[R1] user-interface vty 5 10
[R1-ui-vty5-10] authentication-mode aaa
[R1-ui-vty5-10] protocol inbound ssh
[R1-ui-vty5-10] quit

IR 8 M S1imiZ STelnet i5id R1

# FHE SSH ZEFiRENRERIN[E

[S1] ssh client first-time enable
Warning: After this command is run, the SSH client unconditionally trusts the connected SSH server.

ssh client first-time enable ss$HEXHAFRE SSH ERIREIREFRINEE,

2 STelnet/SFTP EFimsE—IREZR SSH IRSZZEMT, AXT SSH RSB ZFAINIAHITEEE
&, EALAT STelnet/SFTP ZRiHIAZHIRIE SSH IRSZ2=2HIA5A

# S1 STelnet EF R1

[S1] stelnet 10.0.12.2

Trying 10.0.12.2 ...

Press CTRL + K to abort

Connected to 10.0.12.2 ...

The server's key fingerprint is ssh-rsa 3072 CFokN9ZDH/07wxl9QXw8A5Seh8BfGEKmg9WBelWHEjg.
The server is not authenticated. Continue to access it? [Y/N] :y

Save the server's public key? [Y/N] : y

The server's public key will be saved with the name 10.0.12.2. Please wait...
Please input the username: sshclient@datacom

Enter password: Huawei@123

Warning: The initial password poses security risks.

The password needs to be changed, Continue? [Y/N] : y

Please enter old password: Huawei@123

Please enter new password: Huawei@1234

Please confirm new password: Huawei@1234

The password has been changed successfully.

Info: The max number of VTY users is 21, the number of current VTY users online is 1, and total number
of terminal users online is 2.

The current login time is XXXX-XX-XX 11:19:58.
<R1>

FEERIEF, S1 BinEHEFT R AIRHE,

# BECSES R IAER

<R1> display users
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NOTE:
User-Intf: The absolute number and the relative number of user interface
Authen: Whether the authentication passes
Author: Command line authorization flag

User-Intf  Delay Type Network Address Authen Author  Username

0 CONO 00:01:12 -- 0 pass no Unspecified

*39 VIY5 00:00:00 SSH 10.0.12.1 pass no sshclient@datacom

ALABEZRIARFE sshclient@datacom BIERZERIS SSH, VIY B5H 5.

IR 9 Aith AAA FIPEIE
# BE AAA IEEES

[R1] display aaa configuration

Domain Name Delimiter @

Domainname parse direction : Left to right
Domainname location : After-delimiter
Administrator user default domain: default_admin

Normal user default domain : default

Domain : total: 256 used: 3
Authentication-scheme : total: 32 used: 2
Accounting-scheme : total: 32 used: 1
Authorization-scheme : total: 32 used: 2
Service-scheme : total: 256 used: 0
Recording-scheme : total: 32 used: 0
Local-user : total: 512 used: 2
Local-user block retry-interval :5 Min(s)

Local-user block retry-time :3

Local-user block time : 5 Min(s)
Remote-admin-user block retry-interval : 5 Min(s)
Remote-admin-user block retry-time : 30
Remote-admin-user block time : 5 Min(s)

Session timeout invalid enable : No

display aaa configuration Gs S FISREER AAA BIBIE(EE, WiE. NERR. E#NAE. it

EHEIERER.

MU EBHFRILERILARMER:

1. SRS

2. AHAPE: FLICERISHAFE 512 1, SeliE 2 M AitAR
3. AkSAFPINERXIEER: 5o

4. FHIKSEELINERBAIBRGIRE: 3R

5. AHIKSAISIERSE: 5 o8
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# BEBINEXRKAY IP ik

[R1] display vty ip-block all
[R1] display ssh server ip-block all

display vty ip-block all a5 FISREFFTEIAIERMAY IP ik,

display ssh server ip-block all &5 FISREEFTA SSH IAIELWAYZE Fif |P ik,
LB EIAIERMEIERT 1P bl .

GNSR 1P tehb#REERE, RIERRLA T an RS-

1. activate ssh server ip-block ip-address &5< FISRARFRRT SSH iZEEARIAIESLINAY IP Hbik
AIRELE

2. activate vty ip-block ip-address #5< FISRAERERT Telnet EEZEINIEALIAY IP HbhEAOEH
Eo

WRAEFS IP U EiEINEE, AIERILT®S:

1. telnet server ip-block disable &< FSRZ<(FEE Telnet IP HELIEBIEINRE .

2. ssh server ip-block disable &< FAsR&fFBE SSH BRSS 28 LAIE i 1P il SiEIAE .

# BEAAPER

[R1] display local-user username hcia@datacom
The contents of local user(s):

Password : Khkkhkkkkkkkkhkkk
State : active
Service-type-mask :S

Privilege level 13

Ftp-directory

Access-limit : Yes
Access-limit-max : 4294967295
Accessed-num :0
Idle-timeout

User-group

Password-force-change: Yes
Original-password : No
Password-set-time T XXXX-XX-XX 10:32:34
Password-expired : No

Password-expire-time : XXXX-XX-XX 10:32:34
Account-expire-time : -

Last login ip :10.0.12.1
Last login time T XXXX-XX-XX 10:32:19
Login fail count :0

display local-user username user-name &< Bk EE AN MEIERFAFEN .

display local-user state { active | block }ip< A kREEN F RGeS EH HERSHIA M EIRR
BR. S FRERSHB PRI LN EAESRK, SFEEBRSHEREEBEEINESEXK,
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WNERFBP#EIE, TLAER local-user user-name state active, 154

=
o

123 BcES®

12.3.1

R1 VA E

D i---]

B

154

JIRGEIR

sysname R1
#
telnet server enable
telnet server-source all-interface
#
aaa
authentication-scheme datacom
authentication-mode local
authorization-scheme datacom
authorization-mode local
domain datacom
authentication-scheme datacom
accounting-scheme default
authorization-scheme datacom
local-user hcia@datacom password irreversible-cipher Huawei@123
local-user hcia@datacom privilege level 3
local-user hcia@datacom service-type telnet
local-user sshclient@datacom password irreversible-cipher Huawei@123
local-user sshclient@datacom privilege level 3
local-user sshclient@datacom service-type ssh
#
interface GE0/0/1
ip address 10.0.12.2 255.255.255.0
#
stelnet server enable
ssh user sshclient@datacom
ssh user sshclient@datacom authentication-type password
ssh user sshclient@datacom service-type stelnet
ssh server-source all-interface
#
user-interface vty 0 4
authentication-mode aaa
protocol inbound telnet
#
user-interface vty 5 20
authentication-mode aaa
protocol inbound ssh
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12.3.2 S1 B9ECE

#

p
P
#

u

#

#

sysname S1

rsa peer-public-key 10.0.12.2
public-key-code begin
3082018A

02820181

00C7CD46 93D06C46 836FC539 DF9B3B40 63C4AE66 AD4ABSFF 5E333806 BB7ACSFE
D60936B1 4C404CBB 8B9402D2 82075518 OCF755AF B64F31A0 77427356 4B7C028E
F27DE79A BACOADFC BSA7EF1D EF0397D5 4C9E7A7F 6D81F95F E31B6D55 53091B99
4472F713 F10F21A5 FO984AE33 B3FA315C 173A33FB 0927BFBF 16C73F77 7A0040E8
1CDF54DA 4CAB9010 CABBF15F 1A64961D FO5EEOE3 E8383EFF F5A257F6 888024B8
3D2289E2 138E1DA4 790F1C73 F46754FB 55FODOAO 131315BB 101D1C42 7926CC6C
7CE3FC43 7B31581B B49A8392 DE303467 22EFOD84 E1EB1FDE 0869D679 DB188EFF
53E5F166 46BBFCA1 D466CA23 1E853A7A 7A3797A0 24DD941C 52556147 329D3CE6
3E8C6B33 02DDYEES5 4A077D7E 5D163BEE C4E4983B BCCECB44 81BD2BF1 DOAEB438
C5C2524B 95371BDD AABSACF7 FAOOFOAS 65BOFBAA 918168F2 B4B867F8 3F2B22AA
550B5C50 08D71D83 BOD5B59D BC1DD579 DO7910E5 6F8A1344 896797BB 3E9B3B57

EB034801 D8DD5AC8 7F7D255A 27D1E357 D221644B ADCAOCEA C79CCB91 ADD3AC4A

91

0203

010001
ublic-key-code end
eer-public-key end

interface GE1/0/1

ndo portswitch

ip address 10.0.12.1 255.255.255.0

ssh client first-time enable
ssh client peer 10.0.12.2 assign rsa-key 10.0.12.2

12.4 EEZRR

1.
’&:
(=]
=

X

=

J+4 STelnet L Telnet ELE?

Z: STelnet EF SSH ¥, SZFFINE(ER . BEH+EMINEIAIL; M Telnet BASRIXMK

< BRRFES, ZWHBIFAPEARS, Bt STelnet EXRZE,
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1 3 NAT Ec&sCie

13.1 SC8G1T4R

13.1.1 XFALIE

NAT ( Network Address Translation, RZ&ibiiteEs ) 295 1P HUEIRSISLPRY 1P Hbhitsgiasy
5— 1P HUEHOISRE . {ERIEEE IP HEhAEISAI—FT S22, NAT @it AT &K
ZIP MRS, TJLAE—ERE LER P bl =S afhiBalE D . NAT BRTHIR IP bl
TRAGIERR, EHR T NFLL:
BB KRBT, ATURAEE HESMELZ LM,
EHIRRENSEISNN, ERHERTLAEGISNEIGIRIARN , R T INFIINNAsERE
AY/E)RE
RSB S ECEA RIS T NAT 2BE1Z RIEAE NAT FARNRIE,

13.1.2 LI BAY
o EiE NAPT BB 5%
o EiR Easy IP ELE X
e  ZRE NAT Server UECE S

13.1.3 SCIGZHM TR

—_—— T ——

s1 -7 TS R S2
GE1/0/1 GE0/0/1 GEO/O/Z GE1/0/1
192.168.1.1/24 192.168.1.254/24 100.0.23.2/24 100.0.23.3/24 =2
~ Ve
-
“~~__ Private Network __-~

E]13-1 NAT BCESCIGIEH

1. R1F1ST ZERIMEZET W AERMES, {EFREFAM IPv4 il
2. S1HRMFAMZEFim. R1EJ9 ST RIMK, FEEMBREEZEAMAIEORKHRE.
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3. S2 AN,

13.1.4 LIE=

T IPv4 HBHEERER, AV PER—AR(ERFAR IPv4 tEhE, 28T, ©AMNZRFITESEHEA
MBITER, RRIERD WA SIFIMEMHIENAIERSS . WATFEERCE NAT SREEHIXLEER,

13.2 SCIG{FSBBCE
13.2.1 Bc BB

1. BcE NAPT

2. FcE Easy IP
3. BCE NAT Server

13.2.2 BcELE

T 1 EXFRE
# 0O P AR AEe =S

[S1] interface GE 1/0/1

[S1-GE1/0/1] undo port link-type
[S1-GE1/0/1] undo portswitch
[S1-GE1/0/1] ip address 192.168.1.1 24
[S1-GE1/0/1] quit

[S1] ip route-static 0.0.0.0 0 192.168.1.254

[R1] interface GE 0/0/1

[R1-GEO/0/1] undo portswitch
[R1-GEO/0/1] ip address 192.168.1.254 24
[R1-GEO/0/1] quit

[R1] interface GE 0/0/2

[R1-GEO/0/2] undo portswitch
[R1-GEO0/0/2] ip address 100.0.23.2 24
[R1-GE0/0/2] quit

[R1] ip route-static 0.0.0.0 0 100.0.23.3

[S2] interface GE 1/0/1
[S2-GE1/0/1] undo port link-type
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[S2-GE1/0/1] undo portswitch
[S2-GE1/0/1] ip address 100.0.23.3 24
[S2-GE1/0/1] quit

# BoE S1 89 Telnet IheE ( FHF/SEESEIGIEIE )

<S1> install feature-software WEAKEA

Info: Operating, please wait for a moment.....done.

Info: Succeeded in installing the software.

<S1> system-view

[S1] telnet server enable

[S1] telnet server-source all-interface

Warning: Telnet server source configuration will take effect in the next login. Continue? [Y/N] : y
[S1] aaa

[S1-aaa] local-user hcia-datacom password irreversible-cipher Huawei@123

[S1-aaa] local-user hcia-datacom service-type telnet

Warning: If the service type of local users is configured multiple times, the new configuration overwrites
the previous one. The new configuration may cause local user authentication to fail. Continue? [Y/N]: y

Warning: The user access modes include Telnet, FTP, or HTTP, so security risks exist.

Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change. The change takes effect to users who
go online after the change.

[S1-aaa] local-user hcia-datacom privilege level 3

Warning: This operation may affect online users and will change the user privilege level, Continue?
[Y/N]:y

[S1-aaa] quit

[S1] user-interface vty 0 4

[S1-ui-vty0-4] authentication-mode aaa

[S1-ui-vty0-4] protocol inbound telnet

[S1-ui-vty0-4] quit

TR 2 L& NAPT

BIRIZAEIRET 100.1.23.1 & 100.1.23.254 iXERAW IP, MEEFE NAPT,
# BeE NAT Hehibits

[R1] nat address-group test 1

[R1-address-group-test] section 1 100.1.23.1 100.1.23.254
[R1-address-group-test] mode pat
[R1-address-group-test] quit

nat address-group ap< FRECE NAT bl ,
section & <> FSRECEMINIER
mode pat d5$ FRECEMIEIIETLA PAT. BREBERT, HlEHaIREER) NAPT &,

# BCE NAT FHR
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[R1] nat-policy

[R1-policy-nat] rule name test

[R1-policy-nat-rule-test] source-address range 192.168.1.1 192.168.1.254
[R1-policy-nat-rule-test] action source-nat address-group test
[R1-policy-nat-rule-test] quit

[R1-policy-nat] quit

source-address range FAsRECE NAT AU AIPUEC R4,
action FISEECE NAT MUEYENE, source-nat T RINZHUEHITIEMBLIE NAT 4532,

# £ R1 B9 GEO/0/2 FFi3 NAT Ihge

[R1] interface GE 0/0/2
[R1-GE0/0/2] nat enable
[R1-GEO0/0/2] quit

# 12 S2 FECEEIA NAT HbthAYsRSERH

[S2] ip route-static 100.1.23.0 24 100.0.23.2

# 1£ 51 Wit

[S1] ping -c 1000 100.0.23.3
PING 100.0.23.3: 56 data bytes, press CTRL_C to break
Reply from 100.0.23.3: bytes=56 Sequence=1 ttl=254 time=11 ms
Reply from 100.0.23.3: bytes=56 Sequence=2 ttl=254 time=14 ms
Reply from 100.0.23.3: bytes=56 Sequence=3 ttl=254 time=8 ms
Reply from 100.0.23.3: bytes=56 Sequence=4 ttl=254 time=9 ms
Reply from 100.0.23.3: bytes=56 Sequence=5 ttl=254 time=10 ms
Reply from 100.0.23.3: bytes=56 Sequence=6 ttl=254 time=9 ms
Reply from 100.0.23.3: bytes=56 Sequence=7 ttl=254 time=3 ms

£ S1 %L Ping M 1000 MEUEER .

# BE R1 LAY NAT &iF%

[R1] display session all verbose
Session Table Information:

Protocol : 1 (ICMP)
SrcAddr VPN :192.168.1.1
DestAddr VPN :100.0.23.3
Type Code Icmpld  : 8 0 5999
Time To Live :19s
NAT Info

New SrcAddr : 100.1.23.200

New DestAddr D -
New Icmpld : 2048
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| Total : 1

51603

S1 A9 #REEIRS9 100.1.23.200,

IR 3 ELE Easy IP

# 182 NAT 5E8, 18 NAT sh{FIRE A Easy IP,

[R1] nat-policy

[R1-policy-nat] rule name test
[R1-policy-nat-rule-test] action source-nat easy-ip
[R1-policy-nat-rule-test] quit

[R1-policy-nat] quit

# 1£ 51 itiEE it

[S1] ping -c 1000 100.0.23.3
PING 100.0.23.3: 56 data bytes, press CTRL_C to break
Reply from 100.0.23.3: bytes=56 Sequence=1 ttl=254 time=11 ms
Reply from 100.0.23.3: bytes=56 Sequence=2 ttl=254 time=14 ms
Reply from 100.0.23.3: bytes=56 Sequence=3 ttl=254 time=8 ms
Reply from 100.0.23.3: bytes=56 Sequence=4 ttl=254 time=9 ms
Reply from 100.0.23.3: bytes=56 Sequence=5 ttl=254 time=10 ms
Reply from 100.0.23.3: bytes=56 Sequence=6 ttl=254 time=9 ms
Reply from 100.0.23.3: bytes=56 Sequence=7 ttl=254 time=3 ms

£ S1 %L Ping i 1000 MNUER .

# BE NAT &%

[R1] display session all verbose
Session Table Information:
Protocol : 1 (ICMP)
SrcAddr VPN :192.168.1.1
DestAddr VPN :100.0.23.3
Type Code Icmpld  : 8 0 8882
Time To Live :20s
NAT Info
New SrcAddr :100.0.23.2
New DestAddr D -
New Icmpld : 2048
Total : 1

bR S1 AYTREMENE#EAEHEJ9 100.0.23.2, B R1 GEO/0/2 Y IP Hbiit,

IR 4 FEE NAT Server
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g S1 ZEEAMIZEMZEIRSS (A Telnet &1L ) , BHF 1188 AN IP #Etlt, HEEAE R
ROE#EO _EELE NAT Server,

# 1£ R1 EECE NAT Server

[R1] nat server for_telnet protocol tcp global 100.0.23.2 telnet inside 192.168.1.1 telnet

nat server a5 S FIRE X —1"REBIRSS 2RAVBRES R, SMERFE AT LUBIS it AR 148 sk 10)
REBIRSS 2RAYRINARSS o

# S2 @i Telnet ITFEBRE! S1

<S2> install feature-software WEAKEA

<S2> telnet 100.0.23.2

Trying 100.0.23.2 ...

Press CTRL+K to abort

Connected to 100.0.23.2 ...

Warning: Telnet is not a secure protocol, and it is recommended to use Stelnet.

Username: hcia-datacom
Password: Huawei@123
Warning: The initial password poses security risks.The password needs to be changed, Continue? [Y/N] :

y
Please enter old password: Huawei@123

Please enter new password: Huawei@1234
Please confirm new password: Huawei@1234
The password has been changed successfully.

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and total number
of terminal users online is 2.

The current login time is XXXX-XX-XX XX:XX:XX.
<S1>

# BE R1 LAY NAT &%

[R1] display session all verbose
Session Table Information:
Protocol 16 (TCP)
SrcAddr Port VPN  :100.0.23.3 58637
DestAddr Port VPN :100.0.23.2 23
Time To Live :596 s
NAT Info
New SrcAddr D -
New SrcPort -

New DestAddr :192.168.1.1
New DestPort 123
Protocol : 1 (ICMP)
SrcAddr VPN :192.168.1.1

DestAddr VPN :100.0.23.3
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Type Code Icmpld  : 8 0 8882

Time To Live :19s

NAT Info
New SrcAddr :100.0.23.2
New DestAddr T -
New Icmpld : 2048

Total : 2

51623

M ERTTIAES S2 X4 100.0.23.2 23 BOiAIE LA 192.168.1.1 23,

133 S
13.3.1 S1 VB

sysname S1
#
telnet server enable
telnet server-source all-interface
#
aaa
local-user hcia-datacom password irreversible-cipher Huawei@123
local-user hcia-datacom privilege level 3
local-user hcia-datacom service-type telnet
#
interface GE1/0/1
undo portswitch
ip address 192.168.1.1 255.255.255.0
#
ip route-static 0.0.0.0 0.0.0.0 192.168.1.254
#
user-interface vty 0 4
authentication-mode aaa
protocol inbound telnet
#

13.3.2 R1 g9fcE

sysname R1
#
interface GE0/0/1
ip address 192.168.1.254 255.255.255.0
#
interface GE0O/0/2
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ip address 100.0.23.2 255.255.255.0
nat enable
#
ip route-static 0.0.0.0 0.0.0.0 100.0.23.3
#
nat address-group test 1
mode pat
section 1 100.1.23.1 100.1.23.254
#
nat server for_telnet protocol tcp global 100.0.23.2 telnet inside 192.168.1.1 telnet
#
nat-policy
rule name test
source-address range 192.168.1.1 192.168.1.254
action source-nat easy-ip
#

51631

13.3.3 S2 i9ECE

sysname S2
#
interface GE1/0/1
undo portswitch
ip address 100.0.23.3 255.255.255.0
#
ip route-static 100.1.23.0 255.255.255.0 100.0.23.2
#

13.4 BZ&Mm
1. TEECE NAT Server BY, g BRiROFNEERENBENIROSEEFEZHEE?

R . s=dh
£ AFE,

]]T
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1 4 WAC+FIT AP £HRJSCIS
14.1 SCYG /T4

14.1.1 XFALLG
DB B M ENERN RNEXBEMNNE 2, B8%ERNRNEREAS, VB
ElE, BoitEE. BEAMITMNENEEMBENERARIER, ERNEEMNECET
IEHEER, WLAN FBARROIETE . Bal, WLAN B2 I—HE5%. SRMEIENS
o BT WLAN R, BFRALUAGEIRAZITEMNLEE, HELENEEEXIZNERE
&
ANSCIGEEIT HEY WACHFIT AP LAAYIETY, FHENZ RIBFEAEEM WLAN MERIEKRIZ
'—SEEEO

14.1.2 L BEM
o EiEFIT AP EAMEESE
o EFIEEMELERICEGRS
o FiE WLAN EEEMIEARRIE
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14.1.3 SCRAR B
< S1
S (WACT)
GE1/0/13
GE1/0/1
<
S3
GE1/0/4

MultiGEO/0/0

AP1
<
L]

E]14-1 WACHFIT AP £BJSCIS RN

1. S1 ¥ WLAN-AC Ih8E ( ESEFRIMERTFARIA A, AJREE WACENR) , FR
WAC £ ( EEASFRI WACT #2 ST)
2. WACT 5 AP1 &b FRI—ZEMNZE,
. WAC1 Y9 DHCP BR538845 AP1 #0 STA 9°F¢ IP Hbtit
4. WSHIERABEELERER,

14.1.4 L)
#=14-1 WLAN EiiEiikl

[Ty=1I RESH
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APT1EIEVLAN VLAN 100
STANVEZVLAN VLAN 101

WACT{EJIDHCPIRSZ S 9AP 14 ELIPHbiE
DHCPRRS%3E

WACTEIDHCPRRSS 2 ASTAL ELIPHBIE
AP18YIPHBLI 192.168.100.1-192.168.100.253/24
STARYIPHBLIEth 192.168.101.1-192.168.101.253/24

WACTRYRIE O PHELE

VLANIF100: 192.168.100.254/24

APZH

BFR: ap-group1

S| BtENR: VAPEEIRHCIA-WLAN ., fETBiEtRdefault

I E RSN

ZFR: default

Ezt3: #E (CN)

SSID{&EHR

BFR: HCIA-WLAN

SSIDZFR: HCIA-WLAN

ZEER

ZFR: HCIA-WLAN

REERE: WPA-WPA2+PSK+AES

2270 HCIA-Datacom

VAPIERR

BFR: HCIA-WLAN

AR BEER

AF$ZVLAN: VLAN 101

S|FBEHR: SSIDIEFRHCIA-WLAN., Z2EiRHCIA-WLAN

14.1.5 LI E=
REAREREHAIET WAN BARS, UBEBEHDANSEAER.




S

sCie
HUAWEI HCIA-Datacom V2.0 C3G3EAf 21671

14.2 SCIG(FSBECE

14.2.1 BEE R
1. EEBZNENER
2. BECEAP1 L%
a) B APLH, BFRBEEHTIEDEER AP ZBIIAEI AP A, IMHR—FEE
b) EE WACTI NERZRSH, SHEERIE. WACT 5 AP1 ZiEBEREZEO
o EEAP EERPANELHHBLSA AP1, LI AP IEE F4
3. FEcE STA k% EeE WLAN WSBSHFF TR AP1, S STA BaIMEE

14.2.2 BLBETIE
ST 1 REEARE
# 18EmR (FHFMPRY S1 ;28 WACT)

B& o

# RAERRYRO

[WACT] interface GE 1/0/1
[WAC1-GE1/0/1] shutdown
[WAC1-GE1/0/1] quit
[WACT] interface GE 1/0/10
[WAC1-GE1/0/10] shutdown
[WAC1-GE1/0/10] quit
[WACT] interface GE 1/0/11
[WAC1-GE1/0/11] shutdown
[WACT-GE1/0/11] quit
[WACT] interface GE 1/0/12
[WAC1-GE1/0/12] shutdown
[WACT-GE1/0/12] quit
[WACT] interface GE 1/0/14
[WAC1-GE1/0/14] shutdown
[WAC1-GE1/0/14] quit

[S3] interface GE 1/0/2
[S3-GE1/0/2] shutdown
[S3-GE1/0/2] quit
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[S3] interface GE 1/0/3
[S3-GE1/0/3] shutdown
[S3-GE1/0/3] quit

TR 2 BHUMEERSE

# VLAN B &

[WACT] vlan batch 100 101

[WACT] interface GE 1/0/13

[WAC1-GE1/0/13] port link-type trunk
[WAC1-GE1/0/13] port trunk allow-pass vlan 100 101
[WACT-GE1/0/13] quit

[S3] vlan batch 100 101

[S3] interface GE 1/0/1

[S3-GE1/0/1] port link-type trunk

[S3-GE1/0/1] port trunk allow-pass vlan 100 101
[S3-GE1/0/1] quit

[S3] interface GE 1/0/4

[S3-GE1/0/4] port link-type trunk

[S3-GE1/0/4] port trunk allow-pass vlan 100 101
[S3-GE1/0/4] port trunk pvid vlan 100
[S3-GE1/0/4] quit

# BoEiEO P ibhik

[WACT] interface Vlanif 100

[WAC1-Vlanif100] ip address 192.168.100.254 24
[WAC1-Vlanif100] quit

[WACT] interface Vlanif 101

[WAC1-Vlanif101] ip address 192.168.101.254 24
[WAC1-Vlanif101] quit

# DHCP B2 &

[WAC1] dhcp enable

[WACT] interface Vlanif 100

[WACT1-Vlanif100] dhcp select interface

[WAC1-Vlanif100] dhcp server option 43 sub-option 2 ip-address 192.168.100.254
[WAC1-Vlanif100] quit

[WACT] interface Vlanif 101

[WAC1-Vlanif101] dhcp select interface

[WAC1-Vlanif101] quit

BidELE Option 43 ZFER /I AP1 185 WACT RY IPv4 ittitit
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IR 3 FeE AP L4

# BIEEZ A ap-groupl B AP £H

[WACT] wlan
[WAC1-wlan] ap-group name ap-group
[WAC1-wlan-ap-group-ap-group1] quit

# QUEBIEEIEER, EEEERER TEE WACT NEZR

[WACT1-wlan] regulatory-domain-profile name default

EEIEEIRIZMHYT AP IEIRMS . B EEESTIRNTEEFE0E
REBRT, RELFER) default RUEEIEENR . SMERTHN T EUAFER default 12
o

[WACT1-wlan-regulate-domain-default] country-code cn
Info: The current country code is same with the input country code.
[WAC1-wlan-regulate-domain-default] quit

EZRIBARITR AP SHIFMERNER, FREZRIEME T AERY AP 5HFE, 8iF AP A
EINE., HNEESE. REEXRBENTE AP HSHHHERF ST RIERS XA EREMN
2R, REBRT, REESRBITRN CN.

# £ AP AT S| B EIEENR

[WAC1-wlan] ap-group name ap-group1

[WAC1-wlan-ap-group-ap-group1] regulatory-domain-profile default

Warning: This configuration change will clear the channel and power configurations of radios, and may
restart APs. Continue? [Y/N]: y

[WAC1-wlan-ap-group-ap-group1] quit

[WAC1-wlan] quit

7£ AP HYIET, regulatory-domain-profile &5< RIS IS BRI EIRIEMRS | AP 4B, &
HiER T, APATSIERZA default U EIRENR . RENSEEEERPERBATE,
24GEMMEEEIE 1. 6. 11, 5G BAMEEESEE 149, 153, 157, 161, 165 , HiIX—
L E—E R EESCPMRERTT LIER

# BicE WACT 3237 CAPWAP BFEREREO

[WAC1] capwap source interface Vlanif 100

Set the DTLS PSK(contains 8-32 plain-text characters, or 128 or 148 cipher-text characters that must be
a combination of at least two of the following: lowercase letters a to z, uppercase letters A to Z, digits,
and special characters): Huawei@123

Confirm PSK: Huawei@123

Info: Deliver DTLS PSK to devices using CAPWAP connections. It may take a few minutes.

Set the user name for FIT APs(The value is a string of 4 to 31 characters, which can contain letters,
underscores, and digits, and must start with a letter): admin
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Set the password for FIT APs(plain-text password of 8-128 characters or cipher-text password of 128-
268 characters that must be a combination of at least three of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters): Huawei@123

Confirm password: Huawei@123

Set the PSK of the global offline management VAP(plain-text password of 8-63 characters or cipher-text
password of 128-188 characters that must be a combination of at least two of the following: lowercase
letters a to z, uppercase letters A to Z, digits, and special characters): Huawei@123

Confirm PSK: Huawei@123

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Info: Ensure that the management VLAN for devices is within the VLAN range mapping the source
interface. Otherwise, the devices cannot go online.

capwap source interface #p< FRECE WAC £37 CAPWAP B%E(FERrED, BT WACHI
AP G737 CAPWAP FiEiE(S,

BCE CAPWAP B O, SNENZSEXNEERRCHFE, 51F DTLS IR PSK. &
= AP IHRPZIIZL . 2EELEE VAP IEREE, NEEFEESERIEERE, BUER
AP EREXEIEE

# £ WACT EB&ES N AP, 315 AP1 IDAECEIFAY AP 4H ap-groupl &

WAC _Ei%&00 AP AN E =F:

1. BLSAN AP: FUSLECE AP BY MAC #B3EFD SN, 24 AP 5 WAC EZAT, N8R WAC &I
AP FOFRSCIZANAY AP B9 MAC #B3EFD SN PTES, W WAC FHIARS AP #8371,

2. Bmh& AP: HEE AP BRIAEENATRAESEE AP BBAIEER 9 MAC Bf SN TAIE
B AP I\ AP B8R, T AP 5 WAC iEERT, AP IS WAC Bl AIFHIEE L
%,

3. FIHIARIANESIZERSR AP: HEE AP FRIAIEETI9 MAC B SNIAIE, 1B AP&E =
HENBRECIRER AP BZEF, Nz AP £HICREIRIEBINA AP FIERF, TE
PEIHIAG, b AP ABEEE 4,

[WACT] wlan
[WAC1-wlan] ap auth-mode mac-auth

ap auth-mode TS FIRECE AP TAIEET, RBEBITIAIER) AP Z8EiF 4. BR T MAC it
HEAIEZ SN, 1BS2HF SNINMEFIARIAIE . BREBRT, APIAIEEIS MAC #EHEAIIE,

# 1812 LLDP &FE AP B MAC ittt

[S3] display lldp neighbor interface GE 1/0/4
GE1/0/4 has 1 neighbor(s):

Neighbor index 21

Chassis type :MAC Address
Chassis ID :c0a9-389c-1b40
Port ID subtype :Interface Name

Port ID :MultiGE0/0/0




S

HUAWEI

HCIA-Datacom V2.0 LI8FAR $1713R
Port description -
System name :HUAWEI
System description :Huawei AP

Huawei YunShan OS

Version 1.24.0.1 (AirEngine 5700 V600R024C00SPC100)
Copyright (C) 2021-2024 Huawei Technologies Co., Ltd.
HUAWEI AirEngine5773-21

System capabilities supported :wlanAccessPoint

System capabilities enabled :‘wlanAccessPoint

Management address type :IPv4

iE: AP R MAC 1tb3ib#N SN IRRJLUBIT IR Z 28R MAC HBIHREHN SN 18 Ei8EE,

# 1RIE AP B9 MAC HEhEZRI0 AP

[WAC1-wlan] ap-id 1 ap-mac c0a9-389¢c-1b40

ap-id S ARE&IEIN AP IR ESHHN AP H1E .

LN AP B, EEH MACIAIE, EEEE ap-mac 2; &(FHH SNIAE, NEZEE ap-
sn &%,

LN AP RERS, RESEHA ap-id BIRLHENERAY AP 1B,

[WAC1-wlan-ap-1] ap-name AP1

ap-name s FSRECE SR AP RIRTR, EES1T AP IBFABEES . RKEE AP HIZ
R, BBA AP LECIFROARIZFRID AP BY MAC ttbiit

[WAC1-wlan-ap-1] ap-group ap-group1

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, Whether to continue? [Y/N] :y

[WAC1-wlan-ap-1] quit

[WAC1-wlan] quit

ap-group s ARECE AP FRINANBIAE, WACT £45 AP T A&HBRL ap-group RBYECE . Ebal
Itb4k AP1 #00NT ap-group1, BBA ap-groupl KEXAVSEIEENR . SIENR . VAP 1R ER
ST AL AP, BREBERT, KRECE AP IIARYE, X AP FRIIARYERE, WACI &4
BcE, APBENER, HIIAZHEXEHI AP B,

# FEnH, EEIRRYAPER

[WAC1] display ap all

Total AP information:

nor :normal [1]
Extralnfo : Extra information
Total: 1
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ID MAC
Extralnfo

Name Group

IP Type

1 c0a9-389c-1b40 AP1

ap-group1 192.168.100.23 AirEngine5773-21 nor 0

display ap @S HREE AP S8, 815 AP IP Hblit. AP B9BLE (AirEngine5773-21) |

AP BT EEIHRFE

(nor) .

Lteah, EalLAEds S S mEN by -state state. by-ssid ssid FEFEUTFAFERESHE(FHIEE

SSID BY AP,

AILABZILATRE AP I FIERIRE.

#14-2 AP )&%k

AP

ik

commit-failed ( cmtfa)

AP EZFEWLAN S ELE T ALBURE .

committing ( cmt )

AP FEFWLANSSECEIEE FAIRTS

config (cfg)

AP LIS EFWLANWSE B IETE FAIRS.

config-failed ( cfgfa)

AP L ZIIREHAIWLANSSELE AR

download (dload)

APIEEFIRTE

fault AP_EE SRS
idle APFIACEEHERIATHIIINTS
normal ( nor) APIEEIRE.
standby ( stdby ) APTEBACLRIIEERTE.
ver-mismatch ( vmiss ) ACFNAPRIRR ARAPLEDIRZS o
countryCode-mismatch ( cmiss) | ACFIAPRYERIBALEIRES .
type-mismatch ( tmiss ) FRIARILERES
unauth APRINIPIRZ

TR 4 EE WLAN IS8#

# SUEBEJI HCA-WLAN BIZ 28R, HEELZ SRS

[WACT] wlan

[WAC1-wlan] security-profile name HCIA-WLAN
[WAC1-wlan-sec-prof-HCIA-WLAN] security wpa-wpa2 psk pass-phrase HCIA-Datacom aes
[WAC1-wlan-sec-prof-HCIA-WLAN] quit

State STA Uptime
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security psk 5< FRECE WPA/WPA2 BUTRIEZZ4FIAIERINNGS .
LEFER WPA 1 WPA2 [BE /T, FAFP&in{EHA WPA g WPA2 EETLUHITIAILE ., FHE®
$8 (PSK ) 79 HCIA-Datacom, &@id AES INZERINZREPEEE.

# Gl HCIA-WLAN B9 SSID #&1k,, FECE SSID BFRJ9 HCIA-WLAN

[WAC1-wlan] ssid-profile name HCIA-WLAN

B335 HCIA-WLAN B3 SSID 1&#% .

[WAC1-wlan-ssid-prof-HCIA-WLAN] ssid HCIA-WLAN
[WAC1-wlan-ssid-prof-HCIA-WLAN] quit

EeE SSID B#R9 HCIA-WLAN,

# BIEEZ4 HCIA-WLAN B9 VAP &k, EcE\WSEIREAED. W55 VLAN, HESIBZ:E
1&EHRFN SSID &tk

[WAC1-wlan] vap-profile name HCIA-WLAN

vap-profile 5 FREIE VAP &1
£ VAP iEIR AT LABCEHIRE A1, thoh, VAP HEIRASIE5| A SSID itk . LR, iR
SRIRE.

[WAC1-wlan-vap-prof-HCIA-WLAN] forward-mode direct-forward

forward-mode a3 < FIRECE VAP SR TROKIRIE AT, REBRT, VAP ERTRIKIE
HRHBANERER.

| [WAC1-wlan-vap-prof-HCIA-WLAN] service-vlan vlan-id 101

service-vlan {5 AT ELE VAP BUMIEZ VLAN, 2 STA BATENEZE, M AP LR
FP#iE S L service-vlan 9 Tag,

| [WACT-wlan-vap-prof-HCIA-WLAN] security-profile HCIA-WLAN

5| A% £tEiR HCIA-WLAN,

[WAC1-wlan-vap-prof-HCIA-WLAN] ssid-profile HCIA-WLAN
[WAC1-wlan-vap-prof-HCIA-WLAN] quit

5|F SSID &tk HCIA-WLAN,

# BCE AP {HS|FH VAP 181, AP 5357 0 05355 1 &B(EFT VAP 1&4 HCIA-WLAN RYECE

| [WAC1-wlan] ap-group name ap-group1
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[WAC1-wlan-ap-group-ap-group1] vap-profile HCIA-WLAN wlan 1 radio all
[WAC1-wlan-ap-group-ap-group1] quit
[WAC1-wlan] quit

vap-profile a5 & FISRISISER) VAP RIS |IAEISHH. HiTiZm<Z/E, VAP FERERIEE,
45 VAP 5| BRIREEIR THECEH = TREGE AP RIS,

[WACT1] display vap all

WID : WLAN ID

Total: 2

AP ID AP name RfID WID BSSID Status Auth type STA  SSID

1 AP1 0 1 COA9-389C-1B40 ON WPA/WPA2-PSK 0 HCIA-WLAN
1 AP1 1 1 CO0A9-389C-1B50 ON WPA/WPA2-PSK 0 HCIA-WLAN

display vap i S FIskEF ISR VAP BUIEX(ER . ATLAEE! SSID BIBFRA HCIA-WLAN,
INIER TN/ WPA/WPA2-PSK, HBHEZARIZRIREIEN 0,

14.3 ERIGUF
BiEE(ER STA =LA TIGIE:

1. {£ER STA#A SSID 8 HCIA-WLAN BIG&(ES, &E STA SREXRY IP bk, [BIAYEE STA
Ping 192.168.101.254,

2. STAEERE, £ WAC! LER@®<: display station all EF STAEE.

144 BcES%
14.4.1 WAC1 P&

sysname WACT
#
vlan batch 100 to 101
#
dhcp enable
#
wlan
security-profile name HCIA-WLAN
security wpa-wpa2 psk pass-phrase HCIA-Datacom aes
ssid-profile name HCIA-WLAN
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ssid HCIA-WLAN
vap-profile name HCIA-WLAN
service-vlan vlan-id 101
ssid-profile HCIA-WLAN
security-profile HCIA-WLAN
ap-group name default
ap-group name ap-group1
radio 0
vap-profile HCIA-WLAN wlan 1
radio 1
vap-profile HCIA-WLAN wlan 1
radio 2
vap-profile HCIA-WLAN wlan 1
ap-id 1 type-id 220 ap-mac c0a9-389¢c-1b40 ap-sn 21500867674ER9004989
ap-name AP1
ap-group ap-group]
provision-ap
#
interface Vlanif100
ip address 192.168.100.254 255.255.255.0
dhcp select interface
dhcp server option 43 sub-option 2 ip-address 192.168.100.254
#
interface Vlanif101
ip address 192.168.101.254 255.255.255.0
dhcp select interface
#
interface GE1/0/1
shutdown
port link-type access
#
interface GE1/0/10
shutdown
port link-type access
#
interface GE1/0/11
shutdown
port link-type access
#
interface GE1/0/12
shutdown
port link-type access
#
interface GE1/0/13
port link-type trunk
port trunk allow-pass vlan 100 to 101
#
interface GE1/0/14

%175
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shutdown
port link-type access
#

51761

14.4.2 S3 B9ECE

sysname S3

#

vlan batch 100 to 101

#

interface GE1/0/1
port link-type trunk
port trunk allow-pass vlan 100 to 101

#

interface GE1/0/2
shutdown
port link-type access

#

interface GE1/0/3
shutdown
port link-type access

#

interface GE1/0/4
port link-type trunk
port trunk pvid vlan 100
port trunk allow-pass vlian 100 to 101

#

14.5 BEHZRR

—_

NRAELLE AP BRI— BT INERANES, &£ WACT EFEMARERIRER?

B SERIE— SSID1EMR, SSID BMIRFIRE . AFBIE—HRY VAP &R, &7 AP

HTiEMZ VAP &iR .
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1 5 MZBdwiE ERISEE ( /Tik )

15.1 SC8G 4R
15.1.1 XF AL

WIS ARLLE, EEIEER Python paramiko EHIERS%.

15.1.2 LG HRY
o  Z4E Python EXNEX
o FiR paramiko A 5%

15.1.3 SCIGZHM 123

j]- GE1/0/17 <—s
=[] 192.168.1.253/24 192.168.1.254/24 -

PC1 S1

E15-1 MRgmiz B aSCIan b

15.1.4 SLIE=

HERATME—EIME, P HElE)9 192.168.1.254/24 . MEFERE BiLHIA, BEE RS
HEEEN S,




S

HUAWEI

15.2 SCUG{FBBCE

15.2.1 BCEBIg
1. 5SBkiRE STelnet TRECE: ECE STelnet Z583, FFE STelnet THREFNFIF STelnet EF,
2. #YRE Python )7 : JEA paramiko BRIBEH, AEEERS.

HCIA-Datacom V2.0 SCI8FAR %1781

15.2.2 BLEE IR

SR ERENAI STelnet TRELE

# 45 PCIEEEIGNEE—NKO, kLA GE1/0/17 ig9fI, ECE IP it

[S1] interface GE 1/0/17

[S1-GE1/0/17] undo port link-type
[S1-GE1/0/17] undo portswitch
[S1-GE1/0/17] ip address 192.168.1.254 24
[S1-GE1/0/17] quit

# BcE PCAY IP #biE)9 192.168.1.253/24

&

# BeEIRE STelnet RS

[S1] stelnet server enable

[S1] ssh user python

[S1] ssh user python authentication-type password

[S1] ssh user python service-type stelnet

[S1] ssh server-source all-interface

Warning: SSH server source configuration will take effect in the next login. Continue? [Y/N] : y
Warning: It expands the range of accessed IP.

[S1] user-interface vty 0 4

[S1-ui-vty0-4] authentication-mode aaa

[S1-ui-vty0-4] protocol inbound ssh

[S1-ui-vty0-4] quit

[S1] aaa

[S1-aaa] local-user python password irreversible-cipher Huawei@123

[S1-aaa] local-user python privilege level 3

Warning: This operation may affect online users and will change the user privilege level, Continue?
[Y/N]:y

[S1-aaa] local-user python service-type ssh

Warning: If the service type of local users is configured multiple times, the new configuration overwrites
the previous one. The new configuration may cause local user authentication to fail. Continue? [Y/N] : y

[S1-aaa] local-user python password-force-change disable
[S1-aaa] quit
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AERRBPEIREFIREN, YWRIENES . Bidam< local-user user-name password-
force-change disable, AILAECEISERFRZ2NAMEIERAREERERXERN, NMEXKED,

# PC @Y CMD ZEFixt .

C:\Users\XXX> ssh python@192.168.1.254

Warning: STelnet is not a secure protocol, and it is recommended to use Stelnet.
The authenticity of host '192.168.1.254 (192.168.1.254)' can't be established.

RSA key fingerprint is SHA256:ujt5Iv8B8yajsM7iellrkH2CZfUMSBCTA9bEAFQONIs.
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.1.254' (RSA) to the list of known hosts.
python@192.168.1.254's password: Huawei@123

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and total number
of terminal users online is 2.

The current login time is XXXX-XX-XX 07:11:42.
<S1>

STelnet ECE&ERLIN!

12 2 Python KiBHRE

import paramiko
import time

ssh = paramiko.SSHClient()
ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())
ssh.connect('192.168.1.254', username='python', password="Huawei@123')
channel = ssh.invoke_shell()

channel.send('screen-length 0 temporary\n')

time.sleep(1)

channel.send('display current-configuration\n')
time.sleep(3)

output = channel.recv(65535).decode('utf-8')

print(output)

ssh.close()

#iE python.py 14, FTABLERICER, BRAERETHEFRTF.

LI 3 mESNT

SAnG st python.py 3215, #&#% Edit with IDLE, BM{#R Python B RI4RIFERITI -

5BE: WNRAHESEHIRA Edit with IDLE, TJLATER%: Python f&, 1$Z IDLE, AEaT
File -> Open &R HF IR EHTFH Y-
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|
r‘
| File Edit Format Run Options Window Help
1 paramiko
time

{ 2zh = paramikeo. S5HC1ient ()

ggh. set_missing host_keyv_policy(paramiko. futofddPolicsy ()
ggh. connect {7 192, 163, 1. 2647, username="python’, password="Huawei@1237)
channel = ssh. invoke_shell ()

channel. send{’ screen—length 0 temporaryin’ )

time. zleep (1)

channel. send{” display current—configurationtn’ )

time. sleep(3)

output = channel. recw(65535). decode (" utf-37)

print {output)

zzh. cloze ()

Ln: 15 Col: 0
FIFEIER T Ei=dAY Run B&{ERIHRIEEE F5 21T Python BIAS ., 1S RILUEREERIFE

[=]
[=]= e}

5BE: 1EIRREERLLEIARRT, SR EREZREE paramiko . IRK%ZEE, AILAELEIRH
CMD RmE#HiA pip install paramiko a1 TE&E,

TR 4 AHER
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# |DLE Shell 3.11.4 — O *

| Ele Edit Shell Debug Options Window Help

Pyvthon 3.11.4 (tags/vw3.11.4:d2340ef, i, 06:45:37) [MSC w. 1934 64 bit o
ANMDE4) ] on win32
Type “help”, “copyright”, “credits” or “license()” for more information.

59 _
= RESTART: D-* ot hior, o
Squeezed text (275 lines).

s Double-click to expand, righf-click for more options.

|

|

|

| Ln: & Col: 0

AFatAEEE, FENEEERERERS.
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# |DLE Shell 3.11.4 — O *

| Ele Edit Shell Debug Options Window Help

Pyvthon 3.11.4 (tags/vw3.11.4:d2340ef, 05:45:37) [M3C . 1934 64 bit
ANMDE4) ] on win32
Type “help”, “copyright”, “credits” or “license()” for more information.
FEE
= RESTART: D:* wwthon. py

Info: The max mumber of VIT usgers iz 5, the number of current VIT uszerz online i
z 1, and total number of terminal userz online i= 2.
The current login time iz 07:51:6a.
{53lrzcreen-length 0 temporary
Info: The configuration takes effect on the current uzer terminal interface only

<531>dizplay current-configuration

I Software Version VE0OOR0Z4C005PCEON

'Last configuration was updated at 07:09: 43+00: 00 by STSTEM automatic
ally

Verpe VEPVEOOROODGCO0OBOLIEDO1ZT-0.0.1
'kmz_feature ——

'md_t1lm VEFVBOOROOGECOOBO1IEDO1Z2T-0.0.1
'monitor ——

Intid ——

l'zaid VEPVAOOROOD&CO0BO1GDO1Z2Y-0.0.1
Melem VEPVAEOORODECO0OBOLIEDO1ZT-0.0.1

#

pki realm default

#

zyaname 51

#

undo ftp zerver zource all-interface

undo ftp ipvE serwver zource all-interface

undo zet bridge-domain reszource super—mode

zzl policy default

pki-domain default

2z] minimum wersion tl=zl.2
cipher—zuite exclude kev-exchange rza
cipher—=suite exclude cipher mode che
cipher—zuite exclude hmac shal
diffie-hellman moduluz 3072

Ln: 272 Col: 0

15.2.3 {CRBREMT

HIE 1 SAER

import paramiko
import time

SANRERAAIPFEZEHFIRT paramiko F time FIPMEIR . time BIRTFELSE, paramiko 12
REEFNLE, WRBEILEDM, 58%E paramiko ZFIESIH:
https://www.paramiko.org/installing.html,

ARETRNEH paramiko FHi%EiES%E paramiko API 3Z#:
https://docs.paramiko.org/en/stable/,

Python BUATEFERIRFHRITAIERS, £fER praramiko ML AIXECEFSHIRIRER
BRI AR SERSEIREEETRAE. thY, ATLMER time IR TAY sleep AR A
NEERRF
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TR 2 BRIEE

‘cﬁ

ssh = paramiko.SSHClient()

Bl#2 SSHClient ZERISLHINGR, XPMIGAGRTFEL SSH IEZMPUTIZIZGS S -

ssh.set_missing_host_key_policy(paramiko.AutoAddPolicy())

IREBERINRIEN PR . BEIRNEEHRS SR, £BSENZERINE At
known_hosts &b (IFELENXE, (EEINIENKIRERER ) .

ssh.connect('192.168.1.254', username='python', password="Huawei@123")

B paramiko BY connect J57%, & SSH Y5 IP /9 192.168.1.254 E’Jumi%_u_};z, F
{FFEBF& python &8 Huawei@123 HiTEDINIE . EZINGE, BEam<SRIEZIT
IXEEIJ:H:H—J'O

T3 BAEEDS

channel = ssh.invoke_shell()

BIE— R ELHY shell &1F. 'SE};A@% exec_command FiEHITEAN GRS ARE,
invoke_shell FiEZRIFREEBRBHITEEXNRE, LIMEERITZS 0SS LIEGSR
"FE

channel.send('screen-length 0 temporary\n')

B 2379 SSH EEMITiZIR S RiXan< screen-length 0 temporary .,

screen-length temporary a5 S FRIRBEIEERinFE=NIRRT 2R1TEH . BREBRT, BinkE
BENERERER 24 17, screen-length BUES O E]‘%T?EIZT_Iﬁj\JﬁIJJﬁm

time.sleep(1)

IERFEE 1 08, LRRITIEIRE BRI ERA RS FHERRIL .

channel.send('display current-configuration\n')
time.sleep(3)

&i%p< display current-configuration, 1% 3 #b¢,

output = channel.recv(65535).decode('utf-8')

channel.recv(65535): 1IXEAY recv J5iEFTF M SSH BIEIRINEIE . S%1 65535 155 7 EI
ZMXAIKR/N, BlExZBiEIR 65535 FHAIEIE . XMETLURIBLEERAR, BEERE
P—PMRKRAYELARREEBIZIEREE .
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decode('utf-8"): EKEIRIMIBRINTHIEEN, decode(utf-8') FSiEGIX LT 4R
BIBAERESE, ETFEEMENER.
output = 2T EKEIIKIREIEITE output 1,

print(output)

FIENGIE .

LR’ 4 XARIE

ssh.close()

B close() XIAARIRIE, IRE VY ERHERR, TRTHAEEEXALRIE

153 Bc &%
15.3.1 S1 VB &R

sysname S1
#
aaa
local-user python password irreversible-cipher Huawei@123
local-user python password-force-change disable
local-user python privilege level 3
local-user python service-type ssh
#
interface GE1/0/17
undo portswitch
ip address 192.168.1.254 255.255.255.0
#
stelnet server enable
ssh user python
ssh user python authentication-type password
ssh user python service-type stelnet
ssh server-source all-interface
user-interface vty 0 4
authentication-mode aaa
protocol inbound ssh
#
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15.4 BBEm

1. ARSI, Python (URBHITHIIBIRRARE T —Kar<,

<, BRATEALSEI?
EHE: FLUERLATMES:

A

£

MRBERMERIESF

1853

A
ap

import paramiko

# EMNBZZEANEEEE
ip ='192.168.1.254'
username = 'python'
password = 'Huawei@123'

# BUE— SSH ZF iR

client = paramiko.SSHClient()

# BEIRINEEENEY SSH 258
client.set_missing_host_key_policy(paramiko.AutoAddPolicy())

try:
# ERRIMEIRE

client.connect(ip, username=username, password=password)

# CIE—3RREA shell
shell = client.invoke_shell()

# EHRBNG IR/
while not shell.recv_ready():
pass
output = shell.recv(1024).decode (‘utf-8')

# ENERITHRSIIFE
commands = [

'dis cu',

'dis version’,

'dis ip int brief'
1

# REWITWS
for command in commands:
shell.send(f'{command}\n')
while not shell.recv_ready():
pass
output = shell.recv(1024).decode (‘utf-8')
print(output)

finally:
# KIANERE
client.close()

LA EACHRIESE .
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1 6 Pt REHEBRSELE

16.1 SCEG 4R

16.1.1 XFALIE

ER—BMETIET, MEFEZESMLMEPEMNEISHIGEN, EFERZIME LIS
B, BEOSIRER—ERYRIEH TS EAANHEIERIBE o

TEEZMES, BERRHIEERIRIEREAK . MESRE .. ZOE%. E8MHTEF. &
WLAN F1, ENRIHIEE AP E2KM . STA L&EME,

ALIFEI LS, BEFRERESISMENERRIEE DAISEHIERS

16.1.2 LI HAY
o FEERMEHEMBEATIE
o FREERREHEHESS

16.1.3 SCIGZHM 1 2R

WAC1 (S51) GE1/0/1
TR GE1/0/12 GE1/0/12

S_) S Corel (S2)

GE1/0/13

GE1/0/2 GE1/0/2
ACC1 (S3)

((( ,)) MultiGE0/0/0

ACC2 (S4)
GE1/0/4

=
i VLANIF101
BB %E R

STA
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E16-1 RIZSEIEHFRSCIGRF
1. Corel (BIS2) AEXZLIIEN, Corel IFREAZRRE.

2. Corel. WACT. R1 [ai#id OSPF SLIIEEXEE; Corel I=REIEMX, {FJ3 DHCP ik
FRNTEINBLLRIRDE P etk , HpBE%Rin{FR ACC2 (Bl S4) £ VLANIF101 ##
O

3. WACT (BN S1) 3235 WLAN-AC IhgE ( ELFRIMSF I AS S, IHEE WACE
) , B8 WAC{EMA; WACT1 5 AP1 &F=EM4L, Corel {EJ9 DHCP BRS3 2844 AP1
ofc 1Pt , \SHIERBERERER .

16.1.4 L E=

FNERIESER S KEXMEHEIAARDRER, SERIZRW ML MEERE

&, RIFER IP HUEEREVRM . MEEARE. AP L&KM, STA BRAEITLESFD

=)
o

FE BB RS AREHT T HEEHR, ARSI SMERIESER.

16.1.5 LIS

%16-1 VLAN %I

VLANSRS VLAN#ER
3 APEIEVLAN
10 Core1 5R1HEXVLAN
11 Core 1 SWACT1HEXVLAN
100 & Zin S5 VLAN
101 B&EZiREVLAN

%16-2 P Hbhibk)

= 0O IP Address/Mask
VLANIF 3 192.168.3.254/24
VLANIF 10 192.168.10.1/30
Core1 VLANIF 11 192.168.11.1/30
VLANIF 100 192.168.100.254/24
VLANIF 101 192.168.101.254/24
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LoopBack 0 10.0.1.1/32
GE0/0/2 192.168.10.2/30
R1
LoopBack 0 10.0.2.2/32
VLANIF 11 192.168.11.2/30
WAC1
LoopBack 0 10.0.3.3/32
%16-3 WLAN St
[T=10 [T=t=55
APEIEVLAN VLAN 3
STAMVEZVLAN VLAN 100
Core1{EIDHCPRRSS 2 AP S BCETRIPHbLIE
DHCPRs322
Core1{EIDHCPRRSS2E ASTAD EC IS5 PiBiL
APHYIPHBLE 192.168.3.1-192.168.3.253/24
STARYIPHBLIEth 192.168.100.1-192.168.100.253/24

WACHYR$E 1 Pttt

VLANIF11: 192.168.11.2/30

APZH

BFR: ap-group1

S| HtENR: VAPEHRHCIA-WLAN ., lHETBiEtRdefault

I ETRER

ZFR: default

Ex5: FE (CN)

SSIDHERR

BFR: HCIA-WLAN

SSIDZFR: HCIA-Guest

LEER

ZFR: HCIA-WLAN

TZEHRE&: WPA-WPA2+PSK+AES

2270 HCIA-Datacom

VAPHERR

ZFR: HCIA-WLAN




S

sCie
HUAWEI HCIA-Datacom V2.0 C3G3EAf 2518911

AN BEER

AF$3VLAN: VLAN 100

S|FtENR: SSIDIEHRHCIA-WLAN ., Z2EHRHCIA-WLAN

16.2 SCIG(FSBBECE

16.2.1 B E IR
1. BAWE, THMBIShE
2. HIEBSAZIRIKEY IP kS a)RR
3. HIEE=ENMNZEEMER
4. HEE AP &K a)RR
5. HE&E STA TiEERIITEES O

16.2.2 BcELE

TR 1 REEMES

# KIAZIEALEY ZTP TORE
Corel. ACC1. ACC2 5 WACT 95RFALAFECE X ZTP I8¢,

<HUAWEI> set ztp disable

Info: The ZTP process will be terminated. When restarting without a configuration file, the device will
not start the ZTP process.

<HUAWEI> system-view
[HUAWEI]

LI 2 SAMERE
# £ R NRFUWET, SR BFECE

#

sysname R1

#

interface GE0/0/1
shutdown

#

interface GE0O/0/2
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undo portswitch

ip address 192.168.10.2 255.255.255.252
#
interface LoopBackO

ip address 10.0.2.2 255.255.255.255
#
ospf 1 router-id 10.0.2.2

area 0.0.0.0

network 192.168.10.2 0.0.0.0

#
lldp enable
#

5190

# £ WACTI WESWMET, S\ WACT B9FREcE

#

sysname WACT

#

vlan batch 11 100

#

interface Vlanif11
ip address 192.168.11.2 255.255.255.252

#

interface GE1/0/1
shutdown

#

interface GE1/0/10
shutdown

#

interface GE1/0/11
shutdown

#

interface GE1/0/12
port link-type access
port default vlan 11

#

interface GE1/0/13
shutdown

#

interface GE1/0/14
shutdown

#

interface LoopBackO
ip address 10.0.3.3 255.255.255.255

#

ospf 1 router-id 10.0.3.3
area 0.0.0.0

network 10.0.3.3 0.0.0.0
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network 192.168.11.2 0.0.0.0
#
wlan
security-profile name HCIA-WLAN
security wpa-wpa2 psk pass-phrase HCIA-Datacom aes
ssid-profile name HCIA-WLAN
ssid HCIA-Guest
vap-profile name HCIA-WLAN
service-vlan vlan-id 100
security-profile HCIA-WLAN
regulatory-domain-profile name default
ap-group hame ap-group’
radio 0
vap-profile HCIA-WLAN wlan 1
radio 1
vap-profile HCIA-WLAN wlan 1
radio 2
vap-profile HCIA-WLAN wlan 1
#
capwap source interface vlanif 11
Huawei@123
Huawei@123
admin
Huawei@123
Huawei@123
Huawei@123
Huawei@123

519131

# 1 Corel IEARMET, SN\ Corel BITRECE

#
sysname Core1
#
dhcp enable
#
vlan batch 3 10 to 11 100 to 101
#
interface Vlanif3
ip address 192.168.3.254 255.255.255.0
dhcp select interface
dhcp server gateway-list 192.168.3.254
dhcp server option 43 sub-option 2 ip-address 192.168.11.2
#
interface Vlanif10
ip address 192.168.10.1 255.255.255.252
#
interface Vlanif11
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ip address 192.168.11.1 255.255.255.252
#
interface Vlanif100
ip address 192.168.100.254 255.255.255.0
dhcp select interface
dhcp server gateway-list 192.168.100.254
#
interface Vlanif101
shutdown
ip address 192.168.101.254 255.255.255.0
dhcp select interface
dhcp server gateway-list 192.168.101.254
#
interface GE1/0/1
port link-type access
port default vlan 10
#
interface GE1/0/10
shutdown
#
interface GE1/0/11
shutdown
#
interface GE1/0/12
port link-type access
port default vlan 11
#
interface GE1/0/13
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 3 100
#
interface GE1/0/14
port link-type trunk
port trunk allow-pass vlan 101
#
interface LoopBackO
ip address 10.0.1.1 255.255.255.255
#
ospf 1 router-id 10.0.1.1
area 0.0.0.0
network 10.0.1.1 0.0.0.0
network 192.168.3.0 0.0.0.255
network 192.168.10.1 0.0.0.0
network 192.168.11.1 0.0.0.0
network 192.168.100.0 0.0.0.255
network 192.168.101.0 0.0.0.255

5192
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| #

193]

# £ ACC1 IRSHMET, S ACCT B9TRECE

#
sysname ACC1
#
vlan batch 3 100
#
interface GE1/0/1
shutdown
#
interface GE1/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 3 100
#
interface GE1/0/3
shutdown
#
interface GE1/0/4
port link-type trunk
port trunk pvid vlan 3
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 3 100
#

# £ ACC2 IRAMET, SN ACC2 B9FRELE

#
sysname ACC2
#
vlan batch 101
#
interface Vlanif101
ip address dhcp-alloc
#
interface GE1/0/1
shutdown
#
interface GE1/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 101
#
interface GE1/0/3

shutdown
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#

interface GE1/0/4
port link-type access
port default vlian 101

#

194

IR 3 HIEHRE: BERIRTIAIREN IP bt

# BEBLREIRTIEIREL P it AIHEIISR
£ ACC2 Lk Ping BZ&ZimAY L SM Kbl .

[ACC2] ping 192.168.101.254
PING 192.168.101.254: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 192.168.101.254 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

BJLAEE, Ping KM,

£ ACC2 F&E VLANIF101 253512 IP btk

[ACC2] display ip interface Vlanif 101

Vl0anif101 current state : up

Line protocol current state : DOWN

The Maximum Transmit Unit: 1500 bytes

input packets : 0, bytes: 0, multicasts: 0

output packets : 0, bytes: 0, multicasts: 0
Directed-broadcast packets:

received packets: 0, sent packets: 0
forwarded packets: 0, dropped packets: 0
Internet protocol processing : disabled

Broadcast address : 0.0.0.0
TTL being 1 packet number:
TTL invalid packet number:
ICMP packet input number:

Echo reply:

Unreachable:

Source quench:

Routing redirect:

Echo request:

O O O O O o o o
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Router advert:
Router solicit:

Time exceed:

IP header bad:
Timestamp request:
Timestamp reply:
Information request:
Information reply:
Netmask request:
Netmask reply:
Unknown type:

AJLAEEI, ACC2 B VLANIF101 EORIRENE & SSMER 192.168.101.0/24 Hhaditsiit

O O O OO o o o o o o

# RERFEKEORSEEEE (BIE DHCP EFin SRS R ZENIERESRIESE )
£ ACC2 EEFEORE.

[ACC2] display interface brief | include up
PHY: Physical
*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(b): BFD down

(e): ETHOAM down

(d): Dampening Suppressed
(p): port alarm down

(dl): DLDP down

(c): CFM down

(sd): STP instance discarding
(ms): MACsec down

(ed): error down

(lb): LBDT block
InUti/OutUti: input utility rate/output utility rate

Interface PHY Protocol InUti OutUti  inErrors outErrors
GE1/0/2 up up 0.01% 0.01% 0 0
Vl0anif101 up down —- —- 0 0

ALIEE], ACC2 5 Core1 BEAMIEIEMIBIZIREIESE; ACC2 A9 VLANIF101 248K
BIEE, (B2HMUIATS down, 5HH DHCP ZRis SIRZSE > AR IBHEIRIFE

# RMEZEORBUE VLAN 25 1EH

[ACC2] display vlan
The total number of vlans is : 2

U: Up; D: Down; TG: Tagged; UT: Untagged;
MP: Vlan-mapping; ST: Vlan-stacking;
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#: ProtocolTransparent-vlan;

MAC-LRN: MAC-address learning;

BC: Broadcast; MC: Multicast;

*» Management-vlan;
STAT: Statistic;
UC: Unknown-unicast;

FWD: Forward;  DSD: Discard;
VID Ports
1 UT: ...
101 TG:GE1/0/2(U)

VID Type Status Property MAC-LRN STAT

1 common enable default
101 common enable default

BC MC UC Description

enable disable FWD FWD FWD VLAN 0001
enable disable FWD FWD FWD VLAN 0101

51961

[Core1] display vlan
The total number of vlans is : 6

U: Up; D: Down;

MP: Vlan-mapping;

#: ProtocolTransparent-vlan;
MAC-LRN: MAC-address learning;

TG: Tagged; UT: Untagged;
ST: Vlan-stacking;
*» Management-vlan;

STAT: Statistic;

BC: Broadcast; MC: Multicast; UC: Unknown-unicast;
FWD: Forward;  DSD: Discard;
VID Ports
1 UT: ...
3 TG:GE1/0/13(U)
10 UT:GE1/0/1(U)
11 UT:GE1/0/12(U)
100 TG:GE1/0/13(U)
101 TG:GE1/0/14(U)

VID Type Status Property MAC-LRN STAT

BC MC UC Description

1 common enable default enable disable FWD FWD FWD VLAN 0001

3 common enable default enable disable FWD FWD FWD VLAN 0003
10 common  enable default enable disable FWD FWD FWD VLAN 0010
11 common enable default enable disable FWD FWD FWD VLAN 0011
100 common enable default enable disable FWD FWD FWD VLAN 0100
101 common enable default enable disable FWD FWD FWD VLAN 0101

ALIER], ACC2 5 Corel HIBEEXOEHUELWSS VLAN 101,

# B DHCP ZEFinEcER A 1ER
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£ ACC2 +&F VLANIF101 O S,

[ACC2] interface Vlanif 101
[ACC2-Vlanif101] display this
#
interface Vlanif101
ip address dhcp-alloc
#
return
[ACC2-Vlanif101] quit

ALIEZR], ACC2 Y VLANIF101 #EOEEE ET DHCP BFUaISSREN IP bk,

# 07 DHCP RS RECERSIER
£ Corel LERZOMUEHAIECE B -

[Core1] display ip pool interface Vlanif101

Pool-name : Vlanif101
Pool-No : 2
Lease : 1 Days 0 Hours 0 Minutes

Domain-name : -
DNS-server0 : -
NBNS-server0 : -
Netbios-type : -

Position : Interface

Status : Unlocked

Gateway-0 : 192.168.101.254

Network : 192.168.101.0

Mask : 255.255.255.0

VPN instance : --

Logging : Disable

Conflicted address recycle interval: -

Address Statistic: Total 253 Used :0
Idle :253 Expired :0
Conflict :0 Disabled :0

Network section
Start End Total Used Idle(Expired) Conflict Disabled

192.168.101.1 192.168.101.254 253 0 253(0) 0 0

AILAEER, BEZiRSS P HEHSEELER, BRKRDEAED IP itbilt,

£x EPmARLAFIBTH, Corel pUiEOttbhbtACE IFMRBER RS Ecitt, RItFERH—S0TX
ORI
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# 183 Corel B9 VLANIF101 #ZRES

[Core1] display interface Vlanif 101
V0anif101 current state : Administratively DOWN (ifindex: 40)
Line protocol current state : DOWN
Description:
Route Port,The Maximum Transmit Unit is 1500
Internet Address is 192.168.101.254/24
IP Sending Frames' Format is PKTFMT_ETHNT_2, Hardware address is 20df-73f5-4575
Physical is VLANIF
Current system time: XXXX-XX-XX 09:23:21
Input bandwidth utilization : --
Output bandwidth utilization : --

AILAEZR, Corel B9 VLANIF101 EIAZES Administratively DOWN, IRBBiZIZEOHWEER
IRIR{EENT shutdown d5% .

H—EHEE Corel B9 VLANIF101 BUZEOELE .

[Core1] interface Vlanif 101
[Core1-Vlanif101] display this
#
interface Vlanif101
shutdown
ip address 192.168.101.254 255.255.255.0
dhcp select interface
dhcp server gateway-list 192.168.101.254
#
return

ALAEZRI, VLANIF101 #O# shutdown, &EidiiA undo shutdown REZEIRZES,

[Core1-Vlanif101] undo shutdown
[Core1-Vlanif101] quit

# BIRTE ACC2 E&EFE VLANIF101 28&3K1S IP ittt

[ACC2] display ip interface Vlanif 101
V0anif101 current state : UP
Line protocol current state : UP
The Maximum Transmit Unit : 1500 bytes
input packets: 0, bytes: 0, multicasts:0
output packets: 0, bytes: 0, multicasts:0
Directed-broadcast packets:
received packets:0, sent packets: 0
forwarded packets: 0, dropped packets: 0
Internet Address is allocated by DHCP, 192.168.101.170/24
Broadcast address : 0.0.0.0
TTL being 1 packet number: 0
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TTL invalid packet number:
ICMP packet input number:
Echo reply:
Unreachable:
Source quench:
Routing redirect:
Echo request:
Router advert:
Router solicit:
Time exceed:
IP header bad:
Timestamp request:
Timestamp reply:
Information request:
Information reply:
Netmask request:
Netmask reply:

O O O OO O O O oo oo o oo o o o

Unknown type:

ATLAEEI, ACC2 B9 VLANIF101 #EOSINET DHCP SREVE 2SS MES 192.168.101.0/24
Fpg— LSS 1P HbliE

# ERIE ACC2 E Ping MBS M= bt

[ACC2] ping 192.168.101.254
PING 192.168.101.254: 56 data bytes, press CTRL_C to break
Reply from 192.168.101.254: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 192.168.101.254: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 192.168.101.254: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 192.168.101.254: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 192.168.101.254: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 192.168.101.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

BLAEE], ACC2 ERLIN Ping i Corel LBV SMEZAIM i o
BELRIFTEIREN P AR R

LI 4 HIEKE: ZENSEBETERE
# BEE=EMZEBEERENEERR
ZMEBISSER=FiReE (Corel. R1FIWACT) ZIEAIFAEIOIRIEAE Ping &,
£ Corel £ Ping R1 R9EREOMMEYE (10.0.22)
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[Core1] ping 10.0.2.2
PING 10.0.2.2: 56 data bytes, press CTRL_C to break
Request time out
Request time out
Request time out
Request time out
Request time out

--- 10.0.2.2 ping statistics ---
5 packet(s) transmitted
0 packet(s) received
100.00% packet loss

BILAEZ, Ping ML,

# EIREEREREERIER

[Core1] display interface brief | include up
PHY: Physical

*down: administratively down

Adown: standby

(1): loopback

(s): spoofing

(b): BFD down

(e): ETHOAM down

(d): Dampening Suppressed

(p): port alarm down

(dl): DLDP down

(c): CFM down

(sd): STP instance discarding

(ms): MACsec down

(ed): error down

(lb): LBDT block

InUti/OutUti: input utility rate/output utility rate

Interface PHY Protocol InUti OutUti  inErrors outErrors
GE1/0/1 up up 0.01% 0.01% O
GE1/0/12 up up 001% 001% O 0
GE1/0/13 up up 0.01% 0.01% O 0
GE1/0/14 up up 0.01% 0.01% O 0
LoopBack0 up up(s) -- -- 0 0
Vlanif3 up up -- -- 0 0
Vlanif10 up up -- -- 0 0
Vlanif11 up up -- -- 0 0
Vl0anif100 up up -- -- 0 0
Vlanif101 up up -- -- 0 0

BJLAEE, Corel 5 R1 (EBKORKEIEE.
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520131

[Core1] display vlan
The total number of vlans is : 6

U: Up; D: Down;
MP: Vlan-mapping;
#: ProtocolTransparent-vlan;

TG: Tagged;

UT: Untagged;

ST: Vlan-stacking;

BC: Broadcast;

MAC-LRN: MAC-address learning;

MC: Multicast;

*» Management-vlan;
STAT: Statistic;
UC: Unknown-unicast;

FWD: Forward;  DSD: Discard;
VID Ports

1 UT: ...

3 TG:GE1/0/13(U)
10 UT:GE1/0/1(U)
11 UT:GE1/0/12(U)

100 TG:GE1/0/13(U)
101 TG:GE1/0/14(U)

VID Type Status Property MAC-LRN STAT

BC MC UC Description

1 common enable default enable disable FWD FWD FWD VLAN 0001

3 common enable default enable disable FWD FWD FWD VLAN 0003
10 common  enable default enable disable FWD FWD FWD VLAN 0010
11 common enable default enable disable FWD FWD FWD VLAN 0011
100 common enable default enable disable FWD FWD FWD VLAN 0100
101 common enable default enable disable FWD FWD FWD VLAN 0101

BLAEZR, Corel 5 R1 WEBOSHIEEEL VLAN 10,

# MEEO P IR EEE IR

[Core1] display ip interface brief

*down: administratively down

ldown: FIB overload down

Adown: standby

(1): loopback

(s): spoofing

(d): Dampening Suppressed

(ed): error down

The number of interface that is UP in Physical is 7

The number of interface that is DOWN in Physical is 1

The number of interface that is UP in Protocol is 7

The number of interface that is DOWN in Protocol is 1

Interface IP Address/Mas Physical Protocol VPN
LoopBack0 10.0.1.1/32 up up(s) --
Vlanif3 192.168.3.254/24 up up --
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Vlanif10 192.168.10.1/30 up up --

Vlanif11 192.168.11.1/30 up up --
Vl0anif100 192.168.100.254/24 up up --
Vl0anif101 192.168.101.254/24 up up --

5202

[R1] display ip interface brief

*down: administratively down

!down: FIB overload down

Adown: standby

(1): loopback

(s): spoofing

(d): Dampening Suppressed

(ed): error down

The number of interface that is UP in Physical is 4
The number of interface that is DOWN in Physical is 2
The number of interface that is UP in Protocol is 4
The number of interface that is DOWN in Protocol is 2

Interface IP Address/Mask Physical Protocol VPN
GE0/0/2 192.168.10.2/30 up up --
LoopBack0 10.0.2.2/32 up up(s) -

AILAEE, Corel 5 R1AIEEXCIFIAEIN IP HUNYECEIF, BIRESER,

# MERARSIES

[Core1] display ip routing-table
Proto: Protocol Pre: Preference

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 21 Routes : 21
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 Direct 0O 0 D 127.0.0.1 LoopBack0
10.0.3.3/32 OSPF 10 1 D 192.168.11.2 Vlanif11
127.0.0.0/8 Direct 0 0 D 127.0.0.1 InLoopBack0
127.0.0.1/32 Direct 0O 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32  Direct 0 0 D 127.0.0.1 InLoopBack0
192.168.3.0/24 Direct 0 0 D 192.168.3.254 Vlanif3
192.168.3.254/32 Direct 0 0 D 127.0.0.1 Vlanif3
192.168.3.255/32 Direct 0 0 D 127.0.0.1 Vlanif3
192.168.10.0/30 Direct 0 O D 192.168.10.1 Vlanif10
192.168.10.1/32 Direcc O O D 127.0.0.1 Vl0anif10
192.168.10.3/32 Direcc O O D 127.0.0.1 Vl0anif10
192.168.11.0/30 Direct 0 0 D 192.168.11.1 Vlanif11
192.168.11.1/32 Direct 0 0 D 127.0.0.1 Vlanif11
192.168.11.3/32 Direct 0 0 D 127.0.0.1 Vlanif11
192.168.100.0/24 Direct 0 0 D 192.168.100.254  Vlanif100
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192.168.100.254/32
192.168.100.255/32
192.168.101.0/24

192.168.101.254/32
192.168.101.255/32
255.255.255.255/32

Direct
Direct
Direct
Direct
Direct
Direct

HCIA-Datacom V2.0 SCIGFERR

o O O O © o

o O O O © o

O O O O U O

127.0.0.1
127.0.0.1

192.168.101.254

127.0.0.1
127.0.0.1
127.0.0.1

Vlanif100
Vlanif100
Vlanif101
V0anif101
V0anif101
InLoopBack0

282033,

BJLAEE], Corel By IP ISRZRFPFAES R1 EIEMRIEH, E2REFIE R A9REIObit

B9 OSPF B8H.

[R1] display ip routing-table

Proto: Protocol

Pre: Preference

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_

Destinations : 14

Destination/Mask Proto
10.0.1.1/32 OSPF
10.0.2.2/32 Direct
10.0.3.3/32 OSPF
127.0.0.0/8 Direct
127.0.0.1/32 Direct
127.255.255.255/32 Direct
192.168.3.0/24 OSPF
192.168.10.0/30 Direct 0
192.168.10.2/32 Direct 0
192.168.10.3/32 Direct 0
192.168.11.0/30 OSPF
192.168.100.0/24 OSPF
192.168.101.0/24 OSPF
255.255.255.255/32  Direct

Routes : 14

Pre
10
0
10
0
0
0
10
0
0
0
10
10
10
0

Cost Flags

N NN OOONOOONO =

o

D

O O O O O O

O O O

D

NextHop
192.168.10.1
127.0.0.1
192.168.10.1
127.0.0.1
127.0.0.1
127.0.0.1
192.168.10.1

192.168.10.2
127.0.0.1
127.0.0.1

192.168.10.1
192.168.10.1
192.168.10.1
127.0.0.1

Interface
GEO0/0/2
LoopBack0
GEO0/0/2
InLoopBack0
InLoopBack0
InLoopBack0
GE0/0/2

GEO0/0/2
GE0/0/2
GEO0/0/2

GE0/0/2
GE0/0/2
GE0/0/2
InLoopBack0

BJLAEE, R1AYIP BREFRFFES Corel EIEMERIKEF] Corel RUTAEIOBIIAT OSPF B

B, ERtEESREOMIRIEZERR.

R FFmARTL BT, Corel 5 R1 A9 OSPF SBEIEE, B R1 %845 LoopBacko HBiitHE

&SI\ OSPF, [FAIt Corel TiEZFEIE,

# ¥9& R1 B9 OSPF BC &

[R1] ospf 1

[R1-ospf-1] display this

#

ospf 1 router-id 10.0.2.2

area 0.0.0.0
network 192.168.10.2 0.0.0.0

#
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BJLAEZI, R1;8E7TE LoopBack0 FSH OSPF,

# {EZ R1 B9 OSPF B, T LoopBackO $2[1f5F OSPF

[R1-ospf-1] area 0

[R1-ospf-1-area-0.0.0.0] network 10.0.2.2 0.0.0.0

[R1-ospf-1-area-0.0.0.0] quit
[R1-o0spf-1] quit

# BIXIGE Corel BY IP BEHAZE

[Core1] display ip routing-table
Pre: Preference

Proto: Protocol

Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Routing Table : _public_
Destinations : 22

Destination/Mask Proto
10.0.1.1/32 Direct
10.0.2.2/32 OSPF
10.0.3.3/32 OSPF
127.0.0.0/8 Direct
127.0.0.1/32 Direct
127.255.255.255/32  Direct
192.168.3.0/24 Direct
192.168.3.254/32 Direct
192.168.3.255/32 Direct
192.168.10.0/30 Direct
192.168.10.1/32 Direct
192.168.10.3/32 Direct
192.168.11.0/30 Direct
192.168.11.1/32 Direct
192.168.11.3/32 Direct
192.168.100.0/24 Direct
192.168.100.254/32  Direct
192.168.100.255/32  Direct
192.168.101.0/24 Direct
192.168.101.254/32  Direct
192.168.101.255/32  Direct
255.255.255.255/32  Direct

Routes : 22
Pre Cost Flags
0 0 D
10 1 D
10 1 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D
0 0 D

NextHop
127.0.0.1
192.168.10.2
192.168.11.2
127.0.0.1
127.0.0.1
127.0.0.1
192.168.3.254
127.0.0.1
127.0.0.1
192.168.10.1
127.0.0.1
127.0.0.1
192.168.11.1
127.0.0.1
127.0.0.1
192.168.100.254
127.0.0.1
127.0.0.1
192.168.101.254
127.0.0.1
127.0.0.1
127.0.0.1

Interface
LoopBack0
Vlanif10
Vlanif11
InLoopBack0
InLoopBack0
InLoopBack0
Vlanif3
Vlanif3
Vlanif3
Vlanif10
Vlanif10
Vlanif10
Vlanif11
Vlanif11
Vlanif11
Vlanif100
Vlanif100
Vlanif100
Vlanif101
Vlanif101
Vlanif101
InLoopBack0

ALAEZRI, Corel E£%3% R1 BYIREIOBLEAY OSPF #&H .

# BIRTE Corel EAE&NIS R1 HE]ORNEE M

[Core1] ping 10.0.2.2
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PING 10.0.2.2: 56 data bytes, press CTRL_C to break
Reply from 10.0.2.2: bytes=56 Sequence=1 ttl=255 time=1
Reply from 10.0.2.2: bytes=56 Sequence=2 tt|=255 time=1
Reply from 10.0.2.2: bytes=56 Sequence=3 ttl=255 time=1
Reply from 10.0.2.2: bytes=56 Sequence=4 ttl=255 time=1
Reply from 10.0.2.2: bytes=56 Sequence=5 ttl=255 time=1

--- 10.0.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

52053

ms
ms
ms
ms
ms

AILAEZ, Corel 25N Ping & R1 BYTR[EIOHbHE
—EMNZEREFEDRCSHER,

IR 5 HEESHE: AP _E4 WACT £

# BE AP1 LEEMAOMIETIR
£ WAC1 E&F AP1 B9 EEIER.

[WACT1] display ap all

Total AP information:
unauth: unauthed [1]
Extralnfo : Extra information
Total: 1

ID MAC Name Group IP Type

= c0a9-389c-1b40 - - - AirEngine5773-21

AJLAEE], AP1RLEZ, BIREA unauth,

# BE AP1 LEEMABEKRIRE

[WACT1] display ap online-fail-record all
Total APs: 1 Total records: 1

MAC Last fail time Reason

ALUEER, AP1 R EZEERBFEEZ The AP is not in the MAC whitelist, thFiE2 AP1 R7E

MAC BH& &,
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# 18 AP1 FEDIRINZE MACIAIEFIZE
£ WACT EiRnn AP1, ERTECE AP1 BIZFRFORR/E AP £H,

[WACT] wlan

[WAC1-wlan] ap-id 1 ap-mac c0a9-389c-1b40

[WAC1-wlan-ap-1] ap-name AP1

[WAC1-wlan-ap-1] ap-group ap-group1

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, Whether to continue? [Y/N]: y

[WAC1-wlan-ap-1] quit

[WACT-wlan] quit

AP1 B9 MAC HEIERTLIBIS 7 WACT E#H11T85< display ap all 3REXZ

# I—RRAEJEE, BXEE AP1 I LEEIER

[WACT1] display ap all

Total AP information:

nor :normal [1]
Extralnfo : Extra information
Total: 1

ID MAC Name Group IP Type State STA Uptime Extralnfo

1 c0a9-389¢c-1b40 AP1 ap-groupl 192.168.3.158 AirEngine5773-21 nor 0 22S -

BILAEZRI, AP1 ERINLEZ WACT, EIRZE nor ( BP normal) o
AP1 % WACT KW aIRRE f#R .

1B

TR 6 HIEWE: STA TEERITLES

# BE STA TEERIITEESAIMIEINSR
AP1 E&pkThE, =i STA EMHAEERLE(ES “HCIA-Guest” , {ERFKIEE,
FRrLAZE R WACT #&& VAP KEER

[WACT1] display vap all

WID : WLAN ID

Total: 2

AP ID AP name RfID WID BSSID Status Auth type STA  SSID

1 AP1 0 1 COA9-389C-1B40 ON WPA/WPA2-PSK 0 HUAWEI-WLAN
1 AP1 1 1 COA9-389C-1B50 ON WPA/WPA2-PSK 0 HUAWEI-WLAN

SILAEZI, HE189 VAP XELRY SSID ZF7A “HUAWEI-WLAN”
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# B WLAN 'SR EEE
£ WACT &% VAP # SSID #&#iRHVECES B -

520731

[WACT] wlan
[WACT1-wlan] display this
#
wlan
security-profile name HCIA-WLAN
security wpa-wpa2 psk pass-phrase Huawei@123 aes
ssid-profile name HCIA-WLAN
ssid HCIA-Guest
vap-profile name HCIA-WLAN
service-vlan vlan-id 100
security-profile HCIA-WLAN
regulatory-domain-profile name default
ap-group name ap-group
radio 0
vap-profile HCIA-WLAN wlan 1
radio 1
vap-profile HCIA-WLAN wlan 1
radio 2
vap-profile HCIA-WLAN wlan 1

ap-id 1 type-id 220 ap-mac c0a9-389c-1b40 ap-sn 21500867674ER9004989

ap-name AP1
ap-group ap-group1
#
return

BJLAEEI, WACT A9 SSID #EiRECE IEH, B2 VAP iR AR5 |IFEECER SSID &1k .

# {ZIE WLAN B9 VAP {&2iREc &
£ WACT EFE1E VAP 121k 5| A SSID &1,

[WAC1-wlan] vap-profile name HCIA-WLAN
[WAC1-wlan-vap-prof-HCIA-WLAN] ssid-profile HCIA-WLAN

Warning: This action may cause service interruption. Continue? [Y/N]: y

[WAC1-wlan-vap-prof-HCIA-WLAN] quit
[WAC1-wlan] quit

# BIXEE VAP RESEE

[WAC1] display vap all
WID : WLAN ID
Total: 2

Status

1 AP1 0 1 COA9-389C-1B40 ON

WPA/WPA2-PSK 0

HCIA-Guest
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1 AP1 1 1 COA9-389C-1B50 ON WPA/WPA2-PSK 0 HCIA-Guest

ALAEZ, SSID EEEEH “HCIA-Guest”
STA TTiEERFTLESDEWERR

16.3 £5RIGUE
IBIEE AT STA STh LA TRIIIE:
1. {EF STAZEFHIEAN SSID 3 “HCIA-Guest” HITEL(ES, TERIFHN “HRTE B
HEE STA FRENAY IP Hehik, FEIAYFE STA E#4T65< ping 192.168.100.254
2. STAEESSID |5, £ WACT L{#FR45< display station all &EF STA E8.

3. STAZKREUMBHLSS, 7£ Corel L{EMAE< display ip pool interface VIanif100 used &&1%
Oibhb gttt BB
4. STAFREUMEHESS, #14T74d5< ping 10.0.3.3, Uif5 WACI N=E&EEH.

THEE(FAE%RIR (ACC2 B VLANIF101 ) 5ERkLATRERILE:

1. £ ACC2 LiBid#s< display ip interface Vlanif 101 Z& VLANIF101 5hZ&FKENHY IP it
ht, FERITE ACC2 E3#11745< ping -a aUESTEARAY IP #64f 192.168.101.254,

2. VLANIF101 3kERiBIES, 7 Corel E{EM&< display ip pool interface Vlanif101 used
BEEOMUEBRIEIE SR

3. VLANIF101 skEtBtfE, #1478< ping 10.0.2.2, {5 R1 I=Ei&E&EH.

164 GiBES%
16.4.1 R1 N &

#
sysname R1
#
interface GE0O/0/1
shutdown
#
interface GE0/0/2
ip address 192.168.10.2 255.255.255.252
#
interface LoopBackO
ip address 10.0.2.2 255.255.255.255
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#
ospf 1 router-id 10.0.2.2
area 0.0.0.0
network 10.0.2.2 0.0.0.0
network 192.168.10.2 0.0.0.0
#
lldp enable
#
return

HCIA-Datacom V2.0 SCIEFAR

5209

16.4.2 WAC1 PIfie &

#
sysname WACT
#
wlan
security-profile name HCIA-WLAN

ssid-profile name HCIA-WLAN
ssid HCIA-Guest
vap-profile name HCIA-WLAN
service-vlan vlan-id 100
ssid-profile HCIA-WLAN
security-profile HCIA-WLAN
regulatory-domain-profile name default
ap-group name ap-group1
radio 0
vap-profile HCIA-WLAN wlan 1
radio 1
vap-profile HCIA-WLAN wlan 1
radio 2
vap-profile HCIA-WLAN wlan 1

ap-name AP1
ap-group ap-group]
#
capwap source interface vlanif 11
#
vlan batch 11 100
#
interface Vlanif11
ip address 192.168.11.2 255.255.255.252
#
interface GE1/0/1
shutdown
#

security wpa-wpa2 psk pass-phrase HCIA-Datacom aes

ap-id 1 type-id 220 ap-mac c0a9-389c-1b40 ap-sn 21500867674ER9004989
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interface GE1/0/10
shutdown

#

interface GE1/0/11
shutdown

#

interface GE1/0/12
port link-type access
port default vlan 11

#

interface GE1/0/13
shutdown

#

interface GE1/0/14
shutdown

#

interface LoopBackO
ip address 10.0.3.3 255.255.255.255

#

ospf 1 router-id 10.0.3.3
area 0.0.0.0

network 10.0.3.3 0.0.0.0
network 192.168.11.2 0.0.0.0
#
return

52103

16.4.3 Corel BYFCE

#
sysname Corel
#
dhcp enable
#
vlan batch 3 10 to 11 100 to 101
#
interface Vlanif3
ip address 192.168.3.254 255.255.255.0
dhcp select interface
dhcp server gateway-list 192.168.3.254
dhcp server option 43 sub-option 2 ip-address 192.168.11.2
#
interface Vlanif10
ip address 192.168.10.1 255.255.255.252
#
interface Vlanif11
ip address 192.168.11.1 255.255.255.252
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#
interface Vlanif100
ip address 192.168.100.254 255.255.255.0
dhcp select interface
dhcp server gateway-list 192.168.100.254
#
interface Vlanif101
ip address 192.168.101.254 255.255.255.0
dhcp select interface
dhcp server gateway-list 192.168.101.254
#
interface GE1/0/1
port link-type access
port default vlan 10
#
interface GE1/0/10
shutdown
#
interface GE1/0/11
shutdown
#
interface GE1/0/12
port link-type access
port default vlan 11
#
interface GE1/0/13
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 3 100
#
interface GE1/0/14
port link-type trunk
port trunk allow-pass vlan 101
#
interface LoopBackO
ip address 10.0.1.1 255.255.255.255
#
ospf 1 router-id 10.0.1.1
area 0.0.0.0
network 10.0.1.1 0.0.0.0
network 192.168.3.0 0.0.0.255
network 192.168.10.1 0.0.0.0
network 192.168.11.1 0.0.0.0
network 192.168.100.0 0.0.0.255
network 192.168.101.0 0.0.0.255
#
return
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16.4.4 ACC1 FUECE

#
sysname ACC1
#
vlan batch 3 100
#
interface GE1/0/1
shutdown
#
interface GE1/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 3 100
#
interface GE1/0/3
shutdown
#
interface GE1/0/4
port link-type trunk
port trunk pvid vlan 3
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 3 100
#
return

16.4.5 ACC2 B9 &

#
sysname ACC2
#
vlan batch 101
#
interface Vlanif101
ip address dhcp-alloc
#
interface GE1/0/1
shutdown
#
interface GE1/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 101
#
interface GE1/0/3
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shutdown
#
return

16.5 BZG

1. SECNMNEEES MR, —#RARLNLTE?
K;"E :

{£F3 Ping Ap B MESIEER EHEETE.
{£F Tracert ap S EHIEB N RIXRE BRIFTEZITANRE T RN AR .

2. AP1 % WACT LMAYE R EBERLE?

V=]

TR YIBIREEIE .. SIS . (RS,
HiFam: WEBECEEI= (41 DHCP BECEfEiIR. MEEBEEIRIR. AP A EREIR. 2BH
ZREERRS ) . REMRAARITE . WAC Y License RES .

3
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RERE SN

=
Xl
=]

17.1 L8G9 4R

17.1.1 XFARLIE

SEHSBEMNELTARTE, MEXMNE—BEGTTEREHIERIZ OIS, TLORE—MET
F, BRTSEBIIREZS, HEREX, 8FI . BEX. &%, 5F%. REE. E%
i, 90%MIHTHERITIESEEERX, 80%HI GDP ( Gross Domestic Product, EIR&EF
B2E) fEEREX, MB8NAESRE 18 MNNHEATERXY ., EXMNEENEXBEEHF
HROEMER, RERXERAIHRN—ED, EHEDA. AREF. CEEEHRhES
WRHUEENRE.,

ALIEET— M EX MENESSER, BIFERIERRE XM E SRR

17.1.2 LG BAY
o ERFEIX_EMEHNEERE
o ERFEX=EMZEEESE
o ERFEXTEMEIEESIE
e ERFEXMELZESRINVEESE
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17.1.3 SLIG4AM A
Internet
GEO0/0/1
WACTBEYGE1/0/1 Oitkht ( R1
=rNEAY oAz
EENNII =gk GE0/0/2
WAC1 (51) GE1/0/1
<« GE1/0/12 GE1/0/12
S o o Corel (S2)
+

GE1/0/13 GE1/0/14

GE1/0/2
ACC1 (S3)

MultiGEO/0/0

ACC2 (S4)
GE1/0/4

GE1/0/4

O R

PC PC2

-

E17-1 EXMBLRSSCIRHRFM

1. Corel (BP S2) {ERIRES, Corel AFRBN_EIRE.

2. Corel. WAC1. R1[3iEd OSPF LM BEXH&E; Corel I=REWEM*, {E5 DHCP iR
£2225 PC1 0 PC2 952 IP btk

3. WACT (BPS1) 2 WLAN-AC IHAE ( BLFRIMSRR RS AY IS, nJEE WACE
£) , YEJ9 WACfEEF; WACT 5 AP1 &bF=EMEE, Corel {E9 DHCP RS32345 AP1
oF IP Hbht, AVSESEIERBEEEAER

4. BT NAT RESRFEIRBERMNBELAF A LUGR R MRS
. BIERBEY STelnet SEBITIEERIEIREHITEHEN .
6. Corel {EMRUIRIFERFDECE AR FTP fRSS2E (WACT) o

17.1.4 LBE=
SN SR KA R ROV RN AR, NELEREETEEMEL. %

HXFE ﬁ%'ﬁ%iﬁlﬁﬁfﬁ 50 A, BimREIENMESERENIRENSS IP itik, FRSBZA
FRLAAIEISMERES .
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17.2.1 BcE I

1. BeE3HL. WAC FIEEHESAYEOF VLAN, BCE=EEObE, I8M, FEMEEE

2. BeEOIRYIAY DHCP I8, {F3iat/E/9 DHCP BRS3884 AP Fl7ctk/B AP e
IP bk

FoE WAC 9Ll S5, SEHL AP Al STA 2%
4. FECEHO NATINEE, SCELRAFEBIHT MRS

5. BcE SSH #0 FTP INRE, LR BEEBITIEEIBIENIRES, EIIIEEECE X
ALAEDEI FTP RSB

HCIA-Datacom V2.0 SCI8FAR 21631

17.2.2 BcELE

TR SREMERS
# 8%

B& o

# RIAZHEAAY ZTP IH8E

<Core1> set ztp disable

Info: The ZTP process will be terminated. When restarting without a configuration file, the device will
not start the ZTP process.

<Core1> system-view
[Corel]

ACC1. ACC2. WAC1 5 Corel IECEHER, FEBEEA,

# RAERRYRO

[WACT] interface GE 1/0/10
[WAC1-GE1/0/10] shutdown
[WAC1-GE1/0/10] quit
[WAC1] interface GE 1/0/11
[WAC1-GE1/0/11] shutdown
[WAC1-GE1/0/11] quit
[WAC1] interface GE 1/0/13
[WAC1-GE1/0/13] shutdown
[WAC1-GE1/0/13] quit
[WAC1] interface GE 1/0/14
[WAC1-GE1/0/14] shutdown
[WAC1-GE1/0/14] quit
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[Core1] interface GE 1/0/10
[Core1-GE1/0/10] shutdown
[Core1-GE1/0/10] quit
[Core1] interface GE 1/0/11
[Core1-GE1/0/11] shutdown
[Core1-GE1/0/11] quit

[ACC1] interface GE 1/0/1
[ACC1-GE1/0/1] shutdown
[ACC1-GE1/0/1] quit
[ACC1] interface GE 1/0/3
[ACC1-GE1/0/3] shutdown
[ACC1-GE1/0/3] quit

[ACC2] interface GE 1/0/1
[ACC2-GE1/0/1] shutdown
[ACC2-GE1/0/1] quit
[ACC2] interface GE 1/0/3
[ACC2-GE1/0/3] shutdown
[ACC2-GE1/0/3] quit

# & R1 1 WACT - EEOTRA=EEO

[R1] interface GE 0/0/1
[R1-GEO/0/1] undo portswitch
[R1-GEO/0/1] quit

[R1] interface GE 0/0/2
[R1-GEO/0/2] undo portswitch
[R1-GE0/0/2] quit

[WACT] interface GE 1/0/1
[WAC1-GE1/0/1] undo port link-type
[WAC1-GE1/0/1] undo portswitch
[WAC1-GE1/0/1] quit

BE: WACT 89 GE1/0/1 A5 R1 B9 GE0/0/1 O EEX, FAATFHEIIAMIRS .

# F= R1 A9 LLDP IhaE

[R1] lldp enable
Info: Global LLDP is enabled successfully.

# & Corel HY LLDP PFXREK
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[Core1] display lldp neighbor brief

Local Interface  Exptime(s) Neighbor Interface Neighbor Device
GE1/0/1 116 GE0/0/2 R1

GE1/0/12 109 GE1/0/12 WAC1

GE1/0/13 100 GE1/0/2 ACC1

GE1/0/14 109 GE1/0/2 ACC2

£ 2 RBEEFEOYS VLAN

BETF %, BE Corel. ACC1. ACC2 1 WACT B9 VLAN,
217-1 VLAN #ikl

VLANSRS VLAN#ER
2 I EIEVLAN
3 APEIEVLAN
10 Core1 5R1HEXVLAN
11 Core 1 SWACTHE£AVLAN
100 FTeZimll S VLAN
101 B&EIRWEVLAN

# TE3ZHAM Corel £BIZE VLAN 2, 3. 10, 11, 100 #1101, FIEXIREZORINENAY

VLAN

[Core1] vlan batch 2 to 3 10 to 11 100 to 101
[Core1] interface GE 1/0/1

[Core1-GE1/0/1] port link-type access
[Core1-GE1/0/1] port default vlan 10
[Core1-GE1/0/1] quit

[Core1] interface GE 1/0/12

[Core1-GE1/0/12] port link-type access
[Core1-GE1/0/12] port default vlan 11
[Core1-GE1/0/12] quit

[Core1] interface GE 1/0/13

[Core1-GE1/0/13] port link-type trunk
[Core1-GE1/0/13] port trunk allow-pass vlan 2 3 100
[Core1-GE1/0/13] undo port trunk allow-pass vlan 1
[Core1-GE1/0/13] quit

[Core1] interface GE 1/0/14

[Core1-GE1/0/14] port link-type trunk
[Core1-GE1/0/14] port trunk allow-pass vlan 2 101

282180,




S

HUAWEI

HCIA-Datacom V2.0 SCI8FAR 82191

[Core1-GE1/0/14] undo port trunk allow-pass vlan 1
[Core1-GE1/0/14] quit

# TERTHRAL ACCT LB VLAN 2. 3701100, FISRInizORANTENAY VLAN

[ACC1] vlan batch 2 to 3 100

[ACC1] interface GE 1/0/2

[ACC1-GE1/0/2] port link-type trunk
[ACC1-GE1/0/2] port trunk allow-pass vlan 2 3 100
[ACC1-GE1/0/2] undo port trunk allow-pass vlan 1
[ACC1-GE1/0/2] quit

[ACC1] interface GE 1/0/4

[ACC1-GE1/0/4] port link-type trunk
[ACC1-GE1/0/4] port trunk allow-pass vlan 3 100
[ACC1-GE1/0/4] port trunk pvid vlan 3
[ACC1-GE1/0/4] undo port trunk allow-pass vlan 1
[ACC1-GE1/0/4] quit

# FERIRHL ACC2 EBIE VLAN 270101, FREIINEECOIRIAERAY VLAN

[ACC2] vlan batch 2 101

[ACC2] interface GE 1/0/2

[ACC2-GE1/0/2] port link-type trunk
[ACC2-GE1/0/2] port trunk allow-pass vlan 2 101
[ACC2-GE1/0/2] undo port trunk allow-pass vlan 1
[ACC2-GE1/0/2] quit

[ACC2] interface GE 1/0/4

[ACC2-GE1/0/4] port link-type access
[ACC2-GE1/0/4] port default vlan 101
[ACC2-GE1/0/4] quit

# £ WAC1 L6I3 VLAN 11 %0 100, FHEXIREZO0XNFERAY VLAN

[WACT] vlan batch 11 100

[WACT] interface GE 1/0/12
[WAC1-GE1/0/12] port link-type access
[WAC1-GE1/0/12] port default vlan 11
[WACT-GE1/0/12] quit

iBE: VLAN 100 AFE&W5S VLAN, BFEEISRERBEIEE AR, H WACT A5
ZfE, FEitb WACT AUz FM0E VLAN 100 BURE -

# BE VLAN BIEEER
HEA: AN EI T REEBIFERY VLAN,

[Core1] display vlan
The total number of vlans is : 7
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U: Up; D: Down;

MP: Vlan-mapping;

#: ProtocolTransparent-vlan;
MAC-LRN: MAC-address learning;
BC: Broadcast; MC: Multicast;
FWD: Forward;  DSD: Discard;

TG: Tagged;

ST: Vlan-stacking;

*» Management-vlan;
STAT: Statistic;

UC: Unknown-unicast;

UT: Untagged;

5220

VID Ports
1 UT: ......
2 TG:GE1/0/13(V) GE1/0/14(V)
3 TG:GE1/0/13(V)
10 UT:GE1/0/1(U)
11 UT:GE1/0/12(U)
100 TG:GE1/0/13(V)
101 TG:GE1/0/14(V)
[ACC1] display vlan
The total number of vlans is : 4
U: Up; D: Down; TG: Tagged; UT: Untagged;

MP: Vlan-mapping;

#: ProtocolTransparent-vlan;
MAC-LRN: MAC-address learning;
BC: Broadcast; MC: Multicast;
FWD: Forward;  DSD: Discard;

ST: Vlan-stacking;

*» Management-vlan;
STAT: Statistic;

UC: Unknown-unicast;

VID Ports
1 uT: ...
2 TG:GE1/0/2(U)
3 UT:GE1/0/4(U)
TG:GE1/0/2(V)
100 TG:GE1/0/2(U) GE1/0/4(U)
[ACC2] display vlan
The total number of vlans is : 3
U: Up; D: Down; TG: Tagged; UT: Untagged;

MP: Vlan-mapping;

#: ProtocolTransparent-vlan;
MAC-LRN: MAC-address learning;
BC: Broadcast; MC: Multicast;

ST: Vlan-stacking;

*: Management-vlan;
STAT: Statistic;

UC: Unknown-unicast;
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FWD: Forward;  DSD: Discard;
VID Ports
1 UT: ...
2 TG:GE1/0/2(V)
101 UT:GE1/0/4(U)
TG:GE1/0/2(U)

522131

[WACT1] display vlan
The total number of vlans is : 3

U: Up;
MP: Vlan-mapping;

D: Down;

#: ProtocolTransparent-vlan;
MAC-LRN: MAC-address learning;

BC: Broadcast; MC: Multicast;
FWD: Forward;  DSD: Discard;
VID Ports
1 UT: ...
11 UT:GE1/0/12(U)
100

TG: Tagged;

ST: Vlan-stacking;
*» Management-vlan;
STAT: Statistic;

UC: Unknown-unicast;

UT: Untagged;

IR 3 REHIRRIE(T STP

“EMBER/ITE STP IR, FiRE iR Corel HR,

M EHIEL

# Core1. ACC1. ACC2 1 WAC1 £/3{FaE STP Ihag

B IEE R IFRFTREINAS

| [Corel] stp enable

| [ACC1] stp enable

| [ACC2] stp enable

| [WAC1] stp enable

# BRI TIEET)9 STP
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52223

| [Core1] stp mode stp

| [ACC1] stp mode stp

| [ACC2] stp mode stp

| [WAC1] stp mode stp

# 188 Corel RS

| [Core1] stp root primary

# BF Corel BUERMMEOIRE

[Core1] display stp brief

MSTID Port Role STP State Protection Cost Edged
0 GE1/0/1 DESI forwarding none 20000 disable
0 GE1/0/12 DESI forwarding none 20000 disable
0 GE1/0/13 DESI forwarding none 20000 disable
0 GE1/0/14 DESI forwarding none 20000 disable

FI 4 FEIRES P itk

EEF T, & Corel. ACC1. ACC2. R1F1WAC1 89 IP bt ,
%17-2 |P Hbhibk)

PRI R 0O IP Address/Mask
VLANIF 2 192.168.2.254/24
VLANIF 3 192.168.3.254/24
VLANIF 10 192.168.10.1/30
Core1 VLANIF 11 192.168.11.1/30
VLANIF 100 192.168.100.254/24
VLANIF 101 192.168.101.254/24
LoopBack 0 10.0.1.1/32
ACC1 VLANIF 2 192.168.2.1/24
ACC2 VLANIF 2 192.168.2.2/24
R1 GE0/0/2 192.168.10.2/30
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LoopBack 0 10.0.2.2/32
VLANIF 11 192.168.11.2/30
WAC1
LoopBack 0 10.0.3.3/32

# BCE Corel. ACC1 #1 ACC2 HOSSTEREO IP Hbit

[Core1] interface Vlanif 2

[Core1-Vlanif2] ip address 192.168.2.254 24
[Core1-Vlanif2] quit

[Core1] interface Vlanif 3

[Core1-Vlanif3] ip address 192.168.3.254 24
[Core1-Vlanif3] quit

[ACC1] interface Vlanif 2
[ACC1-Vlanif2] ip address 192.168.2.1 24
[ACC1-Vlanif2] quit

[ACC2] interface Vlanif 2
[ACC2-Vlanif2] ip address 192.168.2.2 24
[ACC2-Vlanif2] quit

# BCE Corel. R1F1 WACT g9EEEO IP fthit

[Core1] interface Vlanif 10

[Core1-Vlanif10] ip address 192.168.10.1 30
[Core1-Vlanif10] quit

[Core1] interface Vlanif 11

[Core1-Vlanif11] ip address 192.168.11.1 30
[Core1-Vlanif11] quit

[R1] interface GEO/0/2
[R1-GEO/0/2] ip address 192.168.10.2 30
[R1-GE0/0/2] quit

[WACT] interface Vlanif 11
[WAC1-Vlanif11] ip address 192.168.11.2 30
[WAC1-Vlanif11] quit

# BCE Corel B9MPS3#E0 IP il

[Core1] interface Vlanif 100
[Core1-Vlanif100] ip address 192.168.100.254 24
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[Core1-Vlanif100] quit

[Core1] interface Vlanif 101

[Core1-VIanif101] ip address 192.168.101.254 24
[Core1-Vlanif101] quit

224

# BoE Corel. R1F1WAC1 BY LoopBack 1Z[ IP it

[Core1] interface LoopBack 0O
[Core1-LoopBack0] ip address 10.0.1.1 32
[Core1-LoopBack0] quit

[R1] interface LoopBack 0
[R1-LoopBack0] ip address 10.0.2.2 32
[R1-LoopBack0] quit

[WACT1] interface LoopBack O
[WAC1-LoopBack0] ip address 10.0.3.3 32
[WAC1-LoopBackO0] quit

# £ Ping TEMIX IR EEHIEHIRAEE %

[Core1] ping 192.168.10.2
PING 192.168.10.2: 56 data bytes, press CTRL_C to break

Reply from 192.168.10.2: bytes=56 Sequence=1 ttl=255 time=1
Reply from 192.168.10.2: bytes=56 Sequence=2 tt|=255 time=1
Reply from 192.168.10.2: bytes=56 Sequence=3 tt|=255 time=1
Reply from 192.168.10.2: bytes=56 Sequence=4 tt|=255 time=1
Reply from 192.168.10.2: bytes=56 Sequence=5 ttl=255 time=1

--- 192.168.10.2 ping statistics ---

5 packet(s) transmitted

5 packet(s) received

0.00% packet loss

round-trip min/avg/max = 1/1/1 ms

ms
ms
ms
ms
ms

[Corel] ping 192.168.11.2
PING 192.168.11.2: 56 data bytes, press CTRL_C to break

Reply from 192.168.11.2: bytes=56 Sequence=1 ttl=254 time=1
Reply from 192.168.11.2: bytes=56 Sequence=2 ttl=254 time=1
Reply from 192.168.11.2: bytes=56 Sequence=3 tt|=254 time=1
Reply from 192.168.11.2: bytes=56 Sequence=4 tt|=254 time=1
Reply from 192.168.11.2: bytes=56 Sequence=5 ttl=254 time=1

--- 192.168.11.2 ping statistics ---

5 packet(s) transmitted

ms
ms
ms
ms
ms
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5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

2251

[Core1] ping 192.168.2.1
PING 192.168.2.1: 56 data bytes, press CTRL_C to break
Reply from 192.168.2.1: bytes=56 Sequence=1 ttl=254 time=1
Reply from 192.168.2.1: bytes=56 Sequence=2 ttl=254 time=1
Reply from 192.168.2.1: bytes=56 Sequence=3 ttl=254 time=1
Reply from 192.168.2.1: bytes=56 Sequence=4 ttl=254 time=1
Reply from 192.168.2.1: bytes=56 Sequence=5 ttl=254 time=1

--- 192.168.2.1 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

ms
ms
ms
ms
ms

[Corel] ping 192.168.2.2
PING 192.168.2.2: 56 data bytes, press CTRL_C to break
Reply from 192.168.2.2: bytes=56 Sequence=1 ttl=254 time=1
Reply from 192.168.2.2: bytes=56 Sequence=2 ttl=254 time=1
Reply from 192.168.2.2: bytes=56 Sequence=3 ttl=254 time=1
Reply from 192.168.2.2: bytes=56 Sequence=4 tt|=254 time=1
Reply from 192.168.2.2: bytes=56 Sequence=5 ttl=254 time=1

--- 192.168.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

ms
ms
ms
ms
ms

£ 5 FEE DHCP IhRg

1203 Corel #EJ9 DHCP fRS328, AARREIXMEZHHY AP SECEIR IP itbhit, ERJ9EEAN

RIEERITLEANE L Lin D ECLLSS P ik,

# FFE Corel B9 DHCP IhgE

| [Core1] dhcp enable

# ECERZORNGE AP1 8D IP ik, BIETFEE WACT #8237 CAPWAP [%EHRY IP ik

[Core1] interface Vlanif 3
[Core1-Vlanif3] dhcp select interface
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[Core1-Vlanif3] dhcp server gateway-list 192.168.3.254
[Core1-Vlanif3] dhcp server option 43 sub-option 2 ip-address 192.168.11.2
[Core1-Vlanif3] quit

# ECERZROMINH A TAE L LR P itk

[Core1] interface Vlanif 100

[Core1-Vlanif100] dhcp select interface

[Core1-Vlanif100] dhcp server gateway-list 192.168.100.254
[Core1-Vlanif100] quit

[Core1] interface Vlanif 101

[Core1-Vlanif101] dhcp select interface

[Core1-Vlanif101] dhcp server gateway-list 192.168.101.254
[Core1-Vlanif101] quit

# BE AP1 FREXRY IP Hht

[ACC1] display lldp neighbor interface GE 1/0/4
GE1/0/4 has 1 neighbor(s):

Neighbor index 01

Chassis type : MAC Address
Chassis ID : c0a9-389c-1b40
Port ID subtype : Interface Name
Port ID : MultiGEO/0/0
Port description -

System name :apl

System description : Huawei AP

Huawei YunShan OS

Version 1.24.0.1 (AirEngine 5700 V600ROXXCXXSPCXXX)
Copyright (C) 20XX-20XX Huawei Technologies Co., Ltd.
HUAWEI AirEngine5773-21

System capabilities supported : wlanAccessPoint
System capabilities enabled : wlanAccessPoint
Management address type : IPv4
Management address :192.168.3.57
Expired time :119s

i5%EA: LI EABNEIR T XRER, oJLAFEE AP1 S IISRENVETEMER 192.168.3.0/24 HHRY
— B IP it

# BEEBZZIRIRENAY IP bk
£ ACC2 LBIE—1* VLANIF101 20, BFENBE%ER, FHgEARZO®EIE DHCP Fa)
ZIXREY IP Hhiik,
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[ACC2] interface Vlanif 101
[ACC2-VlIanif101] ip address dhcp-alloc
[ACC2-Vlanif101] quit

&E ACC2 £ VLANIF101 E3KEXAY IP biif

[ACC2] display ip interface Vlanif 101
Vl0anif101 current state : upP
Line protocol current state : UP
The Maximum Transmit Unit: 1500 bytes
input packets: 0, bytes: 0, multicasts: 0
output packets: 0, bytes: 0, multicasts: 0
Directed-broadcast packets:
received packets: 0, sent packets: 0
forwarded packets: 0O, dropped packets: 0
Internet Address is allocated by DHCP, 192.168.101.160/24
Broadcast address : 0.0.0.0
TTL being 1 packet number:
TTL invalid packet number:
ICMP packet input number:
Echo reply:
Unreachable:
Source quench:
Routing redirect:
Echo request:
Router advert:
Router solicit:
Time exceed:
IP header bad:
Timestamp request:
Timestamp reply:
Information request:
Information reply:
Netmask request:
Netmask reply:

O O O O O O O O O O oo oo o o o o o

Unknown type:

AILAEZRI, ACC2 Y VLANIF101 O EINEREVE & S MER 192.168.101.0/24 shag— il
5% |P tihit .

{£F3 Ping TEIMIX SMXAEEE

[ACC2] ping 192.168.101.254
PING 192.168.101.254: 56 data bytes, press CTRL_C to break
Reply from 192.168.101.254: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 192.168.101.254: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 192.168.101.254: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 192.168.101.254: bytes=56 Sequence=4 ttl=254 time=1 ms
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Reply from 192.168.101.254: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 192.168.101.254 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

52281

# EEEOMWINOAENE S ECER

[Core1] display ip pool interface Vlanif3 used

Pool-name : Vlanif3
Pool-No :0
Lease : 1 Days 0 Hours 0 Minutes
Domain-name :-
Option-code 143
Option-subcode :2
Option-type : ip-address

Option-value  :192.168.11.2
DNS-server0 :-
NBNS-server0 :-
Netbios-type -

Position : Interface

Status : Unlocked

Gateway-0 :192.168.3.254

Network :192.168.3.0

Mask : 255.255.255.0

VPN instance -

Logging : Disable

Conflicted address recycle interval: -

Address Statistic: Total 253 Used 1
Idle 252 Expired :0
Conflict :0 Disabled :0

Network section

Start End Total Used Idle(Expired) Conflict Disabled

192.168.3.1 192.168.3.254 253 1 252(0) 0 0

Client-1D format as follows:

DHCP : mac-address
IPSec : user-id/portnumber/vrf
SSL-VPN : user-id/session-id

Index IP Client-ID Type Left Status
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‘ 56 192.168.3.57 c0a9-389c-1b40 DHCP 86377 Used

BILAEZ, Corel Y VLANIF3 #ZOtbhbt, EINSES 1 4 IP Hbll; ERHAIEET WACT
FBF5E:7 CAPWAP [%&ERY P fht,

[Core1] display ip pool interface Vlanif101 used

Pool-name : Vlanif101
Pool-No 12
Lease : 1 Days 0 Hours 0 Minutes

Domain-name -
DNS-server0 :-
NBNS-server0 :-
Netbios-type -

Position : Interface

Status : Unlocked

Gateway-0 :192.168.101.254

Network :192.168.101.0

Mask : 255.255.255.0

VPN instance D --

Logging : Disable

Conflicted address recycle interval: -

Address Statistic: Total :253 Used al
Idle 252 Expired 1
Conflict :0 Disabled :0

Network section
Start End Total Used Idle(Expired) Conflict Disabled

Client-1D format as follows:

DHCP : mac-address

IPSec : user-id/portnumber/vrf

SSL-VPN : user-id/session-id
Index IP Client-ID Type Left Status
159 192.168.101.160 20df-73f5-4335 DHCP 85861 Used

AILAEZ, Corel B9 VLANIF101 #ZOtuhibitt, EpIhoES 1 4 IP #blk,

I 6 FEE OSPF IhaY
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iz MEZiEIT OSPF SLII=EH1&, W&t Corel. R1 1 WAC1 A=EiR%E, EE6E
OSPF FEEX1ZO@ S OSPF X5 0, E LoopBack0 #[{£ Router 1D,

# EcE Corel BY OSPF I8, BEXEZO. T&EEREO. T&ENBLSSHEO. LoopBacko
(19{s$EE OSPF

[Core1] ospf 1 router-id 10.0.1.1

[Core1-ospf-1] area O

[Core1-ospf-1-area-0.0.0.0] network 192.168.10.1 0.0.0.0
[Core1-ospf-1-area-0.0.0.0] network 192.168.11.1 0.0.0.0
[Core1-ospf-1-area-0.0.0.0] network 192.168.3.0 0.0.0.255
[Core1-ospf-1-area-0.0.0.0] network 192.168.100.0 0.0.0.255
[Core1-ospf-1-area-0.0.0.0] network 192.168.101.0 0.0.0.255
[Core1-ospf-1-area-0.0.0.0] network 10.0.1.1 0.0.0.0
[Core1-ospf-1-area-0.0.0.0] quit

[Core1-ospf-1] quit

# ECE R1AY OSPF IhaE, BEEMEOFI LoopBack0 [{FgE OSPF

[R1] ospf 1 router-id 10.0.2.2

[R1-ospf-1] area 0

[R1-ospf-1-area-0.0.0.0] network 192.168.10.2 0.0.0.0
[R1-o0spf-1-area-0.0.0.0] network 10.0.2.2 0.0.0.0
[R1-ospf-1-area-0.0.0.0] quit

[R1-ospf-1] quit

# EcE WACT B OSPF Ige, EEXIZOFN LoopBack0 [{#EEE OSPF

[WAC1] ospf 1 router-id 10.0.3.3

[WAC1-ospf-1] area 0

[WAC1-ospf-1-area-0.0.0.0] network 192.168.11.2 0.0.0.0
[WACT1-ospf-1-area-0.0.0.0] network 10.0.3.3 0.0.0.0
[WACT1-ospf-1-area-0.0.0.0] quit

[WACT-ospf-1] quit

# BE OSPF SPEIRES

[Core1] display ospf peer brief

(M) Indicates MAD)J neighbor

OSPF Process 1 with Router ID 10.0.1.1
Peer Statistic Information
Total number of peer(s): 2
Peer(s) in full state: 2

Area Id Interface Neighbor id State
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10.0.2.2 Full
10.0.3.3 Full

Vlanif10
Vlanif11

0.0.0.0
0.0.0.0

ALLEZ, Corel. R1F1WAC1 ERLINEESL OSPF PR XX,

# BE IP IRHEREE

[R1] display ip routing-table

Proto: Protocol
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route

Pre: Preference

Routing Table : _public_

Destinations : 14 Routes : 14
Destination/Mask Proto Pre Cost Flags NextHop Interface
10.0.1.1/32 OSPF 10 1 D 192.168.10.1 GEO0/0/2
10.0.2.2/32 Direct 0O 0 D 127.0.0.1 LoopBack0
10.0.3.3/32 OSPF 10 2 D 192.168.10.1 GEO0/0/2
127.0.0.0/8 Direct 0O 0 D 127.0.0.1 InLoopBackO0
127.0.0.1/32 Direct 0O 0 D 127.0.0.1 InLoopBack0
127.255.255.255/32  Direct 0 0 D 127.0.0.1 InLoopBack0
192.168.3.0/24 OSPF 10 2 D 192.168.10.1 GEO0/0/2
192.168.10.0/30 Direct 0 0 D 192.168.10.2 GEO0/0/2
192.168.10.2/32 Direct 0 0 D 127.0.0.1 GE0/0/2
192.168.10.3/32 Direct 0 0 D 127.0.0.1 GE0/0/2
192.168.11.0/30 OSPF 10 2 D 192.168.10.1 GEO0/0/2
192.168.100.0/24 OSPF 10 2 D 192.168.10.1 GEO0/0/2
192.168.101.0/24 OSPF 10 2 D 192.168.10.1 GEO0/0/2
255.255.255.255/32  Direct 0 0 D 127.0.0.1 InLoopBack0

ALAEE, R1 BERINET OSPF ZI IS MERIEH .
(BN ) halLUBidiEERAEE WACT 1 Corel £RY IP IRAEEE.,

# £ ACC2 t, {#H Ping TEMRXS R1 Z[BRIEE M

[ACC2] ping -a 192.168.101.160 10.0.2.2
PING 10.0.2.2: 56 data bytes, press CTRL_C to break
Reply from 10.0.2.2: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 10.0.2.2: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 10.0.2.2: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 10.0.2.2: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 10.0.2.2: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 10.0.2.2 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
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| round-trip min/avg/max = 1/1/1 ms

5BE: ACC2 B9 VLANIF101 $20 IP it 275K ENRY, FRuIRIEB BINEE %R ILiRAYEE
[ IP ik,

# £ WAC1 L, {EHF Ping TENXS AP1 Z|GR9EE

[WAC1] ping 192.168.3.57
PING 192.168.3.57: 56 data bytes, press CTRL_C to break
Reply from 192.168.3.57: bytes=56 Sequence=1 ttl=254 time=1 ms
Reply from 192.168.3.57: bytes=56 Sequence=2 ttl=254 time=1 ms
Reply from 192.168.3.57: bytes=56 Sequence=3 ttl=254 time=1 ms
Reply from 192.168.3.57: bytes=56 Sequence=4 ttl=254 time=1 ms
Reply from 192.168.3.57: bytes=56 Sequence=5 ttl=254 time=1 ms

--- 192.168.3.57 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

1BA: AP1 RYEIE IP IR RIRENRY, FRARIESBINEELRNSLIRFIETE IP ek,

IR 7 BLE WLAN WIS
ZE W NEEBENAZIRMBTEIENIGE D, BILEEEE LA S FH R IIEER—1 SSID,
F17-3 WLAN EdEii%l

BCEIN B2
APEIEVLAN VLAN 3
STAIS3VLAN VLAN 100

Core1{EIDHCPRREZ 22 NAP1 D ELETEIPHELE

DHCPRRS338

Core1{E9DHCPiRSS 28 APC1 B S5 IPHBIE
APHYIPtBLiEth 192.168.3.1~192.168.3.253/24
STARYIPHBLIE 192.168.100.1~192.168.100.253/24

WACHYE#Z | Pithiit VLANIF11: 192.168.11.2/30

AP£H FFR: ap-group1
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S|FBiEHR: VAPIEIRHCIA-WLAN. IFETBiEiRdefault

ZFR: default

1 EIREIR
Ezt3: #E (CN)

BFR: HCIA-WLAN

SSID{&E R
SSIDZFR: HCIA-Guest

ZFR: HCA-WLAN

ZEIER TZERE&: WPA-WPA2+PSK+AES

2278 HCIA-Datacom

BFR: HCIA-WLAN

AR BEER

VAPIEHR
A$3VLAN: VLAN 100

S|FBfEHR: SSIDIEFRHCIA-WLAN., Z2tEiRHCIA-WLAN

# BB AP L%

[WACT] wlan

[WACT1-wlan] regulatory-domain-profile name default

[WAC1-wlan-regulate-domain-default] country-code cn

[WAC1-wlan-regulate-domain-default] quit

[WAC1-wlan] ap-group name ap-group1

[WAC1-wlan-ap-group-ap-group1] regulatory-domain-profile default

Warning: This configuration change will clear the channel and power configurations of radios, and may
restart APs. Continue? [Y/N]:y

[WAC1-wlan-ap-group-ap-group1] quit

[WAC1-wlan] quit

[WACT1] capwap source interface vlanif 11

Set the DTLS PSK(contains 8-32 plain-text characters, or 128 or 148 cipher-text characters that must be
a combination of at least two of the following: lowercase letters a to z, uppercase letters A to Z, digits,
and special characters): Huawei@123

Confirm PSK: Huawei@123

Info: Deliver DTLS PSK to devices using CAPWAP connections. It may take a few minutes.

Set the user name for FIT APs(The value is a string of 4 to 31 characters, which can contain letters,
underscores, and digits, and must start with a letter): admin
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Set the password for FIT APs(plain-text password of 8-128 characters or cipher-text password of 128-
268 characters that must be a combination of at least three of the following: lowercase letters a to z,
uppercase letters A to Z, digits, and special characters): Huawei@123

Confirm password: Huawei@123

Set the PSK of the global offline management VAP (plain-text password of 8-63 characters or cipher-text
password of 128-188 characters that must be a combination of at least two of the following: lowercase
letters a to z, uppercase letters A to Z, digits, and special characters): Huawei@123

Confirm PSK: Huawei@123

Warning: Ensure that the management VLAN and service VLAN are different. Otherwise, services may be
interrupted.

Info: Ensure that the management VLAN for devices is within the VLAN range mapping the source
interface. Otherwise, the devices cannot go online.

[WACT] wlan

[WAC1-wlan] ap auth-mode mac-auth

[WAC1-wlan] ap-id 1 ap-mac c0a9-389c-1b40

[WAC1-wlan-ap-1] ap-name AP1

[WAC1-wlan-ap-1] ap-group ap-group1

Warning: This operation may cause AP reset. If the country code changes, it will clear channel, power
and antenna gain configurations of the radio, Whether to continue? [Y/N]: y

[WAC1-wlan-ap-1] quit

[WAC1-wlan] quit

588 AP1 B9 MAC HBIFE NI ACC1 Li@igd#s< display lldp neighbor interface
GE 1/0/4 3REXZIAY

# FEoHW, EEIRRYAPER

[WAC1] display ap all
Total AP information:

nor : normal [1]

Extralnfo : Extra information

Total: 1

ID MAC Name Group IP Type State STA Uptime Extralnfo
1 c0a9-389c-1b40 AP1 ap-groupl 192.168.3.57 AirEngine5773-21 nor 0 14S =

ALAEE, AP1HRRER nor, FRx AP1 EREIH EZ WACT,

# FELE WLAN IS5

[WACT] wlan

[WAC1-wlan] security-profile name HCIA-WLAN

[WAC1-wlan-sec-prof-HCIA-WLAN] security wpa-wpa2 psk pass-phrase HCIA-Datacom aes
[WACT-wlan-sec-prof-HCIA-WLAN] quit

[WAC1-wlan] ssid-profile name HCIA-WLAN

[WAC1-wlan-ssid-prof-HCIA-WLAN] ssid HCIA-Guest
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[WACT1-wlan-ssid-prof-HCIA-WLAN] quit
[WAC1-wlan] vap-profile name HCIA-WLAN
[WAC1-wlan-vap-prof-HCIA-WLAN] forward-mode direct-forward
[WAC1-wlan-vap-prof-HCIA-WLAN] service-vlan vlan-id 100
[WACT1-wlan-vap-prof-HCIA-WLAN] security-profile HCIA-WLAN
[WAC1-wlan-vap-prof-HCIA-WLAN] ssid-profile HCIA-WLAN
[WAC1-wlan-vap-prof-HCIA-WLAN] quit
[WAC1-wlan] ap-group name ap-group1
[WAC1-wlan-ap-group-ap-group1] vap-profile HCIA-WLAN wlan 1 radio all
[WAC1-wlan-ap-group-ap-group1] quit
[WAC1-wlan] quit
# BE VAP fIEXER
[WAC1] display vap all
WID : WLAN ID
Total: 2
AP ID AP name RfID WID BSSID Status Auth type STA SSID
1 AP1 0 1 COA9-389C-1B40 ON WPA/WPA2-PSK 0 HCIA-Guest
1 AP1 1 1 COA9-389C-1B50 ON WPA/WPA2-PSK 0 HCIA-Guest

AJLAEER, AP1 ERINFEM—1%79 HCIA-Guest BY SSID .

£ 8 FEeEH[ NAT IhkE

ZEWERIE T 1.2.3.4/24 XN AR IP Hht, IEIEER NAT A9 Easy IP THEESCI NG %4

FRBIEAMARSS o

# EcE R1 UM IP Bk

[R1] interface GE 0/0/1
[R1-GEO/0/1] ip address 1.2.3.4 24
[R1-GEO/0/1] quit

# BEZE WACT B9 IP fhit

[WACT] interface GE 1/0/1
[WAC1-GE1/0/1] ip address 1.2.3.100 24
[WAC1-GE1/0/1] quit

dBE: ARSCICSEA WACT BY GE1/0/1 OEHLAMARSS 1P ik, Ed WACT BY GE1/0/1 O5

R1 A9 GEO/0/1 OE%E.

# HBeE NAT 5
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[R1] nat-policy

[R1-policy-nat] rule name policy_nat1
[R1-policy-nat-rule-policy_nat1] source-address 192.168.101.0 24
[R1-policy-nat-rule-policy_nat1] action source-nat easy-ip
[R1-policy-nat-rule-policy_nat1] quit

[R1-policy-nat] quit

# FF2 NAT Ihee

[R1] interface GE 0/0/1
[R1-GE0/0/1] nat enable
[R1-GEO/0/1] quit

# £ R1 HY OSPF HIZH T AREIEH, FAMRETLIBERREELAERW

[R1] ospf 1
[R1-ospf-1] default-route-advertise always
[R1-ospf-1] quit

# £ ACC2 Lk, {#M Ping TEMIXSAMARSS IP ittt 2 [8R0iEE 1

[ACC2] ping -a 192.168.101.160 1.2.3.100
PING 1.2.3.100: 56 data bytes, press CTRL_C to break
Reply from 1.2.3.100: bytes=56 Sequence=1 ttl=252 time=1 ms
Reply from 1.2.3.100: bytes=56 Sequence=2 ttl=252 time=1 ms
Reply from 1.2.3.100: bytes=56 Sequence=3 ttl=252 time=1 ms
Reply from 1.2.3.100: bytes=56 Sequence=4 ttl=252 time=1 ms
Reply from 1.2.3.100: bytes=56 Sequence=5 ttl=252 time=1 ms

--- 1.2.3.100 ping statistics ---
5 packet(s) transmitted
5 packet(s) received
0.00% packet loss
round-trip min/avg/max = 1/1/1 ms

B3 ACC2 RJ VLANIF101 201 IP it BENEIRENRY, FRARIER SINRERIISLIRAYEE

1P ithiik

# 1ER1 E&E NAT &iF%

[R1] display session all verbose
Session Table Information:

Protocol : 1 (ICMP)
SrcAddr VPN :192.168.101.160
DestAddr VPN :1.2.3.100
Type Code Icmpld : 8 0 4885

Time To Live :8s
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NAT Info
New SrcAddr :1.234
New DestAddr -
New Icmpld : 2050
Total : 1

BJLAEZI, ACC2 A9 VLANIF101 ZOR9FAM BHEREER A A MBI 1.2.3.4,

IR 9 FEeE SSH Ihae

SEREEREITIESRTIEE R EMKE I TIzEEAN, tAMYLL Corel BEAZITIE
EREMIBENIL AN R STelnet THEERIEM AT -

# BeE SSH AR3388 (ACC1 #1 ACC2) B9 VTY HFPRE

[ACC1] user-interface vty 0 4
[ACC1-ui-vty0-4] authentication-mode aaa
[ACC1-ui-vty0-4] protocol inbound ssh
[ACC1-ui-vty0-4] user privilege level 3
[ACC1-ui-vty0-4] quit

[ACC2] user-interface vty 0 4
[ACC2-ui-vty0-4] authentication-mode aaa
[ACC2-ui-vty0-4] protocol inbound ssh
[ACC2-ui-vty0-4] user privilege level 3
[ACC2-ui-vty0-4] quit

# 1£ ACC1 iZBFPWKE (admin1/Huawei@123) , FISEINESTH Password

[ACC1] aaa
[ACC1-aaa] local-user admin1 password
Please configure the login password (8-128)

It is recommended that the password consist of four types of characters, including lowercase letters,
uppercase letters, numerals and special characters.

Please enter new password: Huawei@123

Please confirm new password: Huawei@123

Info: The initial password of admin1 must be changed during login.
[ACC1-aaa] local-user admin1 service-type ssh

Warning: If the service type of local users is configured multiple times, the new configuration overwrites
the previous one. The new configuration may cause local user authentication to fail. Continue? [Y/N]: y

Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change. The change takes effect to users who
go online after the change.

[ACC1-aaa] local-user admin1 privilege level 3

Warning: This operation may affect online users and will change the user privilege level, Continue?
[Y/N]:y
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[ACC1-aaa] quit

[ACC1] ssh user admin1

Info: Succeeded in adding a new SSH user.

[ACC1] ssh user admin1 authentication-type password

# £ ACC2 #HZFFPE (admin2/Huawei@123) , FHEEIAIEAA Password

[ACC2] aaa
[ACC2-aaa] local-user admin2 password
Please configure the login password (8-128)

It is recommended that the password consist of four types of characters, including lowercase letters,
uppercase letters, numerals and special characters.

Please enter password: Huawei@123

Please confirm password: Huawei@123

Info: The initial password of admin2 must be changed during login.
[ACC2-aaa] local-user admin2 service-type ssh

Warning: If the service type of local users is configured multiple times, the new configuration overwrites
the previous one. The new configuration may cause local user authentication to fail. Continue? [Y/N]: y

Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change. The change takes effect to users who
go online after the change.

[ACC2-aaa] local-user admin2 privilege level 3

Warning: This operation may affect online users and will change the user privilege level, Continue?
[Y/N]:y

[ACC2-aaa] quit

[ACC2] ssh user admin2

Info: Succeeded in adding a new SSH user.

[ACC2] ssh user admin2 authentication-type password

# FF/3 STelnet IhBE, EcERFRIIRSZEEY A STelnet, FHZERS KOS/ 1025

[ACC1] stelnet server enable

[ACC1] ssh server-source all-interface

Warning: SSH server source configuration will take effect in the next login. Continue? [Y/N]: y
Warning: It expands the range of accessed IP.

[ACC1] ssh user admin1 service-type stelnet

[ACC1] ssh server port 1025

Warning: The operation will disconnect all online users. Continue? [Y/N]: y

Info: Succeeded in changing SSH listening port.

[ACC2] stelnet server enable

[ACC2] ssh server-source all-interface

Warning: SSH server source configuration will take effect in the next login. Continue? [Y/N]: y
Warning: It expands the range of accessed IP.

[ACC2] ssh user admin2 service-type stelnet

[ACC2] ssh server port 1025

Warning: The operation will disconnect all online users. Continue? [Y/N]: y
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Info: Succeeded in changing SSH listening port.

# EcE SSH EFIREXERINRE

[Core1] ssh client first-time enable
[Corel] quit

# 1E SSH Z i Corel B3 SSH JRSZ2E ACC1

<Core1> stelnet 192.168.2.1 1025

Trying 192.168.2.1 ...

Press CTRL + K to abort

Connected to 192.168.2.1 ...

The server's key fingerprint is ssh-ecdsa 521 QPNMCBMS8TFBCWtdi3Z2EliwL6fNLXnBvdjxmC24COsg.
The server is not authenticated. Continue to access it? [Y/N]: y

Save the server's public key? [Y/N]: y

The server's public key will be saved with the name 192.168.2.1. Please wait...

Please input the username: admin1

Enter password: Huawei@123

Warning: The initial password poses security risks.

The password needs to be changed, Continue? [Y/N]: y
Please enter old password: Huawei@123

Please enter new password: Huawei@1234

Please confirm new password: Huawei@1234

The password has been changed successfully.

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and total number
of terminal users online is 2.

The current login time is XXXX-XX-XX 09:31:04.
<ACC1> system-view
Enter system view, return user view with return command.

# BE ACC1 ERISSH FAF(EE

[ACC1] display users

NOTE:

User-Intf: The absolute number and the relative number of user interface
Authen: Whether the authentication passes

Author: Command line authorization flag

User-Intf Delay Type Network Address Authen Author Username
*0 CON O 00:00:00 -- 1 pass no Unspecified
34 VTY 0 00:00:28 SSH 192.168.2.254 pass no admin1

£ ACC1 ERJLAER, Corel EAMAFE adminl BEFEANIEE, BERHI SSH,
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# 7E SSH Z i Core1 &3 SSH R%2E ACC2

[ACC1] quit

<ACC1> quit

Info: The max number of VTY users is 5, and the number of current VTY users on line is 0.
Info: The connection was closed by the remote host.

<Core1> stelnet 192.168.2.2 1025

Trying 192.168.2.2 ...

Press CTRL + K to abort

Connected to 192.168.2.2 ...

The server's key fingerprint is ssh-ecdsa 521 gD5y+2E2URLPIMG2JdQ/wfE4bQyyNH1+NwRGXxEyzokY.
The server is not authenticated. Continue to access it? [Y/N]: y

Save the server's public key? [Y/N]: y

The server's public key will be saved with the name 192.168.2.2. Please wait...

Please input the username: admin2

Enter password: Huawei@123

Warning: The initial password poses security risks.

The password needs to be changed, Continue? [Y/N]: y
Please enter old password: Huawei@123

Please enter new password: Huawei@1234

Please confirm new password: Huawei@1234

The password has been changed successfully.

Info: The max number of VTY users is 5, the number of current VTY users online is 1, and total number
of terminal users online is 2.

The current login time is XXXX-XX-XX 09:40:41.
<ACC2> system-view
Enter system view, return user view with return command.

# BE ACC2 ERY SSH ABPEE

[ACC2] display users

NOTE:

User-Intf: The absolute number and the relative number of user interface
Authen: Whether the authentication passes

Author: Command line authorization flag

User-Intf Delay Type Network Address Authen Author Username
*0 CON O 00:00:00 -- 1 pass no Unspecified
34 VTY 0 00:00:27 SSH 192.168.2.254 pass no admin2

£ ACC2 ErTLAEZRI, Corel {EFAFE admin2 BREAEE, BERAR I SSH,

# SSH ZFix Corel IRHER

[ACC2] return
<ACC2> quit
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Info: The max number of VTY users is 5, and the number of current VTY users on line is 0.
Info: The connection was closed by the remote host.
<Corel>

£ 10 BLE FTP IhBE

T Corel RENMREIXMEAIZOIRE, HEREXHEERHITERHREF. TLUE WACT /£
73 FTP fR532:7%M# Corel BUECEN{Y, HRA Corel AJLAISIT) FTP fRS3ES

# {R1F Corel HECENE

<Core1> save test1.cfg
Warning: Are you sure to save the configuration to flash:/test1.cfg? [Y/N]: y
Now saving the current configuration to the slot 1

Info: Save the configuration successfully.

# BERIRIAIUGIIE

<Core1> dir
Directory of flash:/

Idx Attr Size(Byte) Date Time FileName

17 -rw- 8,387 Nov 25 XXXX 09:45:08 test1.cfg

1,070,832 KB total (326,768 KB free)

B (NRE T XRER

# £ WACT1 LECE FTP fRSZS2RINEENR PSR (admin3/Huawei@123 )

[WACT] quit

<WACT1> install feature-software WEAKEA

<WAC1> system-view

[WAC1] ftp server enable

[WAC1] ftp server source all-interface

Warning: FTP server source configuration will take effect in the next login. Continue? [Y/N]: y
Warning: It expands the range of accessed IP.

[WAC1] aaa

[WACT1-aaa] local-user admin3 password

Please configure the login password (8-128)

It is recommended that the password consist of four types of characters, including lowercase letters,
uppercase letters, numerals and special characters.

Please enter password: Huawei@123
Please confirm password: Huawei@123

Info: The initial password of admin3 must be changed during login.
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[WACT1-aaa] local-user admin3 privilege level 3

Warning: This operation may affect online users and will change the user privilege level, Continue?
[Y/N]:y

[WAC1-aaa] local-user admin3 service-type ftp

Warning: If the service type of local users is configured multiple times, the new configuration overwrites
the previous one. The new configuration may cause local user authentication to fail. Continue? [Y/N]: y

Warning: The user access modes include Telnet, FTP, or HTTP, so security risks exist.

Info: After changing the rights (including the password, access type, FTP directory, and HTTP directory)
of a local user, the rights of users already online do not change. The change takes effect to users who
go online after the change.

[WACT1-aaa] local-user admin3 ftp-directory flash:/

[WACT1-aaa] quit

# £ WAC1 HEeE FTP BRSZ2EAYH IR

[WACT] acl number 2001

[WAC1-acl4-basic-2001] rule 5 permit source 192.168.11.1 0
[WACT1-acl4-basic-2001] rule 10 deny
[WACT1-acl4-basic-2001] quit

[WACT1] ftp server acl 2001

[WACT1] quit

# 7E FTP Z /i ( Corel ) #@ig FTP 5 WACT Es7iEfE

<Corel> ftp 192.168.11.2

Warning: FTP is not secure. Using SFTP is recommended.
Trying 192.168.11.2 ...

Press CTRL + K to abort

Connected to 192.168.11.2.

220 FTP service ready.
User(192.168.11.2:(none)): admin3
331 Password required for admin3.
Enter password: Huawei@123

230 User logged in.

[ftp] ascii

200 Type set to A.

# HEBCEXHER FTP fRSS2E

[ftp] put test1.cfg

Warning: The file may not transfer correctly in ASCIl mode.
200 Port command okay.

150 Opening ASCII mode data connection for /test1.cfg.

/ 1000 [*rmsersie]

226 Transfer complete.

FTP: 8387 byte(s) send in 0.010 second(s) 819.000Kbyte(s)/sec.
[ftp] quit
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221 Server closing.
<Corel1>

# £ WAC1 fEERFMOXERERELE

<WACT> dir
Directory of flash:/

Idx Attr Size(Byte) Date Time FileName

17 -rw- 8,387 Nov 25 XXXX 09:57:27 test1.cfg

1,070,832 KB total (359,260 KB free)

B (NRE T XREER

17.3 £55R5G1IE

BB (EAT R PC1 STALA RIGIE:

1. &M PC1##EA SSID 9 HCIA-Guest ITE&(ES, ERIRA “pSIRRE” REEE PC

SRENAY IP ftbtik, EIAY7E PC1 EH1Ta< ping 192.168.100.254
2. PC1iEESSID |7, £ WACT E{FHa< display station all & PC1 {58,

3. PC13kEUMBHERR, 7E Corel E{FM4s< display ip pool interface VIanif100 used &1

Aitetb bRttt S B o

IBIEEFRA%RIR PC2 SERLATIRIE:
1. ®E PC2 (NBLM-=UBURENS N “BaiiRE P it , ERIRN ‘iR’ R
HEEA PC2 SRENAY IP #EtE, REIAY7E PC2 E1Ta< ping 192 168.101.254,

2. PC2 $REUBtfE, 7£ Corel L{#EMAar< display ip pool interface Vlanif101 used =&

Aitesb bRyttt S BB .

TBIZETE PC1 0 PC2 3XEY IP tbitfE, FERELATRERIE:
1. {§EF PC1 Ping U PC2 ZhZS3X15HY IP #tlk, BILA Ping MIBLIN
2. {EA PC1 1 PC2 Ping MU MIBRSZMEE 1.2.3.100, PC1 Ping UM, PC2 Ping SUREIN.

3. {£F PC1 #0 PC2 Ping M MARSB LS, £ R1 _EfEFEFE#< display session all verbose

BE NAT iR, HegER PC2 FIFAMIIBIIRAZIR 9 A MttEE 1.2.3.4,
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174 BGi =%

17.4.1

R1 BIECE

552447

#
sysname R1
#
interface GE0O/0/1
ip address 1.2.3.4 255.255.255.0
nat enable
#
interface GE0/0/2
ip address 192.168.10.2 255.255.255.252
#
interface LoopBackO
ip address 10.0.2.2 255.255.255.255
#
ospf 1 router-id 10.0.2.2
default-route-advertise always
area 0.0.0.0
network 10.0.2.2 0.0.0.0
network 192.168.10.2 0.0.0.0
#
lldp enable
#
nat-policy
rule name policy_nat1
source-address 192.168.101.0 mask 255.255.255.0
action source-nat easy-ip
#
return

17.4.2 WACT 9t &

#
sysname WACT
#
ftp server enable
ftp server acl 2001
ftp server source all-interface
#
wlan
security-profile name HCIA-WLAN
security wpa-wpa2 psk pass-phrase HCIA-Datacom aes
ssid-profile name HCIA-WLAN
ssid HCIA-Guest
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vap-profile name HCIA-WLAN
service-vlan vlan-id 100
ssid-profile HCIA-WLAN
security-profile HCIA-WLAN
regulatory-domain-profile name default
ap-group hame ap-group’
radio 0
vap-profile HCIA-WLAN wlan 1
radio 1
vap-profile HCIA-WLAN wlan 1
radio 2
vap-profile HCIA-WLAN wlan 1
ap-id 1 type-id 220 ap-mac c0a9-389¢c-1b40 ap-sn 21500867674ER9004989
ap-name AP1
ap-group ap-group1
#
capwap source interface vlanif 11
#
vlan batch 11 100
#
stp mode stp
#
acl number 2001
rule 5 permit source 192.168.11.1 0
rule 10 deny
#
aaa
local-user admin3 password irreversible-cipher Huawei@123
local-user admin3 privilege level 3
local-user admin3 ftp-directory flash:/ read execute write
local-user admin3 service-type ftp
#
interface Vlanif11
ip address 192.168.11.2 255.255.255.252
#
interface GE1/0/1
undo portswitch
ip address 1.2.3.100 255.255.255.0
#
interface GE1/0/10
shutdown
#
interface GE1/0/11
shutdown
#
interface GE1/0/12
port link-type access
port default vlan 11

52451




W

SIS
HUAWEI HCIA-Datacom V2.0 SE3&3FAR 5246

#
interface GE1/0/13
shutdown
#
interface GE1/0/14
shutdown
#
interface LoopBackO
ip address 10.0.3.3 255.255.255.255
#
ospf 1 router-id 10.0.3.3
area 0.0.0.0
network 10.0.3.3 0.0.0.0
network 192.168.11.2 0.0.0.0
#
return

17.4.3 Corel BIECE

#

sysname Corel

#

dhcp enable

#

vlan batch 2 to 3 10 to 11 100 to 101

#

stp mode stp

stp instance O root primary

#

rsa peer-public-key 192.168.2.1

public-key-code begin
3082018A
02820181

009F8219 2C77AFAD 0A1CFOD1 BCF3445D 9EA41E4D EB1C997C 92547E7B 7967ADFO
E23B26F7 259B4A2D 14A90F5C EE024116 FAF7E9E6 9CF6671E 14D813AF 8BABEEE2
D0170D9B E65A7830 0C3EBB51 F3A6BEF1 3DFDB1D2 F78E175E 16D25AD4 84A0FF20
AB4F6886 F7FD65FF 93CF8347 13A4371D 552EC54D 22537F5C 929D8089 6633319B
EESO5EFC 7719A6F6 E1E5BD72 9BBCAOB4 1193D69D 290A7372 7CB7ABOB 38881C76
DFE29235 4299727E 3954B3D5 8EB787F8 8CD3918B F7FB7AGF 3227A8EA F28584B1
AFE82946 5B8A35E8 42308D3C 0898C461 F7720C1D F4904864 36B0A856 BA84058B
D1BFB5EF 1929E11A 32CE73B7 157D64E0 CCDEB5C5 03300366 F2908184 872BE5SF4
ABDEDESA 4E9A2388 ED4CC6AE 96781D49 BC27FE70 C6B701C9 2A7587CA AB701A9D
E1AEB2FE 4D5A7775 9C874A73 1C7D295A E46A97E9 6ADE3040 A46FBF38 34D1E1A6
05E18DD1 16F1F433 B436C41F 079ABEEF FCE761AF 1B66D2B1 8B988368 CC5D9C8E
302B1561 68CE31DE 8F72A27C 98AF29FE 8A891E15 F2A21441 E395D632 641F9285
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0203
010001
public-key-code end
peer-public-key end
#
rsa peer-public-key 192.168.2.2
public-key-code begin
3082018A
02820181

00B71DD2 F78734ED 9F285538 48C6C223 12696CCA EBBCC7D7 0B8FF204 8E214326
D966318D C53C3ECT 9A90A21F 79D73CES 07A65691 813F4600 7E7623F1 571EF8E6
8EAE92DD 580A2302 740D91E6 5A99F090 DC5DE1D1 34010BFF 6AEAEACD C7B65DD5
F6921B6C 4C2D353C 8D79E7AD ECA371D0 24351683 CFDA7C50 4705EC67 08219AA6
2CF97E5D 177AAG6E7 431ED5F3 8E998437 7E45F863 SESD5DE3 6C218F04 333B2C7F
EDO9FB53 2B65FB82 BA50FD5B 8B3EO04FE 345402BC 0AD2185E C6D2C75F 3FDOD166
AE577E43 8F8D9715 06C4A839 B873D98B 4A51D395 AD7B4150 6031D4E1 E70C74C5
1CDBEC65 58673894 712EEC8B 2168F3A7 9780CB42 4153F1DC AAFAF4AC DC998BOF
0A9207DC BBEC767C 5CA66707 57CEA5D6 93B620A8 5CB8FBE6 200B929E 4695142E
AO0A62205 FBBACTE3 E57A5C5F 938B33C8 408BA4B3 AS8A6BCA 16024F87 0B27C97F
0D488DF1 B877AC98 F6DDCOCB 07361EEF 97608F03 387937ED 1A2252B1 753D85E8
BB5E7A86 1EAB74F5 47BB96C9 ECCF3072 2D8BC8C3 7C051AF3 ABBCCFOC ACFFCA9C

55
0203
010001

public-key-code end

peer-public-key end
#
interface Vlanif2

ip address 192.168.2.254 255.255.255.0
#
interface Vlanif3

ip address 192.168.3.254 255.255.255.0

dhcp select interface

dhcp server gateway-list 192.168.3.254

dhcp server option 43 sub-option 2 ip-address 192.168.11.2
#
interface Vlanif10

ip address 192.168.10.1 255.255.255.252
#
interface Vlanif11

ip address 192.168.11.1 255.255.255.252
#
interface Vlanif100

ip address 192.168.100.254 255.255.255.0

dhcp select interface

dhcp server gateway-list 192.168.100.254
#
interface Vlanif101
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ip address 192.168.101.254 255.255.255.0
dhcp select interface
dhcp server gateway-list 192.168.101.254
#
interface GE1/0/1
port link-type access
port default vlan 10
#
interface GE1/0/10
shutdown
#
interface GE1/0/11
shutdown
#
interface GE1/0/12
port link-type access
port default vlan 11
#
interface GE1/0/13
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 2 to 3 100
#
interface GE1/0/14
port link-type trunk
port trunk allow-pass vlan 2 101
#
interface LoopBackO
ip address 10.0.1.1 255.255.255.255
#
ospf 1 router-id 10.0.1.1
area 0.0.0.0
network 10.0.1.1 0.0.0.0
network 192.168.3.0 0.0.0.255
network 192.168.10.1 0.0.0.0
network 192.168.11.1 0.0.0.0
network 192.168.100.0 0.0.0.255
network 192.168.101.0 0.0.0.255
#
ssh client first-time enable
ssh client peer 192.168.2.1 assign rsa-key 192.168.2.1
ssh client peer 192.168.2.2 assign rsa-key 192.168.2.2
#
return
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#
sysname ACC1
#
vlan batch 2 to 3 100
#
stp mode stp
#
aaa
local-user admin1 password irreversible-cipher Huawei@123
local-user admin1 privilege level 3
local-user admin1 service-type ssh
#
interface Vlanif2
ip address 192.168.2.1 255.255.255.0
#
interface GE1/0/1
shutdown
#
interface GE1/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 2 to 3 100
#
interface GE1/0/3
shutdown
#
interface GE1/0/4
port link-type trunk
port trunk pvid vlan 3
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 3 100
#
stelnet server enable
ssh ipv4 server port 1025
ssh user admin1
ssh user admin1 authentication-type password
ssh user admin1 service-type stelnet
ssh server-source all-interface
#
user-interface vty 0 4
authentication-mode aaa
user privilege level 3
protocol inbound ssh
#
return




W

sCie
HUAWEI HCIA-Datacom V2.0 C3G3EAf 252501

17.4.5 ACC2 FUECE

#
sysname ACC2
#
vlan batch 2 101
#
stp mode stp
#
aaa
local-user admin2 password irreversible-cipher Huawei@123
local-user admin2 privilege level 3
local-user admin2 service-type ssh
#
interface Vlanif2
ip address 192.168.2.2 255.255.255.0
#
interface Vlanif101
ip address dhcp-alloc
#
interface GE1/0/1
shutdown
#
interface GE1/0/2
port link-type trunk
undo port trunk allow-pass vlan 1
port trunk allow-pass vlan 2 101
#
interface GE1/0/3
shutdown
#
interface GE1/0/4
port link-type access
port default vlan 101
#
stelnet server enable
ssh ipv4 server port 1025
ssh user admin2
ssh user admin2 authentication-type password
ssh user admin2 service-type stelnet
ssh server-source all-interface
#
user-interface vty 0 4
authentication-mode aaa
user privilege level 3
protocol inbound ssh
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